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TSplus: Get started

Step 1 : Installation.

Installing Terminal Service Plus is an easy process. Just download it from our web site, run the Setup-TSplus.exe
program and wait until the program asks you to reboot. We recommend you to install Java prior to start the setup
program. Java is mandatory to benefit from our great Web Access technology.
See the documentation and the video for installation.

Files are decompressed and copied into:

C:\Program Files\TSplus folder (32-bit systems)
C:\Program Files(x86)\TSplus folder (64-bit system).

The trial version is a full TSplus Enterprise Edition and enables up to 5 concurrent users for a period of 15 days.

After the reboot, you will see 2 new icons on your Desktop:

The AdminTool is what you need to use TSplus.

The Portable Client Generator will create a TSplus connection client for your users.

Pre-requisites:

On Server side:

From Windows XP to W10 and Windows 2003 to 2019 Server with at least 2GB of memory.

The operating system must be on the C drive. On Windows Server Environment, please make sure that the TSE/RDS role
and the TSE/RDS licensing role are not installed to prevent conflict with TSplus services.

It is mandatory to use a fixed private IP address and a fixed public IP address. If your ISP (Internet Service Provider) did
not provide you with a fixed public IP address, you need to subscribe to a free DNS account, see this tutorial for more
information.

On Client side:
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Microsoft workstation: Windows XP, W7, W8 and W10 are supported. A PDF Reader (like FoxIt) and Java should be
installed on the users PCs.
Macintosh workstation: You can use any MAC RDP client, or TSplus HTML5 clients.
Linux Workstation: You can use Linux Rdesktop RDP client or TSplus HTML5 clients.

Step 2 : Creating users.

After reboot, the TSplus host is almost ready to go. So the first action will be to create users and the AdminTool will help
you to do so. Go to the System Tools tab, then click on "Users and Groups". This will take you to the Local Users and
Groups window:
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Each user must have a logon AND a password. Beware when you create users of the box checked by default: "User must
change password at next logon", if you don't want your user to change his/her password each time, uncheck this box and
check the "Password never expires" or "User cannot change password".

For Windows 10 Home users, the process to create users is different, since you will get this error message if you
wish to create users with TSplus:

Open the Start menu and click on Settings, then on Accounts, select the 'Family and other Users' tab, and click on the 'add
someone else to this PC' button:

On the 'How will this person sign in?' window, click on the 'I don't have this person sign-in information' line at the
bottom.On the next window: 'Let's create your account', click on the 'Add a user without a Microsoft account' line at the
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bottom and finally, fill-in the required fields to create your user.

Step 3 : Select the most suitable client for your needs.

TSplus complies with Windows RDP protocol. So, any user can connect locally or remotely with a standard Remote
Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully benefit from the TSplus advanced features
(Seamless client, RemoteApp, Universal Printer…) you can use a TSplus generated client or the TSplus Web Portal.

TSplus is a very flexible solution and offers multiple ways to open a session:

Classic Remote Desktop Connection (MSTSC.EXE).
Portable TSplus RDP client which will display a windowed environment for your remote connection that you
can minimize in the Windows taskbar.
TSplus Seamless client which will only display applications and no desktop.
MS RemoteAPP client which will display application using the native MS RemoteApp.
Windows client over the TSplus Web Portal.
HTML5 client over the TSplus Web Portal.

These clients give the user the following experience:

With Remote Desktop Connection (mstsc.exe)

Connection: The connection is a very standard one. The Universal Printer is not supported with this type of
connection.
Display: Users will see their session within a Remote Desktop window. This desktop displays the content of the
user’s desktop folder.
If the administrator has assigned specific applications with the AdminTool, only these applications will be
displayed (no taskbar, no Desktop).
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TSplus RDP generated client.

This is a unique TSplus solution, it empowers local and remote users to connect using one single dedicated program.
It includes the connection program, the Universal Printing advanced feature, portability with high level of security while
keeping it very simple for the users.
So, it is much better than a classic Remote Desktop Connection. For more information about this client generation, see 
this documentation

The TSplus RemoteApp generated Client (or the Seamless one).

Remote applications will exactly look like any local application. Instead of a classical Remote Desktop window, you will
be free to switch between your local and remote applications without having to minimize a Remote Desktop window.
If your TSplus host does not supports the MS RemoteApp (for operating systems older than Windows 7 or Server 2008,
and that you don't have RDP6), you can use the TSplus Seamless alternative for the RemoteApp technology. For more
information about these clients, see this documentation.

Accessing your TSplus server from a remote location

In order to access your TSplus server from a remote location, you will have to create a port forwarding or port redirection
rule of 3389/80/443 ports depending on your preferred connection method. You can change the RDP port on the Home
tab:

The 80/443 ports can be changed on the Web Server tab:
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More information about changing communication ports can be found here.

Step 4 : Application publishing and Application Control.

One of TSplus major benefit is the freedom to assign application to user(s) or to a group of users using the AdminTool.

If you assign one application to a user, he will only see this application.
You also can assign him the TSplus Taskbar, the Floating Panel or the Application Panel to display multiple
applications.
You can of course decide to publish a full Remote Desktop if you want to.

Go to the Applications Tab to add, edit, remove and assign Applications.
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On this example, the administrator has decided that the user 'John' will get the TSplus Taskbar. See this documentation
for more information.

Please visit our support pages on our web site where you will find an On-line Guide, video tutorials, a Support Center
with an FAQ and a Forum.

ENJOY your use of TSplus !
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Terminal Service Plus Prerequisites

1) Hardware

Terminal Service Plus can work on your PC and here is the minimal recommended hardware:

Number of users Windows 2008 to 2022 or 7 to 11 Pro

3 - 5
I5 or above

4 GB
One CPU 2 GHZ

10
I5 or above

8 GB
One CPU 2 GHZ

25
16 GB

One CPU
I7 or Xeon

50 and above
32 GB

Dual CPU - SSD Disk dedicated to the system

Over 50 concurrent sessions, we recommend to use a farm of servers, using the Load Balancing feature, available on the
Enterprise Edition.
Each server (physical or virtual ones) handling up to 50 concurrent users.

Comment: The type of hardware you need will mostly depend on what kind of resources the applications you wish to
publish consume the most (CPU/memory/Disk). You might consider getting a server with SSD drives if you plan on using
an application that accesses a database on your TSplus server as it will greatly enhance the performances.

2) Operating system

Your hardware must use one of the operating systems below:

Windows Vista Service Pack 2
Windows 7 Service Pack 1
Windows 8/8.1
Windows 10 Pro
Windows 11 Pro
Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

32 and 64 bits are supported.

The required framework is .NET version 3.5 for all supported Windows versions.
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If you install TSplus on a Windows 2008 to 2019 make sure the RDS or Terminal Services roles as well as the
RDS Terminal Services licensing role are not installed before installing TSplus.
If these roles were present, remove them and reboot.

Windows 10 Home edition is not supported.

On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

Windows Server 2019 Essentials Edition does not support RemoteApp.

N.B: TSplus LTS 11 supports Windows XP and Windows Server 2003.

3) Network parameters

The Terminal Service Plus Server must have a fixed IP address:

Remote access (from Wide Area Network - WAN)
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A DSL connection is recommended as well as a public fixed address. Without a fixed IP address, you should
install a dynamic DNS service like http://DynDNS.org More information about how to set this up can be found 
here.
The TCP RDP port (by default 3389) must be opened both ways on your firewall.
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Terminal Service Plus Installation

Run Terminal Service Plus Setup program and then follow the installation steps.

You can then select two custom options by ticking the corresponding boxes :

Use custom proxy settings.
Only download setup, which does not install TSplus.

Click on next.
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Click on "I accept the agreement".

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus default installation
settings. According to our experience, most of the production issues are due to Windows security features.

You can still modify these ports if you wish during installation or at any time on the Built-in Web Server Management 
of the AdminTool. Just make sure that the defined ports are available and that Java is installed on the server.
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The progress bar appears and allows you to follow the progress of the process:

Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security
Add-On, in its Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:
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For more information about this product, see pages about TSplus Advanced Security documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.

To use TSplus, you must reboot your system. The trial period delivers a full product for 15 days and 5 concurrent users. 
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How to identify your TSplus Edition
On the License Tile under the Serial Number, you can see the type of License you purchased as well as your number of
users next to the number of connections:

TSplus has merged old licenses into one in order to gain more clarity.

The System and Printer Editions still have the same core features:

TSplus Administrator Tool (AdminTool),
Concurrent connections support,
Application Control per user and/or per groups,
TSplus Remote Taskbar and/or TSplus Floating Panel,
Remote Desktop access,
TSplus Portable Client Generator,
RemoteApp and Seamless connection clients,
Fully compliant with RDP protocol,
Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,
Local and Remote connection support,
Workgroup and Active Directory users support,
Device/Disk redirection.

The Printer Edition enables you to print from any location, without having to install any specific driver and allows
printer redirection.

The old licenses names were the following:

Web Access Edition (Which incorporated connection from any web browser with TSplus HTTP Web Server).
The Secure Web Edition (Which incorporated http + https access with ssh tunneling).
The Mobile Web Edition (Which incorporated the Web Access and Secure Web Editions features + HTML5
access on mobile devices).

They are now merged with the Mobile Web Edition.
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The Mobile Edition enables you (in addition to all the System and Printer editions features) to:

Connect from any web browser with TSplus HTTP Web Server,
Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH server,
HTML pages includes Windows and HTML5 web access clients,
Easily connect from iPhone/iPad and Android devices, also with the TSplus Mobile App,
Customize logon web page with TSplus easy-to-use Webmaster Toolkit,
With TSplus Web Applications Portal, users can access their application list inside their web browser,
Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an e-mail or a pin-
code,
Universal Printer enables you to print from any location, without having to install any specific printer driver,

The Enterprise Edition includes all of the previous features plus these ones:

Support an unlimited number of servers within each TSplus Farm,
Thousands of users working concurrently on a scalable Load-Balanced architecture,
Single Enterprise Portal to access all your TSplus servers,
Ability to assign one or several Application Server(s) to users or groups of users,
Load Balancing and Failover support included.
The Possibility to add an extra-layer of security with the TSplus 2FA Add-On.
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Activating Your TSplus License (Online)

Option One

This will appear on Windows startup :

Option Two

Locate the Administrator Tool on your desktop :

If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files
(x86)\TSplus\UserDesktop\files'.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer Name:
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Activate your licenses on an online TSplus
server
When you order a license, connect to our Licensing Portal and enter your Email Address and your Order Number:

Download the Customer Portal User Guide for more information about how to use it.

Your activation key will be displayed at the top of the dashboard:

You can then go to the License Tile of the AdminTool, click on the "Activate your License" button, enter this activation
key and click on “Next” .
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You will get a list of all the available licenses/supports assigned to this activation key, i.e. all licenses/supports not
activated yet:
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Check one or more items and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products/support!

All your products/support are now activated (in this example, both TSplus with support and TSplus Advanced Security
have been activated at once).
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Refresh your License Data by clicking on the corresponding button at the bottom of the page, it will synchronize
information with our Licensing Portal:

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the 
Customer Portal User Guide for more information about how to use it:
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Activating Your TSplus License (Offline)

Retrieve your Activation Key

When you order a license, connect to our Licensing Portal and enter your Email Address and your Order Number:

Download the Customer Portal User Guide for more information about how to use it.

Your activation key will be displayed at the top of the dashboard:

Locate the Administrator Tool on your desktop
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If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\TSplus\UserDesktop\files'.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer Name:

Activate your licenses on an offline TSplus server

Click on the "Activate your License" button. A popup appears and displays a quite long URL address.

Copy this URL on an internet-connected computer browser and access it in order to retrieve a license file:

TSplus Remote Access LTS 14 - Documentation

© TSplus - www.tsplus.net 29



Enter your Activation Key:

Your license is then validated. Download the license file by clicking on the corresponding button:
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This license file must then be copied back to the server in order to finish the offline activation process:
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A message will confirm that your license was retrieved succesfully:

You will then have to select the corresponding licenses / support to activate and a message confirming that all your
products/support are now activated.

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the 
Customer Portal User Guide for more information about how to use it:
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Rehosting Your TSplus License
Online Activation

Online Activation is authorized once a month.

On the new server Go to the "License" tab Click on "Rehost an existing license"

Enter your Activation Key:

Select the initial Computer you want rehost.
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Confirm rehost

Your license rehost is finished.

Wait a few moments for your AdminTool to synchronize until the window appears.
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Congratulations on your license has been successfully activated!

Offline Activation

Offline Activation can also be done for rehosting licenses.

When the server does not have Internet access, the 'rehost an existing License' button will present the offline rehost page:

The process is the same as Offline Activation. 
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Activating your support license file
The 8.20 version of TSplus introduced a new and easy way to handle your annual support contract.
Please update your version to the latest release before following this procedure.

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and
tutorial support.
The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and
updates.

The update code is requested once a year to be able to apply the Update Release patch. It is delivered by our support
team on demand.
This update code is now replaced with a support.lic file that you can activate in the licensing tile of the Admin Tool.

We are investing every day to enhance TSplus and to fix all known issues. So, we recommend all our customers to keep
their TSplus installation updated. The annual fee is not expensive and is available on our Store Page.

Step One

Locate the Admin Tool on your desktop :

Double-click on it, then click on the license tile.

If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files
(x86)\TSplus\UserDesktop\files'.

You can now see the Serial Number :
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Step Two

Connect to the Licensing Portal by entering your Email address and your Order Number:

Download the Customer Portal User Guide for more information about how to use it.

You will get a Support.lic file.

Step Three

Click on the "Activate your license" tile:
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Then select "Extend Support period":

Then locate your Support.lic file and open it in order to activate it!
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Updating Terminal Service Plus
Our development team is working on a daily-basis to ensure the stability and compatibility of TSplus with the latest
versions of Microsoft Operating Systems and the latest Updates.
We are proud to provide you with new features and enhancements every week.

This is why it is recommended to keep your server up to date.
By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

You can check the status of your TSplus release on the Home tab of your AdminTool:

You can then click on it. Since TSplus 11.50 version, the AdminTool automatically downloads...:

...and applies the Update Release program when requested:
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You still can download it via this link: Update Release and apply it manually.

The Update Release program is designed to keep your current TSplus settings safe.
It is not required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has expired, you will not be
able to run the Update Release program:

In such case, we advise you to place your order on our Store Page.
You will receive back the proper information to download your support.lic file. Activating your Update/Support
services is an easy process described here.

When the update is finished, a reboot is required:

Screenshot 1-3

Image not found or type unknown

Just for specific requirements, the TSplus Support team can deliver an Emergency Update code which will unlock the
Update Release program.

TSplus Remote Access LTS 14 - Documentation

© TSplus - www.tsplus.net 42

https://tsplus.net/UpdateRelease.exe
/tsplus/activating-your-support


Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security
Add-On, in its Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:
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Upgrading your TSplus version
If you wish to upgrade your current version of TSplus, in order to add more users or more features, click on the
"Upgrade Existing License" tab of our Store page:

Download the Upgrade License Code generation program, in order to get your Upgrade License Code.
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Securing a TSplus server

Overview

Securing any server is a never-ending story where every expert could add another chapter.
TSplus benefits from and is compatible with existing security infrastructure in a company (Active Directory, GPOs,
HTTPS servers, SSL or SSL telecommunication systems, VPN, access control with or without ID cards, etc).
For customers who want to easily secure their servers, TSplus offers a set of simple and effective ways to enforce good
levels of security.

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default one is 3389.
You can choose any arbitrary port, assuming that it is not already used on your network and that you set the same port
number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, 
the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server. On the Home tab, click on the pencil button next to the "RDP Port":

Change the RDP port and save.
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Server side security options

The AdminTool allows you to deny access to any user that is not using a TSplus connection program generated by the
administrator. In this case, any user that would attempt to open a session with any Remote Desktop client other than the
TSplus one (assuming he has the correct server address, the port number, a valid logon and a valid password) will be
disconnected automatically.

The administrator can decide that only members of the Remote Desktop User group will be allowed to open a
session.

The administrator can decide that a password is mandatory to open a session.

Through setting the applicable local Group Policy, the administrator can specify whether to enforce an encryption level
for all data sent between the client and the remote computer during a Terminal Services session.
If the status is set to Enabled, encryption for all connections to the server is set to the level decided by the administrator.
By default, encryption is set to High.

The administrator can also set as a rule that only users with a TSplus connection client will be able to open a 
session.
Any incoming access with a standard RDP or a web access will be automatically rejected.

Sessions Permissions

You can find multiple advanced security options if you click on the Sessions - Permissions tab:

Allow access from Microsoft RDP client for everyone: Allows every user to connect using mstsc.exe.
Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect using mstsc.exe.
Deny access from Microsoft RDP client: Prevent anyone to be able to connect using mstsc.exe.
Deny access from Outside: It means that only private IPs from LAN will be able to open a session.
Limit access to the members of Remote Desktop users: This limit applies only to this local group of users
(which you can see by clicking on the Users and Groups tile.
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Encrypts end-to-end communications: High Encrypts client/server communication using 128-bit encryption.
Use this level when the clients accessing the terminal server also support 128-bit encryption.
Block all incoming access to this server: All alive sessions will remain active, while all incoming connections
attempts will be blocked. Make sure that you can physically access the console of the server if you check this
box. Do not use this option if your server is hosted on a Cloud environment.
Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls, remove all unwanted
security pop-ups from Windows. users limitation (messages) while launching applications.
The "Allow Windows Key" box allow the use of the Windows keys and combinations inside a TSplus session.
Allow only users with, at least, one assigned application: User with one application and more are allowed to
open a session.
Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V commands

Web Portal Access Restrictions

No Restriction
Web Portal is mandatory for everyone: users can only connect via the Web Portal.
Web Portal is mandatory, except for Admins: users can only connect via the Web Portal, except Administrators.
Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web Portal.

Hiding the server disk drives:

The AdminTool includes a tool that enables hiding the server disk drives to prevent users from accessing folders
through My Computer or standard Windows dialog boxes. On the Sessions - Settings tab, click on "Hide Disk drives" :

This tool works globally. This means that even the administrator will not have a normal access to drives after the
settings have been applied. On the example below, all drivers have been selected with the "select all" button, which will
check all the boxes corresponding to drives that will be hidden to everybody:
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Notes: This functionality is powerful and does not disable the access to the disk drives. It just prevents the user to
display it.

The tool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root folders and users list in
Document and Settings.

If the administrator wants to see these files he must:

1. Type the disk drive letter. For example: D:\ which will take you to the D: drive.
2. Turn on SHOW HIDDEN FILES AND FOLDERS in the folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on
the Advanced tab of the AdminTool, under the Product Settings:
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TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can launch on the Add-Ons
tab:

Which brings powerful features, documented on this page.
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The Brute-Force Attacks Defender role on the Web Portal is described on this page.

Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus Web Portal.
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More information on this amazing new feature can be found on this page.

SSL Certificates

SSL Certificates process is detail on these pages:
- HTTPS, SSL & Certificates Tutorials.
- TSplus provides an easy-to-use tool to generate of a free and valid SSL certificate: Free and Easy-to-install SSL 
Certificate
- Choose your Ciphers Suites to enhance Security.

TSplus access program security options:

The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:

A specific PC name. It means this program will not be able to start from any other PC.

A physical drive serial number (PC HDD or USB stick). This is a very easy and powerful way to set a high level
of security.
The only way to connect is with a specific client, and this specific client can only start on a specific USB stick or
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PC HDD.
Some of our customers are delivering fingerprint-reading USB sticks to each of their users and each generated
program is locked to the device serial number.
This way, they can restrict access to the client's program itself, as well as ensuring it cannot be copied off the
USB stick and used elsewhere.

For more security feature informations, check TSplus Portable Client Generator documentation and our FAQ.
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Long Term Support versions
Customers who have subscribed to TSplus Support & Update Services and are not interested in TSplus latest features
and improvements can install a TSplus LTS (Long Term Support) version.

TSplus LTS (Long Term Support) version extends the period of software maintenance; it also reduce the frequency of
software updates to reduce the risk, expense, and disruption of software deployment, while promoting the dependability
of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest release is always the best solution available to our
customers: all known bugs are fixed and new features are available very often.

A new major TSplus version is released at the start of every year: TSplus 11 in January 2018, TSplus 12 in January
2019 and so on, as shown in the diagram below.

Starting January 2019, TSplus is also available in a Long Term Support version, named "LTS". Every year, TSplus will
publish a stable LTS version which will be supported for 2 years.

Benefits and Limitations of TSplus LTS

TSplus LTS has several benefits:

No updates except for security fixes and Windows updates compatibility
No changes in behavior and no changes in features when you update
Less risk when updating between two minor versions of a given LTS
Supported for 2 years

TSplus LTS also has limitations and constraints:

Customer must purchase Support & Update Services (a license cannot be activate without active Support &
Update Services)
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No new features at all (compared to TSplus standard version which constantly receives a lot of updates and new
features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-art solution.

TSplus LTS Links

TSplus LTS 11 (supported from 2018-12 to 2020-12):

Changelog
Setup (to install TSplus on a new server)
UpdateRelease (to update an existing TSplus installation)
LTS11 Documentation

TSplus LTS 12 (supported from 2019-12 to 2021-12):

Changelog
Setup (to install TSplus on a new server)
UpdateRelease (to update an existing TSplus installation)
LTS12 Documentation
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Server Management
On the Home tab of the AdminTool, you can see all the needed information about your TSplus server:

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default one is 3389. You can choose any arbitrary port, assuming that it is not already used on your network and that
you set the same port number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the RDP
will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server.
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Management of users and sessions

The session manager is located right below the RDP port:

You can display your server's task manager, and you have the possibilities to active a remote control, disconnect, logoff
or send a message to your users.
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You can activate the remote control via a remote session with an admin account on the following Operating Systems:

Windows Server 2008 R2
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 7
Windows 8.1
Windows 10 pro and above

On Windows XP, 2003, Vista, and 2008 there is no remote control button.
On Windows 2012 and 8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user's session, this message appears, indicating the keyboard shortcut to end
the session:

On the client side, this message appears to accept the remote control:
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You can also send a message to your user:

Message sent on Server Side
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Message appearing on Client Side

The Users and Groups tab allows you to add/edit or delete users.
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See this documentation for more information. 

With the Session Management Settings (GPO) tab, you can set various connection settings for each session and
user:
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Windows Server 2016 introduced a new "Per user service", which makes services start all processes per users, which
slows the users logons time.
Since TSplus 11.70 release, you can disable per user services in order to speed up users logons.

Services and Properties

The Windows Toolkit is an enhanced control panel, summarizing all the Windows Administration tools.
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- You can also launch the "Server Properties" tab to have an overview of the control panel. 
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- You can see all the services on your server and their status on the Services tile. 

Session Opening Preference

The session opening preference allows you to choose your shell session preference, your logon preferences, the
background color of your sessions, add your own logo and rename it to your liking.
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By default, on these logon preferences are enabled:

The "Display progress bar during logon".
"Enable Time Zone Redirection" which enables the client computer to redirect its time zone settings to the
Remote Desktop Services session. If you enable this policy setting, clients that are capable of time zone
redirection send their time zone information to the server.

You can also set a full Desktop for all your users and get a display the last connected users by ticking the
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corresponding boxes. You can customize your users sessions by adding a new Background Color, another logo or none
and use the session name of your choice.

Since TSplus 11.70 release, you can use TSplus WinXshell as an alternative to the Windows shell.
Following the October 10 Windows Update, administrators allowing their users to start a Remote Desktop saw
the Windows shell as an issue.
The main problem resides in the session opening/black screen issue when a complete desktop is assigned to
multiple users on Windows 10 and Server 2016.
It provides features and graphical experience similar to Windows 2016 Windows shell, such as the display of the
2016 Start button and taskbar.
It is especially useful if you use Windows 10 or Windows 16 Operating systems, manage 10 users or more
and wish to assign them a full desktop.

Backup and restore your server parameters

You can backup or restore your server parameters by clicking on the tile of the same name, on the Advanced tab:

Click on the Backup button to make a backup, which will be dated and added to the list of your restore points:
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The backup file can be found on the C:\Backupparam folder:

More information on this documentation.

Reboot your server

The "Reboot the server tab" allows you to reboot your server.
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Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

Microsoft Remote Desktop.
The user will see the full Windows Remote Desktop in the session.

TSplus Taskbar.
Any application, folder, shortcuts, documents… copied on the user's Desktop folder will be published with the
TSplus Remote Taskbar.
In this case, the user does not have any access to applications other than those decided by the administrator.
Application Control has a much finer grain.

The Floating and Application Panels.
All the applications can be published on a mini drop-down list or on a folder which you can customize.

Assigning one, two, three, or more specific applications to a user/group.
In this case the user will only see their assigned applications when opening a session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highest priority, then the TSplus
Taskbar, then specific applications.
If a user has a specific application assigned and TSplus taskbar or Microsoft Remote Desktop, they will not see the
specific application because they have a lower priority.

Managing Applications using the Admin Tool

You will add, edit or remove applications using the AdminTool, by clicking on the "Applications" tab -> "Publish":
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Click on the "Add Application" tile in order to publish an app:

1. Foxit is published as an example. To publish an application, click on the "Add application" button, then locate
the path of the executable of your application by clicking on browse, then set a name for this application in the
dedicated field.

2. You must click on the "Save" button to store any modification.
3. After declaring a new application, we recommend to use the "Test (start selected)" button to check that the

application is functional before assigning it to your users.
4. You can specify for each application if it will be launched maximized, minimized, assigned to all the users or 

if it will be hidden after launch.
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5. You can add a command line option if you need to add some extra parameters which are usually set in the
shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish your applications.
(See below for more information) By default, they are published on the top-level folder.

Note: You can change the orders of applications by clicking on the left or right arrows, next to the "Assign Application"
button:

Managing Applications Folder using the Admin Tool

You can add, edit or remove Applications Folder on the same dashboard. 
First by publishing an application, then by clicking on the "+" button at the bottom-right under the "Folder" selection:

Then enter the name of your new folder:
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The Folder then appears under your published Applications:

Double-click on it to see, edit or remove each published application:
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Each time you publish an application, you can select or create the folder in which it will be published:

You can then assign the Folder to users or groups as an application, and publish it, like any application with the TSplus 
Remote Taskbar, the The Floating Panel and Application Panel or the Web Portal.

See this documentation for more information on applications assignments.

Important remarks

After installation, the default setting is: Any RDP user will see the complete Microsoft Remote Desktop.
The TSplus Taskbar publishes all shortcuts copied in the user's Desktop folder. When selecting TSplus Remote
Taskbar, you can request to automatically copy any of the shortcuts available in the All Users Desktop folder
and/or, to automatically create shortcuts from applications assigned to the users with Application Control.

See this video on how to publish applications.
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Assigning Applications to Users or Groups

Overview

Once you have published some applications, you can publish them to one or more users and/or groups.
To do so, double-click on the application you wish to assign or click on the application, then on the "Assign
Application" tile:

The following window will be displayed. It allows you to assign applications to a selected user or group:
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How to Assign an Application to a user (or a group)

You can either assign an application for all authenticated users or to specified users and groups. If you wish to assign an
application to a specific user or group, just click on "Add", then enter the name of the user or group you wish to assign
the application: On this example, Foxit will be assigned to the Remote Desktop Users Group. Click on 'Ok":

Then on Save:
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Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or per group, by clicking
on the "Select a User/Group" tile, then entering its name:

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and OpenOffice where all assigned to
the group "Front Office":
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Important remarks when using TSplus Seamless Client

With the TSplus Seamless Client, the users will not display the Microsoft Remote Desktop windows. The applications
can be found on the local desktop as if they were native local applications. Users will only see the applications assigned
by the administrator.

If a user has the right to use the default Microsoft Remote Desktop, the Seamless Client will display a
background color to avoid having both the Remote and the Local Desktop icons piled on the screen.
The Seamless Client session is held open only when an application is running and being pushed through to the
local client.
If no application has been assigned to this user, TSplus will automatically use the TSplus Taskbar.
If a user has specific applications assigned, they will seamlessly see these applications when the session is
opened.
When the last application is closed the session ends.

Rules for Microsoft Remote Desktop, TSplus Remote Taskbar,
Floating Panel and Application Panel

You can customize your user's work environment by assigning one application out of these four: Microsoft
Remote Desktop, TSplus Remote TaskBar, Floating Panel and Application Panel.
If no application is assigned to one user, he will see the Microsoft Remote Desktop which will display the
Desktop folder shortcuts.
If one user has several allocations plus the Microsoft Remote Desktop, he will see a remote desktop.
If a user has several applications plus the TSplus TaskBar, he will see the TaskBar displaying his Desktop folder'
shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these documentations: Remote 
Taskbar, Floating and Application Panels

TSplus Remote Access LTS 14 - Documentation

© TSplus - www.tsplus.net 76

/tsplus/remote-taskbar-and-desktop-themes
/tsplus/remote-taskbar-and-desktop-themes
/tsplus/floating-and-application-panels


Running scripts/programs on session opening

If you want to start a script when the session opens, you must name it LOGON.BAT or LOGON.CMD and copy
this script: 

In the Application Data folder of All Users if this script applies to all users,
In the Application Data of the user if this script applies to this user.

If you want to start a script on the client side when a session is opening, you just have to name a program
STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).
If you want a program to be started as a service when the TSplus server reboots you have to name this program
STARTUP.EXE and copy it in the folder: C:\Program Files\TSplus\UserDesktop\Files\ .

See this video on how to Assign Applications.
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Assigning Applications to Users with Azure
Active Directory

Overview

To assign an Azure Active Directory user to an application from the AdminTool > Applications > Users :

Local or Active Directory users must be selected using the Find Local or Active Directory Users or Groups button. Only
external users can be entered directly into the text box.
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RemoteApp On Client Feature
In the past the generated TSplus Portable client was the usual method for a user to start applications. The 10.50 release
introduces an icon in the notification area which gives to each user the list of all of his Remote Applications. Within
this application list, the user can select the one he wants to start.

This is a new way for administrators to deliver remote applications (referred to as “RemoteApps“) to their users.
Specifically, RemoteApp On Client enables a straightforward publishing process that allows applications installed
directly on the server to be provided to users, allows RemoteApp programs to run side-by-side with local programs, and
offers integration with a custom “launcher” application to make it simple for users to find and launch RemoteApp
programs.

The user Application list will also appear in the Start menu under All Programs in a folder called My Remote 
Applications. To deploy this new amazing TSplus capability is simple: The Administrator have generated new
connection clients and allowed it with the AdminTool. This guide will explain step by step what will happen when the
administrator will enable this new feature and will deliver to his users a new generated connection client.

Example: The user "Laura" is using TSplus to access her remote application. To do so, she is using a generated client
named LauraPortableClient.exe. When she runs it on her PC she gets the following result:

However, the administrator did provide her a new one, created with the TSplus 10.50 release. She will have to run it at
least once to benefit from the new RemoteApp On Client feature. When the administrator is adding/removing
application to a user, such change will be set on the server side at the next logon. It means that the current session will
not reflect such modification. The Advanced tab of the AdminTool has an option to enable or to disable this RemoteApp
On Client feature, by default, it is enabled:
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You can change the menu name as you wish, by clicking on the Remote Application Menu Title below, and adding it on
the value box:

What will happen on her PC when she will run once her new generated client: She will see a new icon in the
Notification Area of her local task bar.

My Remote Applications new icon Application list menu
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