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1= General information

Prerequisites

Installation

Get Started

TSplus Editions

Activating your license

Activating your support license

Updating Terminal Service Plus
Upgrading Terminal Service Plus
Securing a Terminal Service Plus server
Long Term Support Versions

®* ® @ 9 9 & o o 0

# Server Administration

Server Management

Application Publishing

Assigning Applications to Users or Groups
RemoteApp On Client Feature

Remote Taskbar and Desktop Themes
Floating Panel and Application Panel

File Transfer

Secured Folder Sharing

Open Files on Client Side

Open URLs on Client Side
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& Remote Printing

+ Universal Printer
¢ Printing with Standard RDP Printer-Mapping Feature

« TSplus Connection Client

Portable Client Generator

TSplus Client Setup Program

Edit or Delete the Parameters of a Generated Client
RemoteApp and Seamless Connection Clients

How to modify the TSplus client's icon
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@® Using the Web to Access your Server

Built-in Web Server Management

Web Applications Portal

RemoteApp Plugin

Creating and Customizing HTML Web Access pages
Web Credentials

Using IIS (Microsoft Internet Information Services)
Using Apache
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@ Securing your Web Connection

Two-factor Authentication

Lockout

TSplus Advanced Security

Free and Easy-to-install SSL Certificate

HTTPS & SSL Third Party Certificates Tutorial
Choosing your Ciphers Suites to enhance security
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@ HTML5 Client Settings

+ Remote Connection from an iPhone / iPad / Android device
+ HTMLS5 Client: Supported Browsers
+« HTMLS5 Client: Using Gestures on mobile devices (Touch)
¢+ HTMLS5 Client: Using File Transfer
+« HTMLS5 Client: Using Clipboard

+« HTMLS5 Client: Using two languages

+« HTML5 Changing language to Chinese

¢ HTML5 Server Memory Usage

= TSplus App

+ Pre-requisites
+ Configuration

4 Gateway Features

Gateway Feature

Gateway Server: Prevent RDP access and allow HTTP
Using the Load Balancing Feature

Using the Reverse Proxy feature

Using servers behind Reverse Proxy
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% Farm Features

Farm Overview
Farm Prerequisites
Farm Setup

L]
L]
L]
¢ Farm Manager

# Advanced Features

Advanced Settings - Product

Advanced Settings - Security

Advanced Settings - Session

Advanced Settings - Lockout

Advanced Settings - Lockout

Advanced Settings - Logs

Web Applications Portal: Parameters in URL address

Web logon page: How to close the Logon form after logon

Web logon page: How to change the logon Splashscreen

Html Pages and Customization

How to completely customize the Web Access Page beyond the Web Portal capabilities?
Web logon page: How to open the HTMLS5 client in the same tab
How To: Add a Custom HTTP Header

Enforce HTTPS protocol

Enforce the use of web portal to connect to the server
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Web Autologon: connect from web without portal

HTML5 Client: RDP session resolution on mobile devices

HTML5 Client: How to maximize the browser window

HTML5 Client: Parameters in URL address

How To: Mount a logical drive

HTML5 Client: What is the difference between Websockets and XHR?
How To: Bind Web Server to Several Network Cards

Run Windows client under Proxy environment

Activating Mutual SSL Authentication
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Terminal Service Plus Prerequisites

1) Hardware

Terminal Service Plus can work on your PC and here is the minimal recommended hardware:

Number of users Windows 2008 to 2019 or 7 to 10 Pro
I5 or above
3-5 4GB
One CPU 2 GHZ
I5 or above
10 8 GB
One CPU 2 GHZ

16 GB
25 One CPU
|7 or Xeon

32GB

50 and above Dual CPU - SSD Disk dedicated to the system

Over 50 concurrent sessions, we recommend to use a farm of servers, using the Load Balancing feature, available on
the Enterprise Edition.
Each server (physical or virtual ones) handling up to 50 concurrent users.

Comment: The type of hardware you need will mostly depend on what kind of resources the applications you wish to
publish consume the most (CPU/memory/Disk). You might consider getting a server with SSD drives if you plan on using
an application that accesses a database on your TSplus server as it will greatly enhance the performances.

2) Operating system
Your hardware must use one of the operating systems below:

+« Windows Vista Service Pack 2

+ Windows 7 Service Pack 1

+ Windows 8/8.1

+ Windows 10 Pro

+ Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
+ Windows Server 2012 or 2012 R2

+ Windows Server 2016

+ Windows Server 2019

32 and 64 bits are supported.
The required framework is .NET version 3.5 for all supported Windows versions.

« If you install TSplus on a Windows 2008 to 2019 make sure the RDS or Terminal Services roles as well as the RDS Terminal
Services licensing role are not installed before installing TSplus.
If these roles were present, remove them and reboot.

¢ Windows 10 Home edition is not supported.
+ On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.
+ Windows Server 2019 Essentials Edition does not support RemoteApp.

N.B: TSplus LTS 11 supports Windows XP and Windows Server 2003.

3) Network parameters

The Terminal Service Plus Server must have a fixed IP address:
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192.168 . 1 .212

Subnet mask: 255.255.255. 0

Default gateway: 192.168. 1 . 1

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 1

Alternate DNS server:

[T validate settings upon exit

Remote access (from Wide Area Network - WAN)
« A DSL connection is recommended as well as a public fixed address. Without a fixed IP address, you should install a dynamic

DNS service like http://DynDNS.org More information about how to set this up can be found here.
+« The TCP RDP port (by default 3389) must be opened both ways on your firewall.
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Terminal Service Plus Installation

Run Terminal Service Plus Setup program and then follow the installation steps.
See the video for the installation here.

(L5 Setup - TSplus — X
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this

agreement before continuing with the installation.

rsplus's license agreement A

Software

'You should carefully read the following terms and conditions before opening the

software package, or if downloaded, before using such downloaded software.

Opening the package or using the software, if downloaded, means you accept

these terms and conditions and understand that they will be legally binding on you

and TSplus. If you do not agree with these terms and conditions, or do not want

them to be binding on you, you should promptly return the package unopened for

a full refund or delete the downloaded software from any storage medium that it

is stored on. b

(®)1 accept the agreement

(D1 do not accept the agreement

| Concel
Click on "l accept the agreement".
A message then appears to ask you to confirm the TSplus files creation on C:
The installation path is mandatory :
%ProgramFiles%\ TSplus
(L5 Setup - TSplus = X

TSplus WEB options

-> HTTP web server and Universal Printer.

-> HTTPS web server with Tunneling.

-> Highly secured SSH communication with Tunneling.

-> RemoteAPP dlient to start Virtual Application over Internet.
-> Gateway and Web Portal.

-> HTML5 dlient access from iPhone/IPAD/Androids tablets.

Change port numbers Disable HTTP built-in web server

HTTP: (®) Use the built-in HTTP web server
HTTPS: O Disable the HTTP web server
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(L5 Setup - TSplus — X

Ready to Install
Setup is now ready to begin installing TSplus on your computer.

Click Install to continue with the installation.

| <gak [ Tnstal ] | cancel |

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus default installation settings.
According to our experience, most of the production issues are due to Windows security features.

You can still modify these ports if you wish during installation or at any time on the Built-in Web Server Management of the AdminTool .
Just make sure that the defined ports are available and that Java is installed on the server.

The progress bar appears and allows you to follow the progress of the process:

1L Setup - TSplus —

Installing
Please wait while Setup installs TSplus on your computer,

Finishing installation...

Cancel

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security Add-On, in its
Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:
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@ TSplus - Security Add-On option s X
TSplus Advanced Security TSEUSE

TSplus Advanced Security provides you with 6 major server protections:

- Prevents foreign attackers from openning a session.
- Prevents users from connecting at night.

- Avoids bruteforce attacks.

- Protects against ransomware attacks.

- Provides highly secured user environment.

- Restricts access per device.

Do you want to install a free trial of TSplus Advanced Security now?

Do not install |

£ Install Securty Add-On i

For more information about this product, see pages about TSplus Advanced Security Ultimate documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.

(L5 Setup - TSplus —

Completing the TSplus Setup
Wizard

To complete the installation of TSplus, Setup must restart your
computer. Would you like to restart now?

(O No, I will restart the computer later

To use TSplus, you must reboot your system. The trial period delivers a full product for 15 days and 5 concurrent users.

©TSplus - www.terminalserviceplus.com


http://localhost:8000/advanced-security

ccEss
g —
fi

e e
|-

- Terminal Service Plus - Documentation

TSplus: Get started

Step 1 : Installation.

Installing Terminal Service Plus is an easy process. Just download it from our web site, run the Setup-TSplus.exe
program and wait until the program asks you to reboot. We recommend you to install Java prior to start the setup
program. Java is mandatory to benefit from our great Web Access technology.

See the documentation and the video for installation.

Files are decompressed and copied into:

+ C:\Program Files\TSplus folder (32-bit systems)
¢ C:\Program Files(x86)\TSplus folder (64-bit system).

The trial version is a full TSplus Enterprise Edition and enables up to 5 concurrent users for a period of 15 days.

After the reboot, you will see 2 new icons on your Desktop:

o

MmN 0o

The AdminTool is what you need to use TSplus.

2Y

The Portable Client Generator will create a TSplus connection client for your users.
Pre-requisites:
On Server side:
From Windows XP to W10 and Windows 2003 to 2019 Server with at least 2GB of memory.

The operating system must be on the C drive. On Windows Server Environment, please make sure that the TSE/RDS
role and the TSE/RDS licensing role are not installed to prevent conflict with TSplus services.

It is mandatory to use a fixed private IP address and a fixed public IP address. If your ISP (Internet Service Provider) did not
provide you with a fixed public IP address, you need to subscribe to a free DNS account, see this tutorial for more information.

On Client side:

Microsoft workstation: Windows XP, W7, W8 and W10 are supported. A PDF Reader (like FoxIt) and Java should be
installed on the users PCs.

Macintosh workstation: You can use any MAC RDP client, or TSplus HTMLS5 clients.

Linux Workstation: You can use Linux Rdesktop RDP client or TSplus HTMLS5 clients.

Step 2 : Creating users.

After reboot, the TSplus host is almost ready to go. So the first action will be to create users and the AdminTool will help you to do so.
Go to the System Tools tab, then click on "Users and Groups". This will take you to the Local Users and Groups window:
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T TSplus - Administration Console - 12.10.1.23

TSELUS Remote Access Management Console

1 HOME
@ Services

[ aepLicaTIONS

2% Users and Groups

(Ep PRINTER

@ WEB $¢¢ Server Properties

F

Windows System Toolkit

B rarm

2 SESSIONS {==  Local Group Policy Editor
& SYSTEM TOOLS @ Event Viewer

3 Apvancen

{7> ADD-ONS

@57 LICENSE

(:) Reboot the Server
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& lusrmgr - [Local Users and Groups (Local)\Users] - O
File Action View Help

= 27@ 6=

§1 Local Users and Groups (Local) || Name Full Name Desci|| Actions

| Users < .
- Admin
[ Groups y

TS

New User ? X More Actions »

User name: IJOhﬂ I

Full name: I I

Description: I |

Password: I eece |

Confirm password: I eoed |

User must change password at next logon

[ User cannot change password
[ Password never expires
[[] Account is disabled

| Heb | [Crate ][ cose |

Each user must have a logon AND a password. Beware when you create users of the box checked by default: "User
must change password at next logon", if you don't want your user to change his/her password each time, uncheck this
box and check the "Password never expires" or "User cannot change password".

+ For Windows 10 Home users, the process to create users is different, since you will get this error message if you
wish to create users with TSplus:

Open the Start menu and click on Settings, then on Accounts, select the 'Family and other Users' tab, and click on the
'‘add someone else to this PC' button:

& tusrmgr - [Local Users and Groups (Local)] - o X
File Action View Help
== @

A Local Users and Groups (Local)

'g Local Users and Groups

This snapin may not be used with this edition of Windows 10, To manage
user accounts for this computer, use the User Accounts toal in the Control
Panel.
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On the 'How will this person sign in?" window, click on the 'l don't have this person sign-in information' line at the
bottom.On the next window: 'Let's create your account’, click on the 'Add a user without a Microsoft account' line at the
bottom and finally, fill-in the required fields to create your user.

& Settings — (m} X
33 ACCOUNTS | Find a setting y
Your account .

Your family

Sign-in options Sign in with a Microsoft account to see your family here or add

any new members to your family. Family members get their own
Work access sign-in and desktop. You can help kids stay safe with appropriate
websites, time limits, apps, and games.

#amily'&o'ther users Sign in with a Microsoft account

Sync your settings
Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

ut Add someone else to this PC

Step 3 : Select the most suitable client for your needs.

TSplus complies with Windows RDP protocol. So, any user can connect locally or remotely with a standard Remote
Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully benefit from the TSplus advanced features
(Seamless client, RemoteApp, Universal Printeré) you can

TSplus is a very flexible solution and offers multiple ways to open a session:

¢ Classic Remote Desktop Connection (MSTSC.EXE).

¢ Portable TSplus RDP client which will display a windowed environment for your remote connection that you can
minimize in the Windows taskbar.

e TSplus Seamless client which will only display applications and no desktop.

+ MS RemoteAPP client which will display application using the native MS RemoteApp.

+ Windows client over the TSplus Web Portal.

¢ HTML5 client over the TSplus Web Portal.

These clients give the user the following experience:
With Remote Desktop Connection (mstsc.exe)

+ Connection: The connection is a very standard one. The Universal Printer is not supported with this type of
+ connection. Display: Users will see their session within a Remote Desktop window. This desktop displays the
content of the userd s d efsldtet. o p
If the administrator has assigned specific applications with the AdminTool, only these applications will be
displayed (no taskbar, no Desktop).

TSplus RDP generated client.

This is a unique TSplus solution, it empowers local and remote users to connect using one single dedicated program.
It includes the connection program, the Universal Printing advanced feature, portability with high level of security while
keeping it very simple for the users.

So, it is much better than a classic Remote Desktop Connection. For more information about this client generation, see

this documentation

The TSplus RemoteApp generated Client (or the Seamless one).
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Remote applications will exactly look like any local application. Instead of a classical Remote Desktop window, you will
be free to switch between your local and remote applications without having to minimize a Remote Desktop window.

If your TSplus host does not supports the MS RemoteApp (for operating systems older than Windows 7 or Server 2008,
and that you don't have RDP6), you can use the TSplus Seamless alternative for the RemoteApp technology. For more

information about these clients, see this documentation.

Accessing your TSplus server from a remote location

In order to access your TSplus server from a remote location, you will have to create a port forwarding or port redirection rule of
3389/80/443 ports depending on your preferred connection method. You can change the RDP port on the Home tab:

m TSplus - Administration Console - 12.20.1.27

TSEUS Remote Access Management Console

{X HOME
[ AppLicaTIONS g @
@ PRINTER Computer name: DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
’ o =B )
@ WEB PublicIP 78,
RDP port 3389 The built-in HTTP server is listening on port 80
E FARM m TSplus X The HTTPS server is listening on port 443
o Enter a port number
2 SESSIONS B389 B
canc
® svsTemTooLs @) syste 7:05 PM
ADVANCED
@ @ Version 12.20.1.27 - You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020
(7) Help
English - ~

The 80/443 ports can be changed on the Web Server tab:
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TI TSplus - Administration Console

HOME

APPLICATIONS

PRINTER

@ @ 0 o

WEB

Web Portal

HTTPS

Web Server

Lockout

i

FARM

SESSIONS

SYSTEM TOOLS

& L b

ADVANCED

{7 ADD-ONS

L@ 11CENSE

TSPLUS

Remote Access Management Console

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IIS or Apache for example).

(®) Use the built-in HTTP web server

O Use a different HTTP web server

When using IS or Apache, its HTTP port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTP port 80)

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:

C:\Program Files (x86)\TSplus\Clients\www

Web servers options

Change the HTTP/HTTPS port numbers
Will not change IIS or Apache port settings

HTTP: |80 |

| 54

HTIPS: (443 [2]

Save and Restart Web Server

Select a new Web Server root path

More information about changing communication ports can be found here.

Step 4 : Application publishing and Application Control.

One of TSplus major benefit is the freedom to assign application to user(s) or to a group of users using the AdminTool.

+ If you assign one application to a user, he will only see this application.

+ You also can assign him the TSplus Taskbar, the Floating Panel or the Application Panel to display multiple applications.

¢ You can of course decide to publish a full Remote Desktop if you want to.

Go to the Applications Tab to add, edit, remove and assign Applications.
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Remote Access Management Console

Ay Home - Add Application /" Edit Application Remove Application 9 Assign Application
Select an Application to Edit or Assign users/groups to it

[ ArppLicaTIONS
Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER @ [73] TSplus Remote Taskbar User Assignment  — O X

Microsoft TSplus Remote | Select which users and groups will be able to see and run this
@ WEB Remote Desktop Taskbar application:
O All authenticated users

Published Applications —3
EE ® Specified users and groups

By rarm x
ﬂ G‘ Users and Groups

POF

Foxit DESKTOP-SCVIIVHJohn

2, SESSIONS Notepad
e\ SYSTEM TOOLS

83 ADVANCED

{> ADD-ONS

(@57 LICENSE Add... ‘ ‘ Remove ‘

On this example, the administrator has decided that the user 'John’ will get the TSplus Taskbar. See this documentation
for more information.

Please visit our support pages on our web site where you will find an On-line Guide, video tutorials, a Support Center
with an FAQ and a Forum.

ENJOY your use of TSplus !

©TSplus - www.terminalserviceplus.com


http://localhost:8000/tsplus/

ECURE REMOTE ACCESS

TS DLUS Terminal Service Plus - Documentation

How to identify your TSplus Edition

On the License Tile under the Serial Number, you can see the type of License you purchased as well as your number of
users next to the number of connections:

Tl TSplus - Administration Console - 12.20.1.27 = X

TSELUS Remote Access Management Console

{Y HOME
(@57 Activate your License
[ AppLicaTIONS
E Upagrade Edition or Add Users
(Cp PRINTER
@ wes
License Status
E FARM I <% License Activated - Enterprise edition - 25 users I
o @ Serial Number: P04 757 004 |
L, SESSIONS

é\ SYSTEM TOOLS

83 ADVANCED

Editions
<> ADD-ONS @ System Edition
(@53 LICENSE @ Printer Edtion

[;4 End of support date: 11/14/2021

@ Mobile Web Edition

@ Enterprise Edition

TSplus has merged old licenses into one in order to gain more clarity.

The System and Printer Editions still have the same core features:

L

L
.
.
.
.
L]
L]
L]
L]
L
L

TSplus Administrator Tool (AdminTool),

Concurrent connections support,

Application Control per user and/or per groups,

TSplus Remote Taskbar and/or TSplus Floating Panel,
Remote Desktop access,

TSplus Portable Client Generator,

RemoteApp and Seamless connection clients,

Fully compliant with RDP protocol,

Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,
Local and Remote connection support,

Workgroup and Active Directory users support,
Device/Disk redirection.

The Printer Edition enables you to print from any location, without having to install any specific driver and allows printer redirection.

The old licenses names were the following:

Web Access Edition (Which incorporated connection from any web browser with TSplus HTTP Web Server).

¢ The Secure Web Edition (Which incorporated http + https access with ssh tunneling).
+ The Mobile Web Edition (Which incorporated the Web Access and Secure Web Editions features + HTML5 access

on mobile devices).

They are now merged with the Mobile Web Edition.

The Mobile Edition enables you (in addition to all the System and Printer editions features) to:
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+ Connect from any web browser with TSplus HTTP Web Server,

+ Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH server,
« HTML pages includes Windows and HTML5 web access clients,

« Easily connect from iPhone/iPad and Android devices, also with the TSplus Mobile App,

+ Customize logon web page with TSplus easy-to-use Webmaster Toolkit,

« With TSplus Web Applications Portal, users can access their application list inside their web browser,
¢ Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an e-mail or a pin-

.

code, Universal Printer enables you to print from any location, without having to install any specific printer driver,

The Enterprise Edition includes all of the previous features plus these ones:

+ Support an unlimited number of servers within each TSplus Farm,

¢ Thousands of users working concurrently on a scalable Load-Balanced

+ architecture, Single Enterprise Portal to access all your TSplus servers,

+ Ability to assign one or several Application Server(s) to users or groups

+ of users, Load Balancing and Failover support included.

¢ The Possibility to add an extra-layer of security with the TSplus 2FA Add-On.
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Locating TSplus serial number and activating it

Option One

This will appear on Windows startup :

Thank you for using TSplus, a great product for:
Windows W7, W8, W10, 2008,2012 or 2016

The product includes all options for 5 users and 15 days.

Serial number: P E_—_——

Option Two

Locate the Administrator Tool on your desktop :

o

« If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\TSplus\UserDesktop\files'.

Double-click on it, then click on the license tab.

You can now see the Serial Number :
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T TSplus - Administration Console - 12.10.1.23 = X
TSDLUS Remote Access Management Console
Y HOME
(G557  Activate your License
[ aepLicaTIONS
E Buy Now
(P PRINTER
@ wes
License Status
E FARM @-E Trial license 6 days - Enterprise edition - 5 users
Serial Number: P
2 SESSIONS o]
K SYSTEM TOOLS
$83 ADVANCED
Editions
&2 ADD-ONS @) system dition
@3 LICENSE @ Printer Edtion
@ Mobile Web Edition
@ Enterprise Edition
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Activating your license

When you order a license, connect to our Licensing Portal and enter your Email Address and your Order Number:

Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number
Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order

Serial

Number (PXX XXX XXX) Please type the Serial Number

TSplus v | Please type the Software

Show license

S 1™ ™ i

Partners / Resellers

Download the Customer Portal User Guide for more information about how to use it.

When you will get your license.lic file, then, on the Admin Tool, click on the "Activate your license" tile:
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T8 TSplus - Administration Console - 12.10.1.23

HOME

APPLICATIONS

WEB

B & @& 0O 2
2
E

2, SESSIONS
!!\ SYSTEM TOOLS
§83 Aovancen

{b ADD-ONS

TSPLUS

Remote Access Management Console

(557 Activate your License

E Buy Now

License Status

@h Trial license & days - Enterprise edition - 5 users

ﬁl Serial Number: P

Editions

@ System Edition

@ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

Tl Activation

What do you want to do?

Activate License (license.lic file)

Extend Support period (support.lic file)

Installing your license

select the place where you did store this license.lic file

When you did place your order, a license file named 'license.lic'
has been created for you. To activate the product you have to

Locate your license.lic file, then open it, your license is activated!

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

n TSplus - Administration Console - 12.10

1 HoME

[ AappuicaTioNs
(Ep PRINTER

@ wes

By rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ADVANCED
{> ADD-ONS

(@57 LICENSE

TSPLUS

Remote Access Management Console

(©57  Activate your License

34

License Status

O

o]
at

Upgrade Edition or Add Users

Licensing
License Activated - Enterprise edition - 25 users The license has been successfully activated!
Serial number: PN
Serial Number: | P l

End of support date: 11/14/2021

License Activated - Enterprise edition - 25 users

Editions

©0 006

System Edition

Printer Edtion

Mobile Web Edition

Enterprise Edition
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Activating your support license file

The 8.20 version of TSplus introduced a new and easy way to handle your annual support contract.
Please update your version to the latest release before following this procedure.

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and tutorial support.
The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and updates.

The update code is requested once a year to be able to apply the Update Release patch. It is delivered by our support

team on demand.
This update code is now replaced with a support.lic file that you can activate in the licensing tile of the Admin Tool.

We are investing every day to enhance TSplus and to fix all known issues. So, we recommend all our customers to keep
their TSplus installation updated. The annual fee is not expensive and is available on our Store Page.

Step One

Locate the Admin Tool on your desktop :

o

Double-click on it, then click on the license tile.

« If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\TSplus\UserDesktop\files'.

You can now see the Serial Number :

TI TSplus - Administration Console - 12.10.1.23 - X

TSECUS Remote Access Management Console

1) HOME
(G573  Activate your License
[ AappLicaTiONS
; Buy Now
(P PRINTER
@ wes
License Status
E FARM @U Trial license 6 days - Enterprise edition - 5 users
£, . P
o |+] Serial Number:
2, SESSIONS

Q\ SYSTEM TOOLS

i§3 ADVANCED

Editions
{> ADD-ONS @ System Edition
(@57 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

Step Two
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Connect to the Licensing Portal by entering your Email address and your Order Number:

Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number

Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order
Serial Number (PXX XXX XXX) Please type the Serial Number

TSplus v | Please type the Software

Show license

HEII®E ™0l

Partners / Resellers

Download the Customer Portal User Guide for more information about how to use it.

You will get a Support.lic file.

Step Three

Click on the "Activate your license" tile:
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T TSplus - Administration Console - 12.10.1.23 = X
TSPLUS Remote Access Management Console
1 HOME
(557 Adtivate your License
[ aepLicaTIONS
E Buy Now
(Ep PRINTER
@ wes
License Status
E FARM % Trial license 6 days - Enterprise edition - 5 users
o ﬁ Serial Number: P
2, SESSIONS
K SYSTEM TOOLS
$83 ADVANCED
Editions
P ADD-ONS @ System Edition
@3 LICENSE @ Printer Edtion
@ Mobile Web Edition
@ Enterprise Edition

Then select "Extend Support period™:

T} Activation

‘What do you want to do?

Activate License (license.lic file)

Extend Support period (support.lic file)

Extending your support period

select the place where you did store this support.lic file

When you did place your order, a support file named ‘support.lic
has been created for you. To extend your support period you have to

Then locate your Support.lic file and open it in order to activate it!

Your support period has been successfully extended!

Licensing X
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Updating Terminal Service Plus

Our development team is working on a daily-basis to ensure the stability and compatibility of TSplus with the latest
versions of Microsoft Operating Systems and the latest Updates.
We are proud to provide you with new features and enhancements every week.

This is why it is recommended to keep your server up to date.
By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

= You can check the status of your TSplus release on the Home tab of your AdminTool:

Tl TSplus - Administration Console - 12,60,1.4 - X
TSELUS Remote Access Management Console
1t HoMmE
[ appuicaTiONs I:I @
@ PRINTER Computer name: WIN-ATLOOCNOESE http:/flocalhost
Private IP 192,168,
oo b
®© w Public IP 76,193,
RDP port 3389 /’ The built-in HTTP server is listening on paort 80
E FARM Connections: 1 The HTTPS server is listening on port 443
Q Session Manager
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Currently running (no issues found yet)
€83 Aovancen -
® Version 12,60.1.4 - Version 12,60,1,13 @ Read changelog
Gap ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
@57 LICENSE
(&) Endof support date: 7/11/2022
) Hel
English A <) P

+ You can then click on it. Since TSplus 11.50 version, the AdminTool automatically downloads...:

Tl Update Release X

Downloading Update Release...

100 %

...and applies the Update Release program when requested:

Update Release

The download of UpdateRelease.exe program has been completed.
It has been saved in: C:\Users\admin\Downloads

Would you like to apply it now?

Yes No
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You still can download it via this link: Update Release and apply it manually.

The Update Release program is designed to keep your current TSplus settings safe.
It is not required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has expired, you will not be able to run the
Update Release program:

@ TSplus Update Release program 12.60 - X

Update License
Do you own the right to run this Update program?

We are investing every day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

If not yet done, you can subscribe it, or renew it now.

(@) agree with the above terms and condttions (Ol do not agree

INext>]‘Exit>

In such case, we advise you to place your order on our Store Page.
You will receive back the proper information to download your support.lic file. Activating your Update/Support services is
an easy process described here.

When the update is finished, a reboot is required:

(L Update - TSplus version 12.60.1.4 —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer. Would you like to restart now?

(®@Yes, restart the computer now

(O No, I will restart the computer later

Just for specific requirements, the TSplus Support team can deliver an Emergency Update code which will unlock the
Update Release program.
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@ TSplus Update Release program 12.60 - X

Welcome to TSplus =SrTE
Update Release program 12.60 TS

The Support/Update service is not subscribed or renewed on this system.
Please subscribe it now or contact us for more information.

In case of emergency, our support team can create for you an Update Code.

Emergency Update Code: 1

TSplus: click Next to continue. | Next> | .v Bt >

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security Add-On, in its
Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

(3 TSplus - Security Add-On option = X
TSplus Advanced Security TS S

TSplus Advanced Security provides you with 6 major server protections:

Prevents foreign attackers from openning a session.
- Prevents users from connecting at night.

Avoids bruteforce attacks.
- Protects against ransomware attacks.

Provides highly secured user environment.
- Restricts access per device.

Do you want to install a free trial of TSplus Advanced Security now?

F install Securty AddOn | " Donotinstal
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If you wish to upgrade your current version of TSplus, in order to add more users or more features, click on the "Upgrade

Edition or add users" button on the License tab:

T TSplus - Administration Console - 12.20.1.27

TSELUS

Remote Access Management Console

1 HOME

(&7 Activate your License
[ AppLicaTiONS

:-_ Upgrade Edition or Add Users
(Cp PRINTER
@ wis

License Status
E FARM @? License Activated - Enterprise edition - 25 users

o [3 Serial Number: -

2, SESSIONS

E].l End of support date: 1/28/2020
% SYSTEM TOOLS

83 ADVANCED
Editions

x» ADD-ONS @ System Edition
(@57 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

On the displayed window, you can see which edition you currently have and your number of users. Below is your

Upgrade License Code:

Upgrade License Code

Your cument License:
Mobile
9999

Edition:

Users:

Your Upgrade License Code:

U I

Check Upgrade Price

—_

When you click on the "Check Upgrade price" button, the following webpage opens and you can choose which edition
you wish to upgrade to, with the number of users, for example here, from a Mobile Web Edition to an Enterprise version:
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Upgrade Edition or Add Users to your TSplus license

‘;\ Support & Updates “ Upgrade existing License

1. What is your current TSplus license

- ) Your existing TSplus license

Edition Number of Users
Mobile Web * 3 Y
2. What TSplus license would you like
- f Your upgraded TSplus license $165
Edition Number of Users
[Enterprise v | (5 v

3. Your TSplus Upgrade License Code:

2 n Your details

Enter your Upgrade License Code: (%)

Enter your Email to receive your new license file:

It will display your Upgrade License Code

please send an emall to sales@terminalservicepius.com

{*) Upgrading a TSplus server requires an Upgrade License Code which you can get from your existing TSplus server.
Download now and run this Upgrade License Code generation program on your existing TSplus server,

It you have any question for TSplus Sales team, regarding release information, licensing or any other sales inquiries:

If you have a version 7.xx or below, go to the store page on our website and download the Upgrade License Code

generation program, in order to get your Upgrade License Code.
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Securing a Terminal Service Plus server

Overview

Securing any server is a never-ending story where every expert could add another chapter.

TSplus benefits from and is compatible with existing security infrastructure in a company (Active Directory, GPOs,
HTTPS servers, SSL or SSL telecommunication systems, VPN, access control with or without ID cards, etc).

For customers who want to easily secure their servers, TSplus offers a set of simple and effective ways to enforce good

levels of security.

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The

default one is 3389.
You can choose any arbitrary port, assuming that it is not already used on your network and that you set the same port

number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set,
the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server. On the Home tab, click on the pencil button next to the "RDP Port™:

Remote Access Management Console
{ HOME
[ AappuicaTiONs Q @
(Ep PRINTER Computer name: DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: > oo
@ WEB PublicIP 78.
RDP port 3389 The built-in HTTP server is listening on port 80
B rarm T} Tsplus X The HTTPS server is listening on port 443
o Enter a port number
2, SESSIONS B3sg =
cance
Q) svsTEm T00LS @ syt 7:05 PM
ADVANCED
£§3 @ Version 12.20.1.27 - You are using the latest version
{7> ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020
) Help
English - =1

Change the RDP port and save.

Server side security options

The AdminTool allows you to deny access to any user that is not using a TSplus connection program generated by the administrator.
In this case, any user that would attempt to open a session with any Remote Desktop client other than the TSplus one (assuming he
has the correct server address, the port number, a valid logon and a valid password) will be disconnected automatically.
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The administrator can decide that only members of the Remote Desktop User group will be allowed to open a session.
The administrator can decide that a password is mandatory to open a session.

Through setting the applicable local Group Policy, the administrator can specify whether to enforce an encryption level
for all data sent between the client and the remote computer during a Terminal Services session.

If the status is set to Enabled, encryption for all connections to the server is set to the level decided by the administrator.
By default, encryption is set to High.

The administrator can also set as a rule that only users with a TSplus connection client will be able to open a session.
Any incoming access with a standard RDP or a web access will be automatically rejected.

Sessions Permissions

You can find multiple advanced security options if you click on the Sessions - Permissions tab:

TI TSplus - Administration Console - X
TSEUS Remote Access Management Console
{ HOME
Microsoft Remote Desktop Client Restrictions
[[] Deny access from Microsoft RDP client
[ AppLicaTIONS
D Deny access from Outside (only LAN)
(ep PRINTER
Server advanced security options
@ WEB E] Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
E FARM I:I Block all incoming access to this server

E] Disable UAC and enhance Windows access
SESSIONS [ Allow Windows Key
E] Allow only users with, at least, one assigned application

Allow CUT/PASTE within a session

Do

Settings
Permissions

Elient Generator Web Portal Access Restrictions

(® No Restriction
& svsTEmT00LS

O Web Portal Access is mandatory for everyone
O Web Portal is mandatory, except for Admins

83 ADVANCED
D Prohibit the Web Portal for Admins accounts

{> ADD-ONS

(@57 LICENSE

Allow access from Microsoft RDP client for everyone: Allows every user to connect using mstsc.exe.

Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect using mstsc.exe.

Deny access from Microsoft RDP client: Prevent anyone to be able to connect using mstsc.exe.

Deny access from Outside: It means that only private IPs from LAN will be able to open a session.

Limit access to the members of Remote Desktop users: This limit applies only to this local group of users

(which you can see by clicking on the Users and Groups tile.

+ Encrypts end-to-end communications: High Encrypts client/server communication using 128-bit encryption. Use
this level when the clients accessing the terminal server also support 128-bit encryption.

+ Block all incoming access to this server: All alive sessions will remain active, while all incoming connections
attempts will be blocked. Make sure that you can physically access the console of the server if you check this box.
Do not use this option if your server is hosted on a Cloud environment.

¢ Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls, remove all unwanted
security pop-ups from Windows. users limitation (messages) while launching applications.

¢ The "Allow Windows Key" box allow the use of the Windows keys and combinations inside a TSplus session.

+ Allow only users with, at least, one assigned application: User with one application and more are allowed to open a
session.

+ Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V commands

* ® 9 9 9
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Web Portal Access Restrictions

+ No Restriction

+ Web Portal is mandatory for everyone: users can only connect via the Web Portal.

+ Web Portal is mandatory, except for Admins: users can only connect via the Web Portal, except Administrators.
« Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web Portal.

Hiding the server disk drives:

The AdminTool includes a tool that enables hiding the server disk drives to prevent users from accessing folders
through My Computer or standard Windows dialog boxes. On the Sessions - Settings tab, click on "Hide Disk drives" :

Tl TSplus - Administration Console - 12.20.1.27 = X

TSPELUS Remote Access Management Console

Y HOME

@ Session Management settings
[ aepLicaTiONS

m Session Opening Preference
(P PRINTER
@ wes
E FARM D Open Files on Client Side
2, SESSIONS (3 Open URLs on Client Side

Settings

Permissions

Client Generator Hide Disk Drives

%

ék SYSTEM TOOLS
83 ADVANCED
Q Seamless color settings

{> ADD-ONS

(@57 LICENSE

This tool works globally. This means that even the administrator will not have a normal access to drives after the settings
have been applied. On the example below, all drivers have been selected with the "select all"* button, which will check all
the boxes corresponding to drives that will be hidden to everybody:
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-
Hide server drives

Disk A\ Disk N:\
Disk B:\ Disk O:\
Disk C:\ Disk P:\
Disk D:\ Disk Q:\
Disk E:\ Disk R:\
Disk F:\ Disk S:\
Disk G\ Disk T:\
[¥] Disk H:\ [¥] Disk U:\
Disk I\ Disk V:\
Disk J:\ Disk W:\
Disk K:\ Disk X:\
Disk L:\ Disk Y:\
Disk M:\ Disk Z:\

[ Hideselected drives |

[ Selectal | [ Unselectal |

Notes: This functionality is powerful and does not disable the access to the disk drives. It just prevents the user to display it.

The tool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root folders and users list in

Document and Settings.

If the administrator wants to see these files he must:

1. Type the disk drive letter. For example: D:\ which will take you to the D: drive.
2. Turn on SHOW HIDDEN FILES AND FOLDERS in the folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on
the Advanced tab of the AdminTool, under the Product Settings:

©TSplus - www.terminalserviceplus.com



Ts pI—US Terminal Service Plus - Documentation

n TSplus - Adminis

TSEUS Remote Access Management Console

1 HoME
@ Backup / Restore your Server Parameters
[ aepLicaTiONs
Advanced Settings
(Ep PRINTER
% Product Name T4 TSplus - Edit Setting X
v Sec‘{"ty Administrator pin code AT 2
@ WEB . Session Use RDS role ministrator pin c
AdminTool background co s
. Description:
E FARM AdminTool Language - = — =
AdminTool will ask for a password if this value is not empty.
2 SESSIONS
& svsTEmMT00LS
@ ADVANCED Value:
[1234]
{> ADD-ONS

TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can launch on the Add-Ons tab:
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TI TSplus - Administration Console = X
TSELUS Remote Access Management Console
1 HOME
G’ TSplus Advanced Security - Protect your server
[ AppLicATIONS
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ wes
E FARM @ Two-Factor Authentication - Confirm your users’ identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
& SESSIONS Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.
Q\ SYSTEM TOOLS
@ ADVANCED @ ServerGenius - Monitor your server
{:} ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, /O, Disks).
Track changes, resources usage and events with real-time email alerts.
@57 LICENSE
Which brings powerful features, documented on this page.
@ TSplus Advanced Security = X

© 0 X & L »

+
‘0

® ® ® 0 N

HOME

EVENT VIEWER

HOMELAND

BRUTEFORCE

IP ADDRESSES

PERMISSIONS

WORKING HOURS

SECURE DESKTOPS

ENDPOINTS

RANSOMWARE

SETTINGS

LICENSE

TSplus Advanced Security - Ultimate Protection

Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

21 Oct 16:52:53

©

Alogon request has been granted for user WIN-A1LOOCNOES6\Laura because WIN-A1LOOCNOES6E\Laura is whitelisted

21 Oct 16:52:53

=l

A connection has been authorized for user WIN-A1LOOCNOES6\Laura from computer because this feature is not
enabled for this user

21 Oct 16:52:53

+

+

No session configuration was applied to user's session WIN-A1LOOCNOES6\Laura because the feature is not enabled
for WIN-A1LOOCNOES6\Laura

21 Oct 16:52:53

-
+

+

No session configuration was applied to user's session WIN-A1LOOCNOES6\Laura because the user is whitelisted

@)
©
@
©
i

21 Oct 16:52:36

&

Protection against Ransomware is up and running

(©)  system audit - No issue found on 10/21/2019 5:09:36 PM
@ Version 4.3.10.16 - You are using the latest version

(©)  Tial License 10 days - Uttimate Protection edition

English
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Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus Web Portal.

Protect your account with 2-step
verification

Display the verification code using an authentication app

1. Open the authenticator app on your mobile phone.
2. Scan the QR code displayed below:

Or recelve your verification code via SMS

1. Type your phone number below, using the international
phone numbers format (e.9. +14155552671)

L]

2. Click Send SMS button to register your phone number and
receive your verification code

| Receivesms |

Validate your verification code

I J

[ Validate I

X

More information on this amazing new feature can be found on this page.

SSL Certificates

SSL Certificates process is detail on these pages:

- HTTPS, SSL & Certificates Tutorials.

- TSplus provides an easy-to-use tool to generate of a free and valid SSL certificate: Free and Easy-to-install SSL Certificate
- Choose your Ciphers Suites to enhance Security.

TSplus access program security options:

The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:

+ A specific PC name. It means this program will not be able to start from any other PC.

« A physical drive serial number (PC HDD or USB stick). This is a very easy and powerful way to set a high level of security.
The only way to connect is with a specific client, and this specific client can only start on a specific USB stick or PC HDD.
Some of our customers are delivering fingerprint-reading USB sticks to each of their users and each generated

program is locked to the device serial number.
This way, they can restrict access to the client's program itself, as well as ensuring it cannot be copied off the USB

stick and used elsewhere.
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Windows Client Generator

General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing
Advanced client security options

[JLock it on PC name
& [wivaiLoocNoese |

[[JLock it on serial number
303119124 |

These settings apply to all kind of connection client:

- Remote Desktop client

- Seamless client

- RemoteApp client
Time limit: Disable this generated client after some days for exemple 15 days)
Number of days from the first use date of this generated client

[[] Deny user from saving credentials
[[] Save usemame only
[[] Encryption V2

Client location:  |C:\Users\Admin\Desktop |

Create Client

Client name: Iiohn.conned I

For more security feature informations, check TSplus Portable Client Generator documentation and our FAQ.
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Long Term Support versions

Customers who have subscribed to TSplus Support & Update Services and are not interested in TSplus latest features
and improvements can install a TSplus LTS (Long Term Support) version.

TSplus LTS (Long Term Support) version extends the period of software maintenance; it also reduce the frequency of software
updates to reduce the risk, expense, and disruption of software deployment, while promoting the dependability of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest release is always the best solution available to our
customers: all known bugs are fixed and new features are available very often.

A new major TSplus version is released at the start of every year: TSplus 11 in January 2018, TSplus 12 in January
2019 and so on, as shown in the diagram below.

10'\9 07' 7,07* 107:)’

TSplus LTS 11

TSplus LTS 12

TSplus LTS 13

Starting January 2019, TSplus is also available in a Long Term Support version, named "LTS". Every year, TSplus will
publish a stable LTS version which will be supported for 2 years.

Benefits and Limitations of TSplus LTS
TSplus LTS has several benefits:

No updates except for security fixes and Windows updates
compatibility No changes in behavior and no changes in
features when you update Less risk when updating between
two minor versions of a given LTS Supported for 2 years

TSplus LTS also has limitations and constraints:

+ Customer must purchase Support & Update Services (a license cannot be activate without active Support & Update Services)
+ No new features at all (compared to TSplus standard version which constantly receives a lot of updates and new features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-art solution.

TSplus LTS Links
TSplus LTS 11 (supported from 2018-12 to 2020-12):

+ Changelog
« Setup (to install TSplus on a new server)
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+ UpdateRelease (to update an existing TSplus installation)
¢ LTS Documentation
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Server Management

On the Home tab of the AdminTool, you can see all the needed information about your TSplus server:

Tl TSplus - Administration Console

TSEUs Remote Access Management Console

) HOME
[ AppLicaTIONS g @
@ PRINTER Computer name: WIN-A1LOOCNOES6E http://localhost
Private IP 192.168.
. Bl e O
@ WEB PublicIP 78.193.
RDP port 3389 f The built-in HTTP server is listening on port 80
E FARM Connections: 1 The HTTPS server is listening on port 443
& Q Session Manager
2 SESSIONS
e\ SYSTEMTOOLS (2)  system Audit - No issues found on 1/7/2020 4:27:20 PM
ADVANCED -
@ @ Version 12.60.1.4 - You are using the latest version ()! Read changelog
{7 ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
@57 LICENSE
@ End of support date: 7/11/2022
(7) Help
English - &

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default one is 3389. You can choose any arbitrary port, assuming that it is not already used on your network and that
you set the same port number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the RDP
will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server.
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n TSplus - Administration Console - 12.20.1.2

TSECUS Remote Access Management Console

1 HoME
[ AppLicaTiONS g @
(Cp PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
, b0 D
@ WeB PublicIP 78,
RDP port 3389 The built-in HTTP server is listening on port 80
B rarm T} Tsplus X The HTTPS server is listening on port 443
o Enter a port number
L, SESSIONS )
coee
Q svsTemT00LS @ syste B oS
ADVANCED
& (©)  Version 12.20.1.27 - You are using the latest version
{> ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020

@ Help

English b

Management of users and sessions

The session manager is located right below the RDP port:
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T TSplus - Administration Console - 12.20.1.27

TSE S Remote Access Management Console

1 HOME
[ AepLicaTiONS G
(P PRINTER Computer name: DESKTOP-SCVIIVH
Private IP 192.168.1.22
@ WEB PublicIP 78,
RDPport 3389 /'
E FARM Connections: 1 Q
2 SESSIONS
% SYSTEM TOOLS (2)  system Audit - No issues found on 1/28/2019 11:39:01 AM
ADVANCED
@ @ Version 12.20.1.27 - You are using the latest version
> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(©)  End of support date: 11/14/2021

English >

®

http://localhost
=l E)

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

@ Help

You can display your server's task manager, and you have the possibilities to active a remote control, disconnect, logoff

or send a message to your users.

User Sessions

-x

ID  User Domain Status Session

1 Administrator Active Console
RDP-Tcp#0

3 julia Active RDP-Tcp#1

Client Name Client Address

ADMIN-PC 192168.1.212
DESKTOP-PRDBQT3  192.168.1.244
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You can activate the remote control via a remote session with an admin account on the following Operating Systems:

Windows Server 2008 R2
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 7

Windows 8.1

Windows 10 pro and above

® o @ ° ¢ o 2

On Windows XP, 2003, Vista, and 2008 there is no remote control button.
On Windows 2012 and 8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user's session, this message appears, indicating the keyboard shortcut to end the session:

Session Manager

¥’ keyboard, plus the Ctrl key.

(Ctrl + *to end the session)

y To end this remote control session, press the * key on the numeric

==

On the client side, this message appears to accept the remote control:

Remote Control Request

remotely.
Do you accept the request?

admin-PC\Administrator is requesting to control your session

ve |

You can also send a message to your user:
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- R
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active RDP-Tcp#0 ADMIN-PC 192.1681.212

[%%] Session Manager- Send Message

Message title:

Message fromAdministrator

Message:

Hello,

Can you please disconnect your session?

Message sent on Server Side
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| Shared Folder

i test

Hello,

Can you please disconnect your session?

Message appearing on Client Side

The Users and Groups tab allows you to add/edit or delete users.
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T TSplus - Administration Console - 12.10.1.23
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TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

(57 LICENSE

Remote Access Management Console

@ Services

2% Users and Groups

¢¢¢ Server Properties

F

Windows System Toolkit

Local Group Policy Editor

Event Viewer

(@

(:) Reboot the Server

See this documentation for more information.

» With the Session Management Settings (GPO) tab, you can set various connection settings for each session and user:

T} TSplus - Administration Console - 12.20.1.27

= X

o B & @ O o

&
&
@

TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

FARM

SESSIONS

Settings
Permissions

Client Generator

SYSTEM TOOLS
ADVANCED

ADD-ONS

@5 LICENSE

Remote Access Management Console

@ Sesslon Management settings

m Session Opening Preference

[} open Files on Client Side

(=) Open URLs on Client Side

&) Hide Disk Drives

@ Seamless color settings
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Session Management options

Session Time limit settings

- Terminate any disconnected session after

- Maximum time allowed for any user session
- Maximum time for any inactive / idle session

- All disconnected sessions will be immediately teminated

User Reconnection options

- The user must reconnect from the same device

Session Management and Local Group Policies (GPO)

- Only one session per user: The second session will capture the first one
- Only one session per user: The second session will be logoff

- Multiple session per user: At each logon the user will open a new session

60000 Miliseconds

Never Minutes

Never Minutes

O
O
@)
@
O
%]

-on W10 or 2016 server: To speed up user logon, you can disable "Per user services'

Start the Local Group Policies Management Console

Windows Server 2016 introduced a new "Per user service", which makes services start all processes per users, which

slows the users logons time.

Since TSplus 11.70 release, you can disable per user services in order to speed up users logons.
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Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

+« Microsoft Remote Desktop.

The user will see the full Windows Remote Desktop in the session.

e TSplus Taskbar.

Any application,

TSplus Remote Taskbar.
In this case, the user does not have any access to applications other than those decided by the administrator.
Application Control has a much finer grain.

¢ The Floating and Application Panels.
All the applications can be published on a mini drop-down list or on a folder which you can customize.

+ Assigning one, two, three, or more specific applications to a user/group.

f ol der edos theouser'scDesktsp, folddravidl e published &ith theo p i

In this case the user will only see their assigned applications when opening a session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highest priority, then the TSplus
Taskbar, then specific applications.
If a user has a specific application assigned and TSplus taskbar or Microsoft Remote Desktop, they will not see the

specific application because they have a lower priority.

Managing Applications using the Admin Tool

You will add, edit or remove applications using the AdminTool, by clicking on the "Applications" tab -> "Publish":

TI TSplus - Administration Console

TSPLUS

{Y HOME

] AepLicATIONS

Publish

Users

(Cp PRINTER
@ wes

By rarm

2, SESSIONS
K SYSTEM TOOLS
83 ADvANCED
{7> ADD-ONS

(57 LICENSE

Remote Access Management Console

-}~ Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

@ G B O

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

4 @B 9

Notepad Foxit OpenOffice

Remove Application

Assign Application

Select an Application to Edit or Assign users/groups to it
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Click on the "Add Application" tile in order to publish an app:

T8 New Application = X
Path/Filename:

IC:\Program Files (x86)\Foxit Software\Foxit Reader\FoxitReader.exe I ’:—f
Start Directory:

IC:\ngram Files {x86)\Foxit Software\Foxit Reader I E |
Display Name:

IFoxit Reader l

Command line option:

I |

Window State:

Default (Maximized if single application on Web/Mobile client) v

Folder:

ftopdevel) v | |©)]
Save Test Cancel

1. Foxitis published as an example. To publish an application, click on the "Add application" button, then locate the path
of the executable of your application by clicking on browse, then set a name for this application in the dedicated field.

. You must click on the "Save" button to store any modification.

3. After declaring a new application, we recommend to use the "Test (start selected)" button to check that the
application is functional before assigning it to your users.

4. You can specify for each application if it will be launched maximized, minimized, assigned to all the users or if
it will be hidden after launch.

5. You can add a command line option if you need to add some extra parameters which are usually set in the
shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish your applications.
(See below for more information) By default, they are published on the top-level folder.

N

Note: You can change the orders of applications by clicking on the left or right arrows, next to the "Assign Application” button:

—{—- Add Application /" Edit Application ¢ Remove Application <

0

.- Assign Application

v

Managing Applications Folder using the Admin Tool

You can add, edit or remove Applications Folder on the same dashboard.
First by publishing an application, then by clicking on the "+" button at the bottom-right under the "Folder" selection:
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TI New Application - %
Path/Filename:
IC:\Program Files {(x86)\Foxit Software\Foxit Reader\Foxit Reader exe ] @

Start Directory:
|C:\Program Files (x86)\Foxit Software\Foxit Reader ] [_—B:]

Display Name:
|Foxit Reader

Command line option:

Window State:
]Defa.ll!(MaxirizedfshgieanpicaﬁononWeb/Mobiedem) o
Folder:

topieve)

Then enter the name of your new folder:

J

X

n New Application =
Path/Filename:
IC:\Program Files {x86)\OpenOffice 4\program'scalc exe

Start Directory:
C:\Program Files (xgg Tl TSplus - New Folder X

l

w

[

Display Name:
Folder name:

Spreadsheets
(Please use only letters, digits, spaces, dots, hyphens and

Command line opti¢  underscores)

Ll

Window State:

Defautt (Maimized i Save I Cancel

Folder:

topevel)

The Folder then appears under your published Applications:

|0ffice Programs| |

(L RIAIRIRN

:
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TI TSplus - Administration Console - 12.50.9.18

TSELUS Remote Access Management Console

Y Home - Add Application /" Edit Application Remove Application 2 Assign Application
] AepLicATIONS Seiect an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel

Publish @

Users S
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel

PRINTER
Published Applications

=
@ wes aﬂ /

Notepad Office Programs
By rarm

2 SESSIONS
é\ SYSTEM TOOLS
83 ADvANCED
> ADD-ONS

(@57 LICENSE

Double-click on it to see, edit or remove each published application:

+ Add Application / [Edit Application Remove Application Assign Application
Select an Appiication to Edit or Assign users/groups to it

Published Applications - Office Programs
= I~ = |
J=2) = jS)

Spreadsheets Writer Presentations

Each time you publish an application, you can select or create the folder in which it will be published:
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Databases Settings

Path/Filename:

IC:\Program Files 86)\OpenOffice 4\program‘sbase exe

Start Directory:

[C:\Program Files (x86)\OpenOffice 4\program

Display Name:

l Databases

Command line option:

l

Window State:
Default (Maximized if single application on Web/Mobile client)
Folder:

Sales

opdevel
Office Programs
Sales
Web

— T L

You can then assign the Folder to users or groups as an application, and publish it, like any application with the TSplus
Remote Taskbar, the The Floating Panel and Application Panel or the Web Portal. Here is an example, with the Floating

Panel:

See this documentation for more information on applications assignments.

Important remarks

+ After installation, the default setting is: Any RDP user will see the complete Microsoft Remote Desktop.

¢ The TSplus Taskbar publishes all shortcuts copied in the user's Desktop folder. When selecting TSplus Remote
Taskbar, you can request to automatically copy any of the shortcuts available in the All Users Desktop folder
and/or, to automatically create shortcuts from applications assigned to the users with Application Control.

See this video on how to publish applications.

©TSplus - www.terminalserviceplus.com


https://youtu.be/wF-2WpeaDls?t=205

TSPIUS

Terminal Service Plus - Documentation

Assigning Applications to Users or Groups

Overview

Once you have published some applications, you can publish them to one or more users and/or groups.
To do so, double-click on the application you wish to assign or click on the application, then on the "Assign Application" tile:

TI TSplus - Administration Console - 12.20.1.27

= X

TSPLUS

B

HOME

APPLICATIONS

a

Publish

Users

PRINTER

WEB

B & o

FARM

SESSIONS

£ e

SYSTEM TOOLS
83 ADVANCED
{> ADD-ONS

(@57 LICENSE

Remote Access Management Console

-/~ Add Application L,é" Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

; O &
L 0 0
Microsoft TSplus Remote FloatingPanel Application

Remote Desktop Taskbar Panel

Published Applications

— A
> S
Notepad OpenOffice

¢ Remove Application

=

Desktop folder

< > 2 Assign Application

Select an Application to Edit or Assign users/groups to it

The following window will be displayed. It allows you to assign applications to a selected user or group:
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TSEUS Remote Access Management Console

{r HOME -}~ Add Application Edit Application Remove Application 5 Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ m { 4

Users
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel
(Ep PRINTER o X

[ Microsoft Remote Desktop User Assign... —

Published Applications | Select which users and groups will be able to see and run this
j . e application:
wes ~ G :
@ 2 (O Al authenticated users
Notepad Foxit (o] Offi
aepa 22, DEDSIVES (® Specified users and groups

E FARM Users and Groups
DESKTOP-SCVIIVH\John
2, SESSIONS

Q) svsTEm T00LS

83 ADVANCED

> ADD-ONS

@57 LICENSE ‘ Add... Remove

How to Assign an Application to a user (or a group)

You can either assign an application for all authenticated users or to specified users and groups. If you wish to assign an
application to a specific user or group, just click on "Add", then enter the name of the user or group you wish to assign
the application: On this example, Foxit will be assigned to the Remote Desktop Users Group. Click on 'Ok™:
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n TSplus - Administration (

TSECUS Remote Access Management Console

ﬂ ONE Add Application " Edit Application < Remove Application 4 > © _ Assign Application
=v

[ AepLicaTiONs Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ Ij ('lA

Users
Microsoft TSplus Remote FloatingPanel Application Deskp~~*~1=
Remote Desktop Taskbar Panel E‘ Foxit User Assignment - O
PRINTER
@ Published Applications Sele("t w_hi(h users and groups will be able to see and run this
A application:
@ WEB .ﬂ Q e (O Al authenticated users
Notepad Foxit OpenOffice @) Specified users and groups
FARM
E Select Users or Groups X
& SESSIONS Select this object type:
|Users or Groups | | Object Types... |
% SYSTEM TOOLS From this location:
IDESKTOP-SCVIIVH I | Locations... |
@ ADVANCED Enter the object names to select (examples):
Remote Desktop Users| | Check Names |
{-> ADD-ONS
@3 LICENSE Advanced... | [ ok ]| cancel |
l Save ‘ ‘ Cancel I
Then on Save:
“J Foxit User Assignmen -
1 Foxit User Assig t O X

Select which users and groups will be able to see and run this
application:

(O Al authenticated users
@ Specified users and groups
Users and Groups

DESKTOP-SCVIIVH\Remote Desktop Users

Add... ’ ‘ Remove ’

Save 1 Cancel ) ‘

Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or per group, by clicking
on the "Select a User/Group" tile, then entering its name:
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Splus - Administration Console - 12

a s

BH & m
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ey
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TSPLUS
HOME

APPLICATIONS

Publish

Users

PRINTER

WEB

FARM
SESSIONS
SYSTEM TOOLS
ADVANCED

{> ADD-ONS

LICENSE

Remote Access Management Console

‘°¢ Select a User/Group

Select a user/group to display and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel

D B Microsoft Remote Desktop
l:”ETSplus Remote Taskbar
E”!‘_:] FloatingPanel
DDApplication Panel

[J ™ pesktop folder

Published Applications

D ﬂ Notepad
OB Foxit
[:] s OpenOffice

Select User or Group X
Select this object type:

[UserorGroup l | Object Types... |
From this location:

| [DESKTOP-SCVIIVH || Locations.. | |

Enterthe object name to select (examples):

Front Office| | Check Names |

[ Advanced... | [ ok ]| cancel |

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and OpenOffice where all assigned to

the group "Front Office":

Tl TSplus - Administration Console - 12.20.2.4

a s

H & i

&

0

TSPLUS

HOME

APPLICATIONS

Publish

Users

PRINTER

WEB

FARM
SESSIONS
SYSTEM TOOLS

ADVANCED

> ADD-ONS

(@57 LICENSE

Remote Access Management Console

2 Select a User/Group

Applications assigned to Group DESKTOP-SCVIIVH\Front Office

Select a user/group to dispiay and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel
EB Microsoft Remote Desktop
D |3]TSplus Remote Taskbar
[:, lﬂ FloatingPanel
D DApplication Panel
[ /"7 Desktop folder
Published Applications
IZ -ﬂ Notepad
M Foxit
%]
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Important remarks when using TSplus Seamless Client

With the TSplus Seamless Client, the users will not display the Microsoft Remote Desktop windows. The applications can be found on
the local desktop as if they were native local applications. Users will only see the applications assigned by the administrator.

¢ If a user has the right to use the default Microsoft Remote Desktop, the Seamless Client will display a background
color to avoid having both the Remote and the Local Desktop icons piled on the screen.

+« The Seamless Client session is held open only when an application is running and being pushed through to the local client.
If no application has been assigned to this user, TSplus will automatically use the TSplus Taskbar.

+ If a user has specific applications assigned, they will seamlessly see these applications when the session is opened.
When the last application is closed the session ends.

Rules for Microsoft Remote Desktop, TSplus Remote Taskbar, Floating
Panel and Application Panel

+ You can customize your user's work environment by assigning one application out of these four: Microsoft Remote
Desktop, TSplus Remote TaskBar, Floating Panel and Application Panel.

+ If no application is assigned to one user, he will see the Microsoft Remote Desktop which will display the Desktop
folder shortcuts.

« If one user has several allocations plus the Microsoft Remote Desktop, he will see a remote desktop.
« If a user has several applications plus the TSplus TaskBar, he will see the TaskBar displaying his Desktop folder' shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these documentations: Remote
Taskbar, Floating and Application Panels

Running scripts/programs on session opening

« If you want to start a script when the session opens, you must name it LOGON.BAT or LOGON.CMD and copy this script:
o Inthe Application Data folder of All Users if this script applies to all users, In
o the Application Data of the user if this script applies to this user.

+ If you want to start a script on the client side when a session is opening, you just have to name a program
STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).

+ If you want a program to be started as a service when the TSplus server reboots you have to name this program
STARTUP.EXE and copy it in the folder: C:\Program Files\TSplus\UserDesktop\Files\ .

See this video on how to Assign Applications.
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Portable Client Generator

Overview

TSplus creates by default an icon for the Portable Client Generator:

It can also be accessed on the Server's tile of the AdminTool:

n TSplus - Administration Console - 12,20,2.4
TSBELUS Remote Access Management Console
1 HOME
. . - X
[ appuicaTions Windows Client Generator
@ PRINTER General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing
Server
@ WEB L Server address Port number
1My 1921681254 | [3389
By rarm
User
Logon Password
& SESSIONS ' - I [John I |o|ooonoo
Settings Domain name (without extension)
[TSpIus l
Permissions
| Client Generator | Prefemed display mode
(® Remote Desktop client (O RemoteAPP client O Seamless client
& svsTEmMToOLS
(O Disable background & animations for better peformances (®) Fast network or Fiber optic
83 ADVANCED
Client location: IC:\Usefs\Admin\Desktop | Browse
&> ADD-ONS Create Client
Client name: |iohn .connect |
@57 LICENSE

It enables you to create 3 types of connection clients which can be copied to the users' Desktop or onto a USB stick for portable use.

Note: Connection Clients are not compatible with Mac computers.

Since TSplus 11.40 release, the client generator has been redesigned to be numerically signed and to avoid
false/positive antiviruses reactions.
Instead of a ".exe" program, the new Client Generator is creating a flat encrypted file with the extension ".connect":

e

john.connect

Pre-requisite on Client Side

On client side, each user will have to run a signed program named "Setup-ConnectionClient.exed a s -requigte. €his program is
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available on your server, in the TSplus program folder: TSplus\Clients\WindowsClient:

Organize v Open New folder = v [ 0
B Desktop “*  Name ° Date modi.. Type Size
i Downloads = s 5
s L ico 6/15/2017 ...  File folder
‘?:-;" Recent Places - i .
l_] ClientGenerator.bin 7/30/2018 ...  BIN File 639 KB
L @ ClientGenerator.exe 7/7/20171... Application 96 KB
-4 Libraries = - S =
3 T [ % Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
Documents ===
. @ SVCr.exe 7/3/20171... Application 947 KB
J Music
[E5] Pictures !
 Videos
Lo Computer
(2ly Local Disk (C:) |
< m ] »
| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
@ Application Size: 9.16 MB

or on the TSplus\Clients\www folder:

. ConnectionClient — O
- v 4 | <« TSplus > Clients > www > ConnectionClient v O Search ConnectionClient e
~
v | Clients A Name Date modified Type Size

> (8 webserver B Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KB

> | WindowsClient

v www

. cgi-bin
. ConnectionClient v

1item f=3| =

or by downloading it.

Detailed Overview

Click on a tab to go to the corresponding information:
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- R
Windows Client Generator
IGeneral Display Remote Desktop client Seamless client Local resources Program Securty Load-Balancing I
Server
Server address Port number
E&'{l |192.168.1.254 | [3389
User
© Logon Password
H lJohn I I.ooooooo
Domain name {without extension)
ITSpIus |
Preferred display mode
(® Remote Desktop client (O RemoteAPP client (O Seamless client
(O Disable background & animations for better peformances (®) Fast network or Fiber optic
Client location: IC:\Users\Admin\Desldop Browse
Create Client
Client name: Iiohn .connect

Main window - General Settings

When you launch the client generator, the first tab displayed is the general tab, Here you will find all of the essential

connection settings that you need to get you started.

* Server Address: Enter the IP address of the server you would like the client to connect to.

e Port Number: Enter the server port number. The default is 3389.

¢ Username and Password: If you enter a username and password, the client program will not ask the user to

retype it at each session.

To reset this logon/password saving, you must create and edit a shortcut of the Remote Desktop Client and add

the -reset on switch at the end of the target field.

Credentials

« If you don't want to save credentials, enter "nosavecredential” in the logon field of the Portable Client Generator.
¢ If you don't want to display the logon window with the user name, password and domain name, simply enter

"nopassword" on the password field.

« If you want to enable autologon, enter *SSO in the username field, the client program will just ask for username
and password during the very first connection. It will save this information on the user's workstation so that the user

doesn't have to identify himself ever again.

« If you want the current local user's name to be displayed as a logon for the session, enter **, or %USERNAME% in

the logon field.

« Domain name: Enter a domain name if any.

+ Preferred Display Mode: You can choose your preferred Display Mode from the following options:

o The Classic Remote Desktop, displaying your remote session environment.
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o The Microsoft RemoteApp connection client, to display your remote applications as if they were installed
locally. It has a better graphic performance over minimized applications.

o The Seamless Client, which works the same as RemoteApp, but for older versions of Windows such as
Windows XP and 2003.

Terminal Service Plus Seamless vs Microsoft RemoteApp
Microsoft RemoteApp is a Microsoft feature which requires Windows 7 Enterprise or Ultimate and above.

All users PCs must have at least a RDP6 client. Unlike the Seamless client, the RemoteApp connection client does not
depend on the transparency color settings.

You can change the RemoteApp client display and Printing preferences on the Web tab of the Admintool. Minimized
applications can be directly found inside the Windows taskbar, like local applications.

Terminal Service Plus Seamless delivers a similar user experience and is available on any Windows host system.

Based on one transparency color selected by the Administrator, the Microsoft Remote Desktop is not displayed anymore
and the user will just see his published applications.
The Seamless color can be modified and must be the same when using the AdminTool and the Portable Client Generator.

More information on these types of clients can be found here.

+ Network speed: You can choose between two options depending on your network speed:

o Disable background display & graphic animations for low speed networks.
o Enable background display and graphic animations for fiber optic or fast network.

+ Client location: Define the location of your generated client.

+ Client name: You can name your client as you wish.

Display
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Windows Client Generator

Graphical settings

% (O 15 bits color resolution

@i n
(O 24 bits color resolution
(O 32bits color resolution

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Client location: IC:\Users\Admin\Desldop | [ Browse i

Client name: Iiohn .connect |

General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing

[] Dual-screen [ span [[] Enable shortcut keys

Create Client

On this tab, you can change the color and the session screen resolution.

You can also adapt your session for dual-screens, with or without span. The span option allows you to stretch your

session across both screens.
You can allow the use of the TAB key in the session.

Remote Desktop Client features

On this tab, you can choose which resolution you want to enable for the user:
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Windows Client Generator

Remote Desktop

! O 800x 600 (0 1366x 768
(O 1024x 768 (O 1600x 900
(O 1280x 720 (O 1600 1024
(O 1280x 1024 (01920 1080

(O User screen size
(@ Full screen

[ Smart re-sizing of the Remote Desktop
[C] The Remote Desktop will not hide the local taskbar

These settings are only valid for the Remote Desktop client

Client location: IC:\Users\Admin\Desldop I

Client name: Iiohn.conned |

To select the Remote Desktop client you must use the General tab.

| Browse |

Create Client

You can check the boxes to enable smart-sizing of the Remote Desktop, and if you want the Remote Desktop not to

hide or overlap the local taskbar.

Local Resources

Windows Client Generator

General Display Remote Desktop client Seamless client !

Local devices

C Dok [al
S A Pk
Sound
COM ports
Smart cards
USB devices

Universal printer option

. (® Preview with the local PDF Reader
(O Print on default printer - local driver included
(O Select the local printer - local driver included

Client location: IC:\Users\Admin\Desktop I

Client name: Iiohniconnect I

| Browse |

Program Security Load-Balancing

Create Client

The local resources tab gathers all the devices that you may redirect in your remote session.
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The editable field next to the disks box allows to specify which disks are available in the remote session. You just have
to separate each letter of disk (C :, E: ...) by a comma. When the disks box is ticked and no disk is specified, all the disks
are included in the remote session.

Printers correspond to LPT ports, and COM Ports correspond to Serial Ports. Since TSplus 11.50 version, these local
devices are selected by default.

Below, you can choose your option for printing, with the universal printer:

¢ Local PDF Reader preview: The document will be rendered as a PDF and the local Acrobat Reader will open the
file. The user can print it, or save a copy on his local disk drive.

+ Print on the user's default printer: the document will be automatically pushed to the user's default printer (the
local print driver is included in the TSplus connection client).

¢ Select alocal printer: The user can select one of his local printers (the local print driver is included in the TSplus
connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit Reader. See our video
tutorial on how to print.

Program

Windows Client Generator

Startup program ?
sy Ve recommand to use the AdminTool

iy to assign Application(s) to users orto groups.
However, you can specify here after one application to be started at logon.

Path/Filename |C:\Program Files (<86)\Foxit Software\Foxit Reader\FoxtUpdaterexs | | Browse |

Start Directory IC:\Program Files (x86)\Foxit Software\Foxit Reader |

Command line option I l

Client location: IC:\Users\Admin\Desktop | j Browse i

Create Client

Client name: Iiohn connect l

You can set a startup application via the Portable Client Generator, and specify its path, directory and parameters, since

the 11.30 release.
However, we recommend you to use the AdminTool to assign the desired applications.

Security

TSplus offers two extra layers of physical security to keep your users' connections safe.
The connection can be locked to the ID of a USB key, locked to a computer name, or you can use both layers of security
simultaneously.
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+ If locked to a USB key, the user can initiate a connection from any qualifying windows computer by inserting the

USB key and using the connection program placed there by the administrator.

+ If locked to a computer name, the user can only successfully connect from the computer whose name has been
registered with the server for that user's portable client connection. If both security options are used, the user is
limited to connecting from their specific device and only if the correct pre-configured USB key is in place.

In order to lock a connection client onto a USB key you can do so by copying the client generator located in : C:\Program
Files (x86)\TSplus\Clients\WindowsClient
Now double click on the client generator and check the lock on serial number box located on the security tab. Once it is

done, you can delete the client generator from the USB key.
The newly generated connection client will be placed on the desktop, don't forget to copy it back to the USB key! You

can delete the client generator that you copied on the USB key afterwards.

Windows Client Generator

Display Remote Desktop client Seamless client Local resources Program Securty  Load-Balancing
Advanced client security options
=] [] Lock it on PC name

&) |WIN-A1LOOCNOES6 |

[J Lock it on serial number
303119124 |

These settings apply to all kind of connection client:

- Remote Desktop client

- Seamless client

- RemoteApp client
Time limit: Disable this generated client after some days for exemple 15 days)
Number of days from the first use date of this generated client

[[] Deny user from saving credentials

[[] Save usemame only

[] Encryption V2
Client location: IC:\Users\Admin\Desktop l Browse ......
Client name: Iiohn .connect l

.

Create Client

+ You can define the time limit from the first use date of a generated client by entering the value on the time limit
box. (which is by default set to "no limit").

+ Boxes below enable you to:

o Not display the ability to save credentials for a generated client.
o Save username only.
o Use Encryption V2.

Load-Balancing

You can also enable the Load Balancing to connect to one server of your farm.
Do not check the "Use Load-Balancing" box if you did not activate the Load-Balancing feature on your server.
You will need to enter the Gateway Web port, which should be the same as the default web port used on all the servers of your farm.

©TSplus - www.terminalserviceplus.com



Ts pI—US Terminal Service Plus - Documentation

Windows Client Generator

Enable Load-Balancing ?
[JUse Load-Balancing ~ Gateway Web port number
When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: | C:\Users\Admin\Desktop | | Bowse |

Create Client

Client name: ||ohnconned I

The Remote Desktop client client has been copied on your Desktop

Client name: john.connect

T

Client Customization is possible. See the corresponding documentation on how to modify the client's icon and edit or
delete its parameters.
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Edit or Delete the Parameters of a Generated Client

There are many reasons why you would want to change the parameters of your connection client: your TSplus server IP
address changed, you need to add printer's redirection, to change the universal printer settings or so on...

+ You first need to create a shortcut of the ConnectLauncher.exe file, located on the RDP6 folder of the user's profile:
' )
G » Computer » LoclDisk(C) » Uses v johm » <[4y [ scoom ______p|

Organize v ~ Open Include in library » Share with v New folder

-

i Favorites Name Date modified

Bl Desktop AppData 3/14/2017 3:17 PM File folder
& Downloads | applist 12/6/2017 12:29 PM File folder
| Recent Places i3 Contacts 3/14/2017 3:33 PM File folder
m Desktop 7/3/2017 10:41 PM File folder

4 Libraries & Downloads 3/14/2017 3:33 PM File folder
ZI Documents {r Favorites 3/14/2017 3:33 PM File folder
o Music # Links 3/14/2017 3:33 PM File folder
=] Pictures | My Documents 3/14/2017 3:33 PM File folder
B videos ¥ My Music 3/14/2017 3:33 PM File folder
=| My Pictures 3/14/2017 3:33 PM File folder

1M Computer # My Videos 3/14/2017 3:33 PM File folder
%’. Local Disk (C:) .. RDP6 8/1/2018 12:23 PM File folder
ﬁ Saved Games 3/14/2017 3:33 PM File folder

“! Network J Searches 3/14/2017 3:33 PM File folder

RDP& Date modified: 8/1/2018 12:23 PM
File folder

_ Computer » LoceDisk C) » Users» o ROPS -4

Organize v 7 Open Share with v New folder =~ 0 @
i Favorites Name Date modified Type Size
Bl Desktop & bkgsc.bmp

& Downloads & bkgscblue.bmp

/2016 10:16 AM  Bitmap image 8KB
2/201610:16 AM  Bitmap image 8KB

2/2016 10:16 AM Bitmap image 8KB
/30/2018 7:35 PM BIN File 570 KB
4 Documents (9 ConnectionClient.exe /1/201710:19 AM  Application 96 KB

& bkgscpink.bmp

",
4/

| Recent Places |& bkgscgreen.bmp 4/2/2016 10:16 AM Bitmap image 8KB
4/
1/

4 Libraries || ConnectionClient.bin

JW Music @ ConnectionClientold.exe 7/7/2017 10:19 AM Application 96 KB
&= Pictures || ConnectlLauncher.bin 7/30/2018 7:35PM  BIN File 8,188 KB
i Videos @ Connectlauncher.exe 7/8/2018 9:04 PM Application 96 KB
\@ ConnectlLauncher.exe - Shortcut 8/1/2018 1213 PM  Shortcut
1% Computer \  DroidSansFallback.ttf /2/2016 6:13AM  TrueType font file
fitly Local Disk (C:) B icol.ico /2/201610:16 AM  Icon
(9 icon.ico /2/201610:16 AM  Icon
€l Network 4| languk.ini 3/25/20178:27 AM  Configuration sett...
%/ libmupdf.dil /14/2016 5:36 AM  Application extens... 5,095 KB
|| MyRemoteApp.bin /30/2018 7:35PM  BIN File 6 KB
@ MyRemoteApp.exe 2017 10:19 AM  Application 96 KB
i | MyRemoteApp.ini 8/1/2018 12:09 PM Configuration sett... 1KB

( _< . ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM Date created: 8/1/2018 12:15 PM
) Shortcut Size: 1.09 KB
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- Then, right click on it and hit properties. Place your mouse at the end of the "target"” field and type in the client's path
followed by "/?", for example: "C:\Users\John\Desktop\clientname.connect /?":

2% ConnectlLauncher - Shortcut Properties X
Security Details Previous Versions
General Shortcut Compatibility

I;s ) ConnectLauncher - Shortcut

Targettype:  Application
Target location: RDP6

Target: |her‘exe C:\Users\John\Desktop\john.connect /1|

Start in: IC:\Usefs\John\RDPS |

Shortcut key: |None I

Bun: . Normal window v/

Comment: | |

| Open fle Location | | Change loon... |

| Concel || opl

Now click OK and double click on the shortcut. A list of switch appears :
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Remote Desktop possible parameters X

/clean : to reset user workstation parameters

Connection settings

-user: user logon

-psw: user password

-server: server IP adress

-port: RDP port number (3389)

-domain: Domain name

Display settings

-color: Enter 8, 15, 16 or 24 (bits)

-full: 2 for full screen, else enter 1

-width: enter 800, 1024 or 1280

-height: enter 600, 768 or 1024

-remoteapp: on/off to do Microsoft RemoteApp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 0/1 - 0 means Alt-Tab on the client side
-localtb: 0 or 42 - 0 means RDP will cover the local taskbar
-apppath: path of a specific RemoteApp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Click OK, the list of all the parameters appears in a small window.
You can now edit them to match your preferences, you will need to log off and log on again to apply the changes.

@ Changing the connection settings of this lo... — X

To modify the local connection settings
just replace the cument ones.

Settings change X

Change saved

Clean the Parameters of a Generated Client

After having launched the client at least once, you can clean the parameters by deleting the client.txt file located in the RDP6 folder:
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. Program Files
. Program Files.
. tmp
. Users
. admin
. Default.mig
. John
[25] Contacts
I Desktop

27 items

1 item selected 310 bytes

bkgscgreen

bkgscpink

D ConnectionClient.bin

@ ConnectlLauncher - Shortcut
D ConnectlLauncher.bin

@ ConnectlLauncher

‘o DroidSansFallback

5 ico2

john

@ languk
[

o

] | . = | RDPG
Home Share View
<« v 4 > ThisPC » LocalDisk(C:) » Users > John > RDP6
B videos A Name - Date modified
i Fpcaliiekic) & bkgsc 9/20/2013 2:21 PM
| Perflogs bkgscblue 9/20/2018 2:21 PM

9/20/2018 2:21 PM
9/20/2018 2:21 PM
11/14/2018 10:49 ..
11/29/2018 2:17 PM
11/14/2018 10:49 ...
9/20/2018 2:21 PM
9/20/2018 2:21 PM
9/20/2018 2:21 PM
11/29/2018 2:14 PM
/20/2018 2:21 PM

v O

- [m] X
o
Search RDP6 P
Type Size A
BMP File 8KB
BMP File 8 KB
BMP File 8KB
BMP File 8KB
BIN File 580 KB
Shortcut 2KB
BIN File 8,253 KB
Applicaticn 96 KB
TrueType font file 3,745 KB
lcon 161 KB
Text Document 1KB
Configuration sett... 7KB
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RemoteApp and Seamless Connection Clients

You can choose between 3 display modes on the general tab of the client generator:

b 4
- - o
Windows Client Generator
General Display Remote Desktop client Seamless client Local resources Program  Securty Load-Balancing
Server
Server address Port number
G [192.160.1.25¢ | [3389
User
@ Logon Password
H ldohn | | sese
Domain name (without extension)
TSplus |
Preferred display mode
(O Remote Desktop client @R (O Seamless client
(® Disable background & animations for better peformances (O Fast network or Fiber optic
Client location: |C:\Users'\Admin\Desklop | Browse
Create Client
Client name: Iiohn.connect I

RemoteApp connection client

Unlike the Seamless client, the RemoteApp connection client does not depend on the transparency color settings.
This allows for perfect application display as well as native Windows behavior.

+ On the Client side, the installation of RDP6 or above is required.

+ On the Server side, TSplus must be installed on a machine running Windows 7 to Windows Server 2019.
Note: RemoteApp is not supported on Windows 10 1803 et 1809 Home Windows 2019 Essentials Editions.

You can change the RemoteApp client display and Printing preferences on the Web tab of the Admintool:
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T4 TSplus - Administration Console - 12.10.1.23 — X

TSHEUué Remote Access Management Console

1 HomE

T web Portal Design
[ aerpuicaTIONS

[ web Portal Preferences

(Eh PRINTER

O WEB EEE Applications Portal
B rarm

& SESSIONS @ Web Credentials

R SYSTEM TOOLS

3 Aovancep
] RemoteApp Client
¢ ADD-ONS
HTMLS Client
(@57 LICENSE

8 HTMLS Top Menu

; -
RemoteApp Client
Display
Resolution: [Remoteﬁop ']
Pixel Depth: 32bis v]
Web Printing Preferences
Choose your web printer: [Prn on the user default printer ']

Web printer will be used for all web connections using RemoteApp client.
Web printer will not be used for HTML5 connections.
@ Save

@ | D e | Q re

Minimized applications can be found directly inside the Windows taskbar, like a local application.
In this example, Firefox and Paint are launched locally; Notepad, Word and Foxit are launched remotely.

Seamless connection client

The Seamless connection client works on every Operating System, regardless of the version on the client or on the server side.
When connecting remotely in seamless mode, you can access your applications as if they were installed locally on your computer.
A transparency color can be set manually to insure your application will appear perfectly. You can choose from green, blue, or pink.
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Windows Client Generator

Specify your prefered Seamless Color
(O Blue (O Pink (® Green (default color)

The Seamless client is based on one transparency color.
This color must be identical on the server and on the client.

When maximizing a Remote Application
(®) Dont hide the local taskbar
(O Overlap the local taskbar

WARNING: The Seamless client is working fine up to W7 or /W2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemoteApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: IC:\Users\Admin\Desktop | B Browse 1

Create Client

Client name: Iiohn.conned |

The Seamless Client is based on one transparency color selected by the Administrator. Since the Remote Desktop
background color is painted with the selected transparent color, the Microsoft Remote Desktop is not displayed anymore
and the user will just see his published applications.

Warning: Installation default is green and should work fine with most applications. We offer you the choice between 3
transparency colors: Pink, Green and Blue. Of course, the server and the connection clients must use the same color.
Some elements on an application can also not be visible anymore because of the transparency color.

For both the Seamless and the Remoteapp connection clients, you can choose to publish one unique
application to be launched seamlessly at the user's logon. You can also publish applications with the TSplus
Remote Taskbar, the Floating Panel or the Application Panel.
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RemoteApp On Client Feature

In the past the generated TSplus Portable client was the usual method for a user to start applications. The 10.50 release
introduces an icon in the notification area which gives to each user the list of all of his Remote Applications. Within
this application list, the user can select the one he wants to start.

This is a new way for administrators to deliver remote applications (referred to as i Re mot édAppso t heir
Specifically, RemoteApp On Client enables a straightforward publishing process that allows applications installed directly

on the server to be provided to users, allows RemoteApp programs to run side-by-side with local programs, and offers
integration withacustomfil aumc a@mp!l i cation to make it simple for users t

The user Application list will also appear in the Start menu under All Programs in a folder called My Remote
Applications. To deploy this new amazing TSplus capability is simple: The Administrator have generated new
connection clients and allowed it with the AdminTool. This guide will explain step by step what will happen when the
administrator will enable this new feature and will deliver to his users a new generated connection client.

Example: The user "Laura" is using TSplus to access her remote application. To do so, she is using a generated client named
LauraPortableClient.exe. When she runs it on her PC she gets the following result:

However, the administrator did provide her a new one, created with the TSplus 10.50 release. She will have to run it at least once to
benefit from the new RemoteApp On Client feature. When the administrator is adding/removing application to a user, such change
will be set on the server side at the next logon. It means that the current session will not reflect such modification. The Advanced tab of
the AdminTool has an option to enable or to disable this RemoteApp On Client feature, by default, it is enabled:
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TI TSplus - Administration Console - 12.20.1.27

TSPLUS

1 HOME

[ AppLicATIONS
(Ep PRINTER

@ wes

B rarm

2 SESSIONS
Q\ SYSTEM TOOLS
3 ApvaNCED

{> ADD-ONS

@57 LICENSE

Remote Access Management Console

@ Backup / Restore your Server Parameters

Advanced Settings
KProdud
';',‘ Security
2, Session

Name

Desktop for all users
Application Command Line

Remote Application Menu Default (Yes)

Remote Application Menu Title
Background Color

Use "All Users™ desktop shorcuts
Fallback application path if no assigned application
Disable the daughter process handler
Force logoff if no assigned application
Allow screen saver

Download Target Folder

Upload Target Folder

Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Use WinXshell when required

Value

No
Default (Yes)

Default (My Remote Applicati...
Default (10841658)
Default (No)

Default (No)

Default (No)

No

Default (3eDESKTOP%)
Default (%DESKTOP)
Default (Yes)

Default (Noj

Default (0)

Default (2000)
Default (Use Windows Explo...
Yes

You can change the menu name as you wish, by clicking on the Remote Application Menu Title below, and adding it on the value box:

nTi;. us -

TSPLUS

) HOME

[ appuicaTiONS
(Ep PRINTER

@ wis

B Farm

2, SESSIONS
R svsTEM T00LS
83 Apvancen

{> ADD-ONS

(@57 LICENSE

Remote Access Management Console

@ Backup / Restore your Server Parameters

Advanced Settings

'Z‘:\, Product
& security
2, Session

Name Value
Desktop for all users No
Application Command Line Default (Yes)
Remote Application Menu Default [Yes)
I Remote Application Menu Title Default (My Remote Applicati... ]
0841658)
T) TSplus - Edit Setting X lo)
Remote Application Menu Title k)
0]
Description: Noj
Title to display in Remote Application Menu
1 DESKTOP%)
tDESKTOP%)
les)
Noj
]
2000}
Use Windows Explo...
Value:
IMy Remote Applications I

What will happen on her PC when she will run once her new generated client: She will see a new icon in the Notification Area of her
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local task bar.

'My Remote Applications new icon Application list menu

WAy Remote Apphicatons

Gva

She will also see a new entry within her Start menu Program list named "My Remote Applications":

€1 Windows DVD Maker
5 Windows Fax and Scan
€ Windows Media Center
J Windows Media Playes
£ Windows Update

<4 XPS Viewes

b Accessones

L Avseyou

b Games

b Jeva

4 Maintenance

b Microsoft Office

L My Remote Applications
| B
(%) MS Access
9 MsPub Devaces and Prnters
(%) MS WORD
(9 Outtook [Py —
() Power Peint

-

Help and Suppont

She will now be able to select one of these listed applications and to start it as a RemoteApp. She will not need to use

the provided LauraPortableClient.exe generated client.
For example, if she selects the Floating Panel, she will get this result:
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Technical background behind this new technology.

The new generated client of the 10.50 release is adding several files within C:\Users\%UserName%\RDP6 folder of the
local PC's user profile.

MyRemoteApp.exe and MyRemoteApp.bin are the program codes which are started to create the new icon in the
notification area and the new entry in the All Programs list of the Start button.

MyRemoteApp.ini is a file received from the server. It is providing the details of each application which are assigned to this user
on the server side. It is updated at each new connection to the server. Usually, it takes 30 secondes after each logon to receive
this file from the server. RemoteApp.txt is providing the name of the last generated client started on this PC.

T [———

(ol | > Computer » Local Disk(C) » Users » Laura » RDPG - Search RDPS P

Share with » New folder =

Organize » __| Open

W Favorites
Bl Desktop
& Downloads
. Recent Places

4 Libranies
+ Documents
o' Music
&= Pictures
' Videos

1% Computer
%l Local Disk (C:)

€ Network

4 items selected Date modified: 7/7/2017 4:19 PM - 10/7.

-
Name

& bkgsc.bmp

& bkgscblue.bmp

& bkgscgreenbmp

&% bkgscpink.bmp

| ConnectionClient.bin
(39 ConnectionClient.exe
@ ConnectionClientold.exe
s DroidSansFaliback.ttf
% icodico

@ icon.ico

. laura-PortableClient.tat
%, libmupdf.dil

_ MyRemteApp.bin
(59 MyRemoteApp.exe

@ | MyRemoteApp.ini

% PdfFilter.dil

%, PdfPreview.dil

__ RemoteApp.tt

&, Session.rdp

% SumatraBNF sve

Size: 102KB

Date modified
4/2/2016 4:16 PM
4/ 64:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/2/2017 6:52 PM
10/16/2015%:51 AM

10/7/2017 3:20 PM
11/2/2015 8:52 AM
10/2/2017 6:52 PM
7/7/2017 4:19 PM
10/7/2017 3:28 PM
11/2/20158:53 AM
11/2/2015 8:53 AM
10/7/2017 3:28 PM
10/7/2017 3:32

112MS5RSIAM

... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

Type

Bitmap image
Bitmap image
Bitmap image
Bitmap image
BIN File
Application
Applicatior
TrueType font file
Icon

Ieon

Text Document

Application extens,

BIN File
Application

Configuration sett...
Apphcation extens,

Application extens,

Text Document
Remote Desktop

Annhicatinn
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9 K8
2KB
188 KB
196 KB
1KB
2KB

1 588 KR




TS DLUS Terminal Service Plus - Documentation

Comments:

If the user has administrator right on his own PC, MyRemoteApp.exe will be started automatically at each reboot and
the Start button will be updated too. Else, the administrator must run once the new generated client "As Administrator" to
enable the new feature. Doing so he will create the proper registry entries in HKLM. If a user is connecting to only one
server, this new system is perfect. However, if he is using several connection clients to open sessions on different
servers you should keep in mind that the file MyRemoteApp.ini will be updated with the values of the last connection. It
can be confusing for the user and in such deployment case we recommend no to use this new feature.
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Remote Taskbar and Desktops themes

Administrator tools on the server

With the AdminTool, the Administrator can choose between 4 display modes when he assigns applications: The
Microsoft Remote Desktop, The Remote Taskbar, The Floating Panel or The Application Panel. The Remote
Taskbar, Floating and Application Panels are available for any connection method.

TSplus Remote Taskbar

When you assign applications to an user, you can enable the TSplus remote taskbar. The TSplus Taskbar is extremely
useful when a session is run with the Seamless TSplus connection program. The user can launch remote applications
with one click on the TSplus taskbar and still have the full local Desktop available. You can assign the Remote Taskbar
to your users or groups by double-clicking on it or by selecting it, then clicking on the "Assign Application" tile:

m TSplus - Administration Console —

TSPLUE Remote Access Management Console

R Home - Add Application /" Edit Application Remove Application 2 Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER @ 1| TSplus Remote Taskbar User Assignment ~ — O X

Microsoft TSplus Remote | Select which users and groups will be able to see and run this
@ WEB Remote Desktop Taskbar application:
O All authenticated users

Published Applications
PP @ Specified users and groups

By rarm e e
q’J Users and Groups

2, SESSIONS Notepad Foxit DESKTOP-SCVIIVHUohn

ek SYSTEM TOOLS

83 ADVANCED

{> ADD-ONS

LICENSE
@E Add... Remove

Save Cancel

The Administrator can easily decide what will be the default Remote Desktop theme the user will see when opening a
session. Select the TSplus Remote Taskbar, then click on "Edit Application":
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Taskbar Theme Preference
Select your prefered TSplus Taskbar theme

(® Use Blue taskbar theme as default
(O Use Silver taskbar theme as default
(O Use OnTop taskbar theme as default
(O Use Desktop theme one as default
(O Use Desktop theme two as default
(O Use Logon theme as default

Application working area within the selected theme

[] Full screen
[C] Do not overap the local taskbar
[C] Do not overap the Blue or Silver bar

[ Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

O Justify left (O Center O Justify right

(O On the screen top (® On the screen bottom

Notification area (Systray) Preference
Show/Hide the Notification Area (Systray)
(O Show the Notification area () Hide the Notification Area

Security Preference
Show/Hide log off button

(® Show log off button (O Hide log off button

+ Only the Administrator can choose the themes for his users.
+ He can choose to display the maximized applications in full-screen mode or not to overlap the TSplus taskbar as

well as the Silver or Blue taskbars.
+ Minimized buttons position on the taskbar can be changed (on top of the screen, on the bottom, on the right, the

left side, or in the center).

The administrator can even decide to display it on top of the user screen instead of the default bottom side.

+ Systray icons can be hidden by ticking the "Hide the Notification Area" circle.

¢ Since TSplus 12.60 version, the Logoff button can now be hidden.

By editing the users menu, the Administrator can add/suppress applications and functionalities. Customization of the

users menu is easy.

The content of the users menu (located in Program Files/TSplus/UserDesktop/mainmenu.mnu) is modifiable by the administrator using

Notepad:
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L)
File Edit Format View Help
|[menu]

[ggoff=%c:\Program Files (x86)\Tsplus‘\UserDesktop\files\runlogoff.exe¥%$iconfexit.ico

[menusettings]
txpe=23
s

owicons=1
jconsize=1
itemheight=34
color1=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolori=0
fontcolor2=16777215
fontstyle=n

<

Seamless connection program

On the applications tile of the AdminTool the administrator can select 3 different styles of Remote Desktop TSplus Taskbar.
The TSplus Taskbar is extremely useful when a session is run with the Seamless TSplus connection program.
The user can launch remote applications with one click on the TSplus taskbar and still have the full local Desktop available.

Right-side Blue theme taskbar

B Deskiop folder
£ Excel

& Foxit

m Notepad
Powerpoint

<m0

212 PM
02/19/16

©TSplus - www.terminalserviceplus.com



I S pLUS Terminal Service Plus - Documentation

Right-side Silver theme taskbar

Logoff
Desktop folder

Excel

Foxit
Notepad
Powerpoint

. 2:10 PM
A [Hy w )
320 none

On Top taskbar

Applications

Overlapping the Windows taskbar with the Seamless connection client
If you want your maximized applications to overlap the Windows taskbar, click on this box, on the Seamless client tab:
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Windows Client Generator

General Display Remote Desktop client Seamless client |ocalresources Program  Security Load-Balancing
Specify your prefered Seamless Color
O Blue O Pink (® Green (default color)

The Seamless client is based on one transparency color.
This color must be identical on the server and on the client.

When maximizing a Remote Application
(O Dont hide the local taskbar

WARNING: The Seamless client is working fine up to W7 or /W2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemoteApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: IC:\Usels\Admin\Desktop | Browse

Create Client

Client name: [iohn connect |

B
ﬂ:
Bi-o
u
L]
b

Back To Top

Thin-client or any RDP based connection program
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With the AdminTool, the Administrator can easily decide what will be the default Remote Desktop theme the user will
see when opening a session. He has the choice between 4 different styles of full screen Remote Desktop. The standard
Microsoft Remote Desktop can also be used if preferred.

Because these TSplus Desktops are full screen desktops, the user's display is entirely filled when a session is opened
from dedicated thin-clients, any RDP based client, or accessed from a web page or TSplus Remote Desktop clients.

There are benefits over a standard Remote Desktop. It enhances the server security (no START button neither full

control of the Desktop).

Standard Microsoft Remote Desktop

n TSpl A =

TSDLUS Remote Access Management Console
) HomE -}~ Add Application Edit Application Remove Application ©_ Assign Application
D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel
Publish = =] =
@ O &
Users
Microsoft TSplus Remote  FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel =
@ PRINTER - o [} Microsoft Remote Desktop User Assign... — O X
Published Applications | Select which users and groups will be able to see and run this
j e application:
/ A
@ WEB "/ O All authenticated users
Notegao b2 OpEnCifice @ Specified users and groups
m FARM Users and Groups
2, SESSIONS
% SYSTEM TOOLS
83 ADVANCED
> ADD-ONS
emove
LICENSE Add. R

©TSplus - www.terminalserviceplus.com



TS : Y= Terminal Service Plus - Documentation

&) Session - 192.168.1.244 - Remote Desktop Connection

1219 PM
02/19/16

+ The user has a complete desktop including Start Button and full control of the desktop
+ To assign to complete desktop, just assign the Microsoft Remote Desktop application.

In order to change the Desktop themes, you will have to assign the TSplus Remote Taskbar and choose between the 3
suggested themes:
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Taskbar Theme Preference
Select your prefemed TSplus Taskbar theme
(O Use Blue taskbar theme as default
(O Use Silver taskbar theme as default
(O Use OnTop taskbar theme as default

(®) Use Desktop theme one as default
(O Use Desktop theme two as default
(O Use Logon theme as defautt

Application working area within the selected theme
[ Full screen
] Do not overap the local taskbar
[C] Do not overap the Blue or Silver bar

I Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference
O Justify left (O Center (@ Justify right
(O On the screen top (® On the screen bottom

Notification area (Systray) Preference
Show/Hide the Notification Area (Systray)

(@ Show the Notffication area () Hide the Notificaction Area
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TSplus logon theme

My Remote Applications list

I Desktop folder
4 Excel
€ Foxit

B Notepad
. ' {7 Word

f Logoff

20 February 2016

Customized theme

For each theme, the Administrator can customize it and for example, display the Corporate logo. He can also add his
own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace logo/wallpaper button to
select your .jpg file, for example:

©TSplus - www.terminalserviceplus.com



WOTE ACCESS

TS DLUS Terminal Service Plus - Documentation

You can add your own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace
logo/wallpaper button to select your .jpg file, for example:
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