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1= General information

Prerequisites

Installation

Get Started

TSplus Editions

Activating your license

Activating your support license

Updating Terminal Service Plus
Upgrading Terminal Service Plus
Securing a Terminal Service Plus server
Long Term Support Versions
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# Server Administration

Server Management

Application Publishing

Assigning Applications to Users or Groups
RemoteApp On Client Feature

Remote Taskbar and Desktop Themes
Floating Panel and Application Panel

File Transfer

Secured Folder Sharing

Open Files on Client Side

Open URLs on Client Side
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& Remote Printing

+ Universal Printer
¢ Printing with Standard RDP Printer-Mapping Feature

« TSplus Connection Client

Portable Client Generator

TSplus Client Setup Program

Edit or Delete the Parameters of a Generated Client
RemoteApp and Seamless Connection Clients

How to modify the TSplus client's icon
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@® Using the Web to Access your Server

Built-in Web Server Management

Web Applications Portal

RemoteApp Plugin

Creating and Customizing HTML Web Access pages
Web Credentials

Using IIS (Microsoft Internet Information Services)
Using Apache
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@ Securing your Web Connection

Two-factor Authentication

Lockout

TSplus Advanced Security

Free and Easy-to-install SSL Certificate

HTTPS & SSL Third Party Certificates Tutorial
Choosing your Ciphers Suites to enhance security
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@ HTML5 Client Settings

+ Remote Connection from an iPhone / iPad / Android device
+ HTMLS5 Client: Supported Browsers
+« HTMLS5 Client: Using Gestures on mobile devices (Touch)
¢+ HTMLS5 Client: Using File Transfer
+« HTMLS5 Client: Using Clipboard

+« HTMLS5 Client: Using two languages

+« HTML5 Changing language to Chinese

¢ HTML5 Server Memory Usage

= TSplus App

+ Pre-requisites
+ Configuration

4 Gateway Features

Gateway Feature

Gateway Server: Prevent RDP access and allow HTTP
Using the Load Balancing Feature

Using the Reverse Proxy feature

Using servers behind Reverse Proxy
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% Farm Features

Farm Overview
Farm Prerequisites
Farm Setup

L]
L]
L]
¢ Farm Manager

# Advanced Features

Advanced Settings - Product

Advanced Settings - Security

Advanced Settings - Session

Advanced Settings - Lockout

Advanced Settings - Lockout

Advanced Settings - Logs

Web Applications Portal: Parameters in URL address

Web logon page: How to close the Logon form after logon

Web logon page: How to change the logon Splashscreen

Html Pages and Customization

How to completely customize the Web Access Page beyond the Web Portal capabilities?
Web logon page: How to open the HTMLS5 client in the same tab
How To: Add a Custom HTTP Header

Enforce HTTPS protocol

Enforce the use of web portal to connect to the server
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Web Autologon: connect from web without portal

HTML5 Client: RDP session resolution on mobile devices

HTML5 Client: How to maximize the browser window

HTML5 Client: Parameters in URL address

How To: Mount a logical drive

HTML5 Client: What is the difference between Websockets and XHR?
How To: Bind Web Server to Several Network Cards

Run Windows client under Proxy environment

Activating Mutual SSL Authentication
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Terminal Service Plus Prerequisites

1) Hardware

Terminal Service Plus can work on your PC and here is the minimal recommended hardware:

Number of users Windows 2008 to 2019 or 7 to 10 Pro
I5 or above
3-5 4GB
One CPU 2 GHZ
I5 or above
10 8 GB
One CPU 2 GHZ

16 GB
25 One CPU
|7 or Xeon

32GB

50 and above Dual CPU - SSD Disk dedicated to the system

Over 50 concurrent sessions, we recommend to use a farm of servers, using the Load Balancing feature, available on
the Enterprise Edition.
Each server (physical or virtual ones) handling up to 50 concurrent users.

Comment: The type of hardware you need will mostly depend on what kind of resources the applications you wish to
publish consume the most (CPU/memory/Disk). You might consider getting a server with SSD drives if you plan on using
an application that accesses a database on your TSplus server as it will greatly enhance the performances.

2) Operating system
Your hardware must use one of the operating systems below:

+« Windows Vista Service Pack 2

+ Windows 7 Service Pack 1

+ Windows 8/8.1

+ Windows 10 Pro

+ Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
+ Windows Server 2012 or 2012 R2

+ Windows Server 2016

+ Windows Server 2019

32 and 64 bits are supported.
The required framework is .NET version 3.5 for all supported Windows versions.

« If you install TSplus on a Windows 2008 to 2019 make sure the RDS or Terminal Services roles as well as the RDS Terminal
Services licensing role are not installed before installing TSplus.
If these roles were present, remove them and reboot.

¢ Windows 10 Home edition is not supported.
+ On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.
+ Windows Server 2019 Essentials Edition does not support RemoteApp.

N.B: TSplus LTS 11 supports Windows XP and Windows Server 2003.

3) Network parameters

The Terminal Service Plus Server must have a fixed IP address:
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192.168 . 1 .212

Subnet mask: 255.255.255. 0

Default gateway: 192.168. 1 . 1

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 1

Alternate DNS server:

[T validate settings upon exit

Remote access (from Wide Area Network - WAN)
« A DSL connection is recommended as well as a public fixed address. Without a fixed IP address, you should install a dynamic

DNS service like http://DynDNS.org More information about how to set this up can be found here.
+« The TCP RDP port (by default 3389) must be opened both ways on your firewall.
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Terminal Service Plus Installation

Run Terminal Service Plus Setup program and then follow the installation steps.
See the video for the installation here.

(L5 Setup - TSplus — X
License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this

agreement before continuing with the installation.

rsplus's license agreement A

Software

'You should carefully read the following terms and conditions before opening the

software package, or if downloaded, before using such downloaded software.

Opening the package or using the software, if downloaded, means you accept

these terms and conditions and understand that they will be legally binding on you

and TSplus. If you do not agree with these terms and conditions, or do not want

them to be binding on you, you should promptly return the package unopened for

a full refund or delete the downloaded software from any storage medium that it

is stored on. b

(®)1 accept the agreement

(D1 do not accept the agreement

| Concel
Click on "l accept the agreement".
A message then appears to ask you to confirm the TSplus files creation on C:
The installation path is mandatory :
%ProgramFiles%\TSplus
(L5 Setup - TSplus = X

TSplus WEB options

-> HTTP web server and Universal Printer.

-> HTTPS web server with Tunneling.

-> Highly secured SSH communication with Tunneling.

-> RemoteAPP dlient to start Virtual Application over Internet.
-> Gateway and Web Portal.

-> HTML5 dlient access from iPhone/IPAD/Androids tablets.

Change port numbers Disable HTTP built-in web server

HTTP: (®) Use the built-in HTTP web server
HTTPS: O Disable the HTTP web server
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(L5 Setup - TSplus — X

Ready to Install
Setup is now ready to begin installing TSplus on your computer.

Click Install to continue with the installation.

| <gak [ Tnstal ] | cancel |

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus default installation settings.
According to our experience, most of the production issues are due to Windows security features.

You can still modify these ports if you wish during installation or at any time on the Built-in Web Server Management of the AdminTool .
Just make sure that the defined ports are available and that Java is installed on the server.

The progress bar appears and allows you to follow the progress of the process:

1L Setup - TSplus —

Installing
Please wait while Setup installs TSplus on your computer,

Finishing installation...

Cancel

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security Add-On, in its
Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:
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@ TSplus - Security Add-On option s X
TSplus Advanced Security TSEUSE

TSplus Advanced Security provides you with 6 major server protections:

- Prevents foreign attackers from openning a session.
- Prevents users from connecting at night.

- Avoids bruteforce attacks.

- Protects against ransomware attacks.

- Provides highly secured user environment.

- Restricts access per device.

Do you want to install a free trial of TSplus Advanced Security now?

Do not install |

£ Install Securty Add-On i

For more information about this product, see pages about TSplus Advanced Security Ultimate documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.

(L5 Setup - TSplus —

Completing the TSplus Setup
Wizard

To complete the installation of TSplus, Setup must restart your
computer. Would you like to restart now?

(O No, I will restart the computer later

To use TSplus, you must reboot your system. The trial period delivers a full product for 15 days and 5 concurrent users.
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TSplus: Get started

Step 1 : Installation.

Installing Terminal Service Plus is an easy process. Just download it from our web site, run the Setup-TSplus.exe
program and wait until the program asks you to reboot. We recommend you to install Java prior to start the setup
program. Java is mandatory to benefit from our great Web Access technology.

See the documentation and the video for installation.

Files are decompressed and copied into:

+ C:\Program Files\TSplus folder (32-bit systems)
¢ C:\Program Files(x86)\TSplus folder (64-bit system).

The trial version is a full TSplus Enterprise Edition and enables up to 5 concurrent users for a period of 15 days.

After the reboot, you will see 2 new icons on your Desktop:

o

MmN 0o

The AdminTool is what you need to use TSplus.

2Y

The Portable Client Generator will create a TSplus connection client for your users.
Pre-requisites:
On Server side:
From Windows XP to W10 and Windows 2003 to 2019 Server with at least 2GB of memory.

The operating system must be on the C drive. On Windows Server Environment, please make sure that the TSE/RDS
role and the TSE/RDS licensing role are not installed to prevent conflict with TSplus services.

It is mandatory to use a fixed private IP address and a fixed public IP address. If your ISP (Internet Service Provider) did not
provide you with a fixed public IP address, you need to subscribe to a free DNS account, see this tutorial for more information.

On Client side:

Microsoft workstation: Windows XP, W7, W8 and W10 are supported. A PDF Reader (like FoxIt) and Java should be
installed on the users PCs.

Macintosh workstation: You can use any MAC RDP client, or TSplus HTMLS5 clients.

Linux Workstation: You can use Linux Rdesktop RDP client or TSplus HTMLS5 clients.

Step 2 : Creating users.

After reboot, the TSplus host is almost ready to go. So the first action will be to create users and the AdminTool will help you to do so.
Go to the System Tools tab, then click on "Users and Groups". This will take you to the Local Users and Groups window:
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T TSplus - Administration Console - 12.10.1.23

TSELUS Remote Access Management Console

1 HOME
@ Services

[ aepLicaTIONS

2% Users and Groups

(Ep PRINTER

@ WEB $¢¢ Server Properties

F

Windows System Toolkit

B rarm

2 SESSIONS {==  Local Group Policy Editor
& SYSTEM TOOLS @ Event Viewer

3 Apvancen

{7> ADD-ONS

@57 LICENSE

(:) Reboot the Server
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& lusrmgr - [Local Users and Groups (Local)\Users] - O
File Action View Help

= 27@ 6=

§1 Local Users and Groups (Local) || Name Full Name Desci|| Actions

| Users < .
- Admin
[ Groups y

TS

New User ? X More Actions »

User name: IJOhﬂ I

Full name: I I

Description: I |

Password: I eece |

Confirm password: I eoed |

User must change password at next logon

[ User cannot change password
[ Password never expires
[[] Account is disabled

| Heb | [Crate ][ cose |

Each user must have a logon AND a password. Beware when you create users of the box checked by default: "User
must change password at next logon", if you don't want your user to change his/her password each time, uncheck this
box and check the "Password never expires" or "User cannot change password".

+ For Windows 10 Home users, the process to create users is different, since you will get this error message if you
wish to create users with TSplus:

Open the Start menu and click on Settings, then on Accounts, select the 'Family and other Users' tab, and click on the
'‘add someone else to this PC' button:

& tusrmgr - [Local Users and Groups (Local)] - o X
File Action View Help
== @

A Local Users and Groups (Local)

'g Local Users and Groups

This snapin may not be used with this edition of Windows 10, To manage
user accounts for this computer, use the User Accounts toal in the Control
Panel.
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On the 'How will this person sign in?" window, click on the 'l don't have this person sign-in information' line at the
bottom.On the next window: 'Let's create your account’, click on the 'Add a user without a Microsoft account' line at the
bottom and finally, fill-in the required fields to create your user.

& Settings — (m} X
33 ACCOUNTS | Find a setting y
Your account .

Your family

Sign-in options Sign in with a Microsoft account to see your family here or add

any new members to your family. Family members get their own
Work access sign-in and desktop. You can help kids stay safe with appropriate
websites, time limits, apps, and games.

#amily'&o'ther users Sign in with a Microsoft account

Sync your settings
Other users

Allow people who are not part of your family to sign in with their
own accounts. This won't add them to your family.

ut Add someone else to this PC

Step 3 : Select the most suitable client for your needs.

TSplus complies with Windows RDP protocol. So, any user can connect locally or remotely with a standard Remote
Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully benefit from the TSplus advanced features
(Seamless client, RemoteApp, Universal Printer...) you can use a TSplus generated client or the TSplus Web Portal.

TSplus is a very flexible solution and offers multiple ways to open a session:

¢ Classic Remote Desktop Connection (MSTSC.EXE).

¢ Portable TSplus RDP client which will display a windowed environment for your remote connection that you can
minimize in the Windows taskbar.

e TSplus Seamless client which will only display applications and no desktop.

+ MS RemoteAPP client which will display application using the native MS RemoteApp.

+ Windows client over the TSplus Web Portal.

¢ HTML5 client over the TSplus Web Portal.

These clients give the user the following experience:
With Remote Desktop Connection (mstsc.exe)

+ Connection: The connection is a very standard one. The Universal Printer is not supported with this type of
+ connection. Display: Users will see their session within a Remote Desktop window. This desktop displays the
content of the user’s desktop folder.
If the administrator has assigned specific applications with the AdminTool, only these applications will be
displayed (no taskbar, no Desktop).

TSplus RDP generated client.

This is a unique TSplus solution, it empowers local and remote users to connect using one single dedicated program.
It includes the connection program, the Universal Printing advanced feature, portability with high level of security while
keeping it very simple for the users.

So, it is much better than a classic Remote Desktop Connection. For more information about this client generation, see

this documentation

The TSplus RemoteApp generated Client (or the Seamless one).
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Remote applications will exactly look like any local application. Instead of a classical Remote Desktop window, you will
be free to switch between your local and remote applications without having to minimize a Remote Desktop window.

If your TSplus host does not supports the MS RemoteApp (for operating systems older than Windows 7 or Server 2008,
and that you don't have RDP6), you can use the TSplus Seamless alternative for the RemoteApp technology. For more

information about these clients, see this documentation.

Accessing your TSplus server from a remote location

In order to access your TSplus server from a remote location, you will have to create a port forwarding or port redirection rule of
3389/80/443 ports depending on your preferred connection method. You can change the RDP port on the Home tab:

m TSplus - Administration Console - 12.20.1.27

TSEUS Remote Access Management Console

{X HOME
[ AppLicaTIONS g @
@ PRINTER Computer name: DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
’ o =B )
@ WEB PublicIP 78,
RDP port 3389 The built-in HTTP server is listening on port 80
E FARM m TSplus X The HTTPS server is listening on port 443
o Enter a port number
2 SESSIONS B389 B
canc
® svsTemTooLs @) syste 7:05 PM
ADVANCED
@ @ Version 12.20.1.27 - You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020
(7) Help
English - ~

The 80/443 ports can be changed on the Web Server tab:
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TI TSplus - Administration Console

HOME

APPLICATIONS

PRINTER

@ @ 0 o

WEB

Web Portal

HTTPS

Web Server

Lockout

i

FARM

SESSIONS

SYSTEM TOOLS

& L b

ADVANCED

{7 ADD-ONS

L@ 11CENSE

TSPLUS

Remote Access Management Console

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IIS or Apache for example).

(®) Use the built-in HTTP web server

O Use a different HTTP web server

When using IS or Apache, its HTTP port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTP port 80)

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:

C:\Program Files (x86)\TSplus\Clients\www

Web servers options

Change the HTTP/HTTPS port numbers
Will not change IIS or Apache port settings

HTTP: |80 |

| 54

HTIPS: (443 [2]

Save and Restart Web Server

Select a new Web Server root path

More information about changing communication ports can be found here.

Step 4 : Application publishing and Application Control.

One of TSplus major benefit is the freedom to assign application to user(s) or to a group of users using the AdminTool.

+ If you assign one application to a user, he will only see this application.

+ You also can assign him the TSplus Taskbar, the Floating Panel or the Application Panel to display multiple applications.

¢ You can of course decide to publish a full Remote Desktop if you want to.

Go to the Applications Tab to add, edit, remove and assign Applications.
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Remote Access Management Console

Ay Home - Add Application /" Edit Application Remove Application 9 Assign Application
Select an Application to Edit or Assign users/groups to it

[ ArppLicaTIONS
Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER @ [73] TSplus Remote Taskbar User Assignment  — O X

Microsoft TSplus Remote | Select which users and groups will be able to see and run this
@ WEB Remote Desktop Taskbar application:
O All authenticated users

Published Applications —3
EE ® Specified users and groups

By rarm x
ﬂ G‘ Users and Groups

POF

Foxit DESKTOP-SCVIIVHJohn

2, SESSIONS Notepad
e\ SYSTEM TOOLS

83 ADVANCED

{> ADD-ONS

(@57 LICENSE Add... ‘ ‘ Remove ‘

On this example, the administrator has decided that the user 'John’ will get the TSplus Taskbar. See this documentation
for more information.

Please visit our support pages on our web site where you will find an On-line Guide, video tutorials, a Support Center
with an FAQ and a Forum.

ENJOY your use of TSplus !
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How to identify your TSplus Edition

On the License Tile under the Serial Number, you can see the type of License you purchased as well as your number of
users next to the number of connections:

Tl TSplus - Administration Console - 12.20.1.27 = X

TSELUS Remote Access Management Console

{Y HOME
(@57 Activate your License
[ AppLicaTIONS
E Upagrade Edition or Add Users
(Cp PRINTER
@ wes
License Status
E FARM I <% License Activated - Enterprise edition - 25 users I
o @ Serial Number: P04 757 004 |
L, SESSIONS

é\ SYSTEM TOOLS

83 ADVANCED

Editions
<> ADD-ONS @ System Edition
(@53 LICENSE @ Printer Edtion

[;4 End of support date: 11/14/2021

@ Mobile Web Edition

@ Enterprise Edition

TSplus has merged old licenses into one in order to gain more clarity.

The System and Printer Editions still have the same core features:

L

L
.
.
.
.
L]
L]
L]
L]
L
L

TSplus Administrator Tool (AdminTool),

Concurrent connections support,

Application Control per user and/or per groups,

TSplus Remote Taskbar and/or TSplus Floating Panel,
Remote Desktop access,

TSplus Portable Client Generator,

RemoteApp and Seamless connection clients,

Fully compliant with RDP protocol,

Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,
Local and Remote connection support,

Workgroup and Active Directory users support,
Device/Disk redirection.

The Printer Edition enables you to print from any location, without having to install any specific driver and allows printer redirection.

The old licenses names were the following:

Web Access Edition (Which incorporated connection from any web browser with TSplus HTTP Web Server).

¢ The Secure Web Edition (Which incorporated http + https access with ssh tunneling).
+ The Mobile Web Edition (Which incorporated the Web Access and Secure Web Editions features + HTML5 access

on mobile devices).

They are now merged with the Mobile Web Edition.

The Mobile Edition enables you (in addition to all the System and Printer editions features) to:
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+ Connect from any web browser with TSplus HTTP Web Server,

+ Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH server,
« HTML pages includes Windows and HTML5 web access clients,

« Easily connect from iPhone/iPad and Android devices, also with the TSplus Mobile App,

+ Customize logon web page with TSplus easy-to-use Webmaster Toolkit,

« With TSplus Web Applications Portal, users can access their application list inside their web browser,
¢ Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an e-mail or a pin-

.

code, Universal Printer enables you to print from any location, without having to install any specific printer driver,

The Enterprise Edition includes all of the previous features plus these ones:

+ Support an unlimited number of servers within each TSplus Farm,

¢ Thousands of users working concurrently on a scalable Load-Balanced

+ architecture, Single Enterprise Portal to access all your TSplus servers,

+ Ability to assign one or several Application Server(s) to users or groups

+ of users, Load Balancing and Failover support included.

¢ The Possibility to add an extra-layer of security with the TSplus 2FA Add-On.
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Locating TSplus serial number and activating it

Option One

This will appear on Windows startup :

Thank you for using TSplus, a great product for:
Windows W7, W8, W10, 2008,2012 or 2016

The product includes all options for 5 users and 15 days.

Serial number: P E_—_——

Option Two

Locate the Administrator Tool on your desktop :

o

« If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\TSplus\UserDesktop\files'.

Double-click on it, then click on the license tab.

You can now see the Serial Number :

©TSplus - www.terminalserviceplus.com



Ts SECURE REMOTE ACCESS
I: I—US Terminal Service Plus - Documentation

T TSplus - Administration Console - 12.10.1.23 = X
TSDLUS Remote Access Management Console
Y HOME
(G557  Activate your License
[ aepLicaTIONS
E Buy Now
(P PRINTER
@ wes
License Status
E FARM @-E Trial license 6 days - Enterprise edition - 5 users
Serial Number: P
2 SESSIONS o]
K SYSTEM TOOLS
$83 ADVANCED
Editions
&2 ADD-ONS @) system dition
@3 LICENSE @ Printer Edtion
@ Mobile Web Edition
@ Enterprise Edition
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Activating your license

When you order a license, connect to our Licensing Portal and enter your Email Address and your Order Number:

Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number
Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order

Serial

Number (PXX XXX XXX) Please type the Serial Number

TSplus v | Please type the Software

Show license

S 1™ ™ i

Partners / Resellers

Download the Customer Portal User Guide for more information about how to use it.

When you will get your license.lic file, then, on the Admin Tool, click on the "Activate your license" tile:
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T8 TSplus - Administration Console - 12.10.1.23

HOME

APPLICATIONS

WEB

B & @& 0O 2
2
E

2, SESSIONS
!!\ SYSTEM TOOLS
§83 Aovancen

{b ADD-ONS

TSPLUS

Remote Access Management Console

(557 Activate your License

E Buy Now

License Status

@h Trial license & days - Enterprise edition - 5 users

ﬁl Serial Number: P

Editions

@ System Edition

@ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

Tl Activation

What do you want to do?

Activate License (license.lic file)

Extend Support period (support.lic file)

Installing your license

select the place where you did store this license.lic file

When you did place your order, a license file named 'license.lic'
has been created for you. To activate the product you have to

Locate your license.lic file, then open it, your license is activated!

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

n TSplus - Administration Console - 12.10

1 HoME

[ AappuicaTioNs
(Ep PRINTER

@ wes

By rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ADVANCED
{> ADD-ONS

(@57 LICENSE

TSPLUS

Remote Access Management Console

(©57  Activate your License

34

License Status

O

o]
at

Upgrade Edition or Add Users

Licensing
License Activated - Enterprise edition - 25 users The license has been successfully activated!
Serial number: PN
Serial Number: | P l

End of support date: 11/14/2021

License Activated - Enterprise edition - 25 users

Editions

©0 006

System Edition

Printer Edtion

Mobile Web Edition

Enterprise Edition
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Activating your support license file

The 8.20 version of TSplus introduced a new and easy way to handle your annual support contract.
Please update your version to the latest release before following this procedure.

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and tutorial support.
The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and updates.

The update code is requested once a year to be able to apply the Update Release patch. It is delivered by our support

team on demand.
This update code is now replaced with a support.lic file that you can activate in the licensing tile of the Admin Tool.

We are investing every day to enhance TSplus and to fix all known issues. So, we recommend all our customers to keep
their TSplus installation updated. The annual fee is not expensive and is available on our Store Page.

Step One

Locate the Admin Tool on your desktop :

o

Double-click on it, then click on the license tile.

« If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\TSplus\UserDesktop\files'.

You can now see the Serial Number :

TI TSplus - Administration Console - 12.10.1.23 - X

TSECUS Remote Access Management Console

1) HOME
(G573  Activate your License
[ AappLicaTiONS
; Buy Now
(P PRINTER
@ wes
License Status
E FARM @U Trial license 6 days - Enterprise edition - 5 users
£, . P
o |+] Serial Number:
2, SESSIONS

Q\ SYSTEM TOOLS

i§3 ADVANCED

Editions
{> ADD-ONS @ System Edition
(@57 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

Step Two
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Connect to the Licensing Portal by entering your Email address and your Order Number:

Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number

Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order
Serial Number (PXX XXX XXX) Please type the Serial Number

TSplus v | Please type the Software

Show license

HEII®E ™0l

Partners / Resellers

Download the Customer Portal User Guide for more information about how to use it.

You will get a Support.lic file.

Step Three

Click on the "Activate your license" tile:
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T TSplus - Administration Console - 12.10.1.23 = X
TSPLUS Remote Access Management Console
1 HOME
(557 Adtivate your License
[ aepLicaTIONS
E Buy Now
(Ep PRINTER
@ wes
License Status
E FARM % Trial license 6 days - Enterprise edition - 5 users
o ﬁ Serial Number: P
2, SESSIONS
K SYSTEM TOOLS
$83 ADVANCED
Editions
P ADD-ONS @ System Edition
@3 LICENSE @ Printer Edtion
@ Mobile Web Edition
@ Enterprise Edition

Then select "Extend Support period™:

T} Activation

‘What do you want to do?

Activate License (license.lic file)

Extend Support period (support.lic file)

Extending your support period

select the place where you did store this support.lic file

When you did place your order, a support file named ‘support.lic
has been created for you. To extend your support period you have to

Then locate your Support.lic file and open it in order to activate it!

Your support period has been successfully extended!

Licensing X
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Updating Terminal Service Plus

Our development team is working on a daily-basis to ensure the stability and compatibility of TSplus with the latest
versions of Microsoft Operating Systems and the latest Updates.
We are proud to provide you with new features and enhancements every week.

This is why it is recommended to keep your server up to date.
By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

= You can check the status of your TSplus release on the Home tab of your AdminTool:

Tl TSplus - Administration Console - 12,60,1.4 - X
TSELUS Remote Access Management Console
1t HoMmE
[ appuicaTiONs I:I @
@ PRINTER Computer name: WIN-ATLOOCNOESE http:/flocalhost
Private IP 192,168,
oo b
®© w Public IP 76,193,
RDP port 3389 /’ The built-in HTTP server is listening on paort 80
E FARM Connections: 1 The HTTPS server is listening on port 443
Q Session Manager
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Currently running (no issues found yet)
€83 Aovancen -
® Version 12,60.1.4 - Version 12,60,1,13 @ Read changelog
Gap ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
@57 LICENSE
(&) Endof support date: 7/11/2022
) Hel
English A <) P

+ You can then click on it. Since TSplus 11.50 version, the AdminTool automatically downloads...:

Tl Update Release X

Downloading Update Release...

100 %

...and applies the Update Release program when requested:

Update Release

The download of UpdateRelease.exe program has been completed.
It has been saved in: C:\Users\admin\Downloads

Would you like to apply it now?

Yes No
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You still can download it via this link: Update Release and apply it manually.

The Update Release program is designed to keep your current TSplus settings safe.
It is not required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has expired, you will not be able to run the
Update Release program:

@ TSplus Update Release program 12.60 - X

Update License
Do you own the right to run this Update program?

We are investing every day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

If not yet done, you can subscribe it, or renew it now.

(@) agree with the above terms and condttions (Ol do not agree

INext>]‘Exit>

In such case, we advise you to place your order on our Store Page.
You will receive back the proper information to download your support.lic file. Activating your Update/Support services is
an easy process described here.

When the update is finished, a reboot is required:

(L Update - TSplus version 12.60.1.4 —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer. Would you like to restart now?

(®@Yes, restart the computer now

(O No, I will restart the computer later

Just for specific requirements, the TSplus Support team can deliver an Emergency Update code which will unlock the
Update Release program.
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@ TSplus Update Release program 12.60 - X

Welcome to TSplus =SrTE
Update Release program 12.60 TS

The Support/Update service is not subscribed or renewed on this system.
Please subscribe it now or contact us for more information.

In case of emergency, our support team can create for you an Update Code.

Emergency Update Code: 1

TSplus: click Next to continue. | Next> | .v Bt >

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security Add-On, in its
Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

(3 TSplus - Security Add-On option = X
TSplus Advanced Security TS S

TSplus Advanced Security provides you with 6 major server protections:

Prevents foreign attackers from openning a session.
- Prevents users from connecting at night.

Avoids bruteforce attacks.
- Protects against ransomware attacks.

Provides highly secured user environment.
- Restricts access per device.

Do you want to install a free trial of TSplus Advanced Security now?

F install Securty AddOn | " Donotinstal
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If you wish to upgrade your current version of TSplus, in order to add more users or more features, click on the "Upgrade

Edition or add users" button on the License tab:

T TSplus - Administration Console - 12.20.1.27

TSELUS

Remote Access Management Console

1 HOME

(&7 Activate your License
[ AppLicaTiONS

:-_ Upgrade Edition or Add Users
(Cp PRINTER
@ wis

License Status
E FARM @? License Activated - Enterprise edition - 25 users

o [3 Serial Number: -

2, SESSIONS

E].l End of support date: 1/28/2020
% SYSTEM TOOLS

83 ADVANCED
Editions

x» ADD-ONS @ System Edition
(@57 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition

On the displayed window, you can see which edition you currently have and your number of users. Below is your

Upgrade License Code:

Upgrade License Code

Your cument License:
Mobile
9999

Edition:

Users:

Your Upgrade License Code:

U I

Check Upgrade Price

—_

When you click on the "Check Upgrade price" button, the following webpage opens and you can choose which edition
you wish to upgrade to, with the number of users, for example here, from a Mobile Web Edition to an Enterprise version:
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Upgrade Edition or Add Users to your TSplus license

‘;\ Support & Updates “ Upgrade existing License

1. What is your current TSplus license

- ) Your existing TSplus license

Edition Number of Users
Mobile Web * 3 Y
2. What TSplus license would you like
- f Your upgraded TSplus license $165
Edition Number of Users
[Enterprise v | (5 v

3. Your TSplus Upgrade License Code:

2 n Your details

Enter your Upgrade License Code: (%)

Enter your Email to receive your new license file:

It will display your Upgrade License Code

please send an emall to sales@terminalservicepius.com

{*) Upgrading a TSplus server requires an Upgrade License Code which you can get from your existing TSplus server.
Download now and run this Upgrade License Code generation program on your existing TSplus server,

It you have any question for TSplus Sales team, regarding release information, licensing or any other sales inquiries:

If you have a version 7.xx or below, go to the store page on our website and download the Upgrade License Code

generation program, in order to get your Upgrade License Code.
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Securing a Terminal Service Plus server

Overview

Securing any server is a never-ending story where every expert could add another chapter.

TSplus benefits from and is compatible with existing security infrastructure in a company (Active Directory, GPOs,
HTTPS servers, SSL or SSL telecommunication systems, VPN, access control with or without ID cards, etc).

For customers who want to easily secure their servers, TSplus offers a set of simple and effective ways to enforce good

levels of security.

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The

default one is 3389.
You can choose any arbitrary port, assuming that it is not already used on your network and that you set the same port

number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set,
the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server. On the Home tab, click on the pencil button next to the "RDP Port™:

Remote Access Management Console
{ HOME
[ AappuicaTiONs Q @
(Ep PRINTER Computer name: DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
: > oo
@ WEB PublicIP 78.
RDP port 3389 The built-in HTTP server is listening on port 80
B rarm T} Tsplus X The HTTPS server is listening on port 443
o Enter a port number
2, SESSIONS B3sg =
cance
Q) svsTEm T00LS @ syt 7:05 PM
ADVANCED
£§3 @ Version 12.20.1.27 - You are using the latest version
{7> ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020
) Help
English - =1

Change the RDP port and save.

Server side security options

The AdminTool allows you to deny access to any user that is not using a TSplus connection program generated by the administrator.
In this case, any user that would attempt to open a session with any Remote Desktop client other than the TSplus one (assuming he
has the correct server address, the port number, a valid logon and a valid password) will be disconnected automatically.
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The administrator can decide that only members of the Remote Desktop User group will be allowed to open a session.
The administrator can decide that a password is mandatory to open a session.

Through setting the applicable local Group Policy, the administrator can specify whether to enforce an encryption level
for all data sent between the client and the remote computer during a Terminal Services session.

If the status is set to Enabled, encryption for all connections to the server is set to the level decided by the administrator.
By default, encryption is set to High.

The administrator can also set as a rule that only users with a TSplus connection client will be able to open a session.
Any incoming access with a standard RDP or a web access will be automatically rejected.

Sessions Permissions

You can find multiple advanced security options if you click on the Sessions - Permissions tab:

TI TSplus - Administration Console - X
TSEUS Remote Access Management Console
{ HOME
Microsoft Remote Desktop Client Restrictions
[[] Deny access from Microsoft RDP client
[ AppLicaTIONS
D Deny access from Outside (only LAN)
(ep PRINTER
Server advanced security options
@ WEB E] Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
E FARM I:I Block all incoming access to this server

E] Disable UAC and enhance Windows access
SESSIONS [ Allow Windows Key
E] Allow only users with, at least, one assigned application

Allow CUT/PASTE within a session

Do

Settings
Permissions

Elient Generator Web Portal Access Restrictions

(® No Restriction
& svsTEmT00LS

O Web Portal Access is mandatory for everyone
O Web Portal is mandatory, except for Admins

83 ADVANCED
D Prohibit the Web Portal for Admins accounts

{> ADD-ONS

(@57 LICENSE

Allow access from Microsoft RDP client for everyone: Allows every user to connect using mstsc.exe.

Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect using mstsc.exe.

Deny access from Microsoft RDP client: Prevent anyone to be able to connect using mstsc.exe.

Deny access from Outside: It means that only private IPs from LAN will be able to open a session.

Limit access to the members of Remote Desktop users: This limit applies only to this local group of users

(which you can see by clicking on the Users and Groups tile.

+ Encrypts end-to-end communications: High Encrypts client/server communication using 128-bit encryption. Use
this level when the clients accessing the terminal server also support 128-bit encryption.

+ Block all incoming access to this server: All alive sessions will remain active, while all incoming connections
attempts will be blocked. Make sure that you can physically access the console of the server if you check this box.
Do not use this option if your server is hosted on a Cloud environment.

¢ Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls, remove all unwanted
security pop-ups from Windows. users limitation (messages) while launching applications.

¢ The "Allow Windows Key" box allow the use of the Windows keys and combinations inside a TSplus session.

+ Allow only users with, at least, one assigned application: User with one application and more are allowed to open a
session.

+ Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V commands

* ® 9 9 9
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Web Portal Access Restrictions

+ No Restriction

+ Web Portal is mandatory for everyone: users can only connect via the Web Portal.

+ Web Portal is mandatory, except for Admins: users can only connect via the Web Portal, except Administrators.
« Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web Portal.

Hiding the server disk drives:

The AdminTool includes a tool that enables hiding the server disk drives to prevent users from accessing folders
through My Computer or standard Windows dialog boxes. On the Sessions - Settings tab, click on "Hide Disk drives" :

Tl TSplus - Administration Console - 12.20.1.27 = X

TSPELUS Remote Access Management Console

Y HOME

@ Session Management settings
[ aepLicaTiONS

m Session Opening Preference
(P PRINTER
@ wes
E FARM D Open Files on Client Side
2, SESSIONS (3 Open URLs on Client Side

Settings

Permissions

Client Generator Hide Disk Drives

%

ék SYSTEM TOOLS
83 ADVANCED
Q Seamless color settings

{> ADD-ONS

(@57 LICENSE

This tool works globally. This means that even the administrator will not have a normal access to drives after the settings
have been applied. On the example below, all drivers have been selected with the "select all"* button, which will check all
the boxes corresponding to drives that will be hidden to everybody:
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-
Hide server drives

Disk A\ Disk N:\
Disk B:\ Disk O:\
Disk C:\ Disk P:\
Disk D:\ Disk Q:\
Disk E:\ Disk R:\
Disk F:\ Disk S:\
Disk G\ Disk T:\
[¥] Disk H:\ [¥] Disk U:\
Disk I\ Disk V:\
Disk J:\ Disk W:\
Disk K:\ Disk X:\
Disk L:\ Disk Y:\
Disk M:\ Disk Z:\

[ Hideselected drives |

[ Selectal | [ Unselectal |

Notes: This functionality is powerful and does not disable the access to the disk drives. It just prevents the user to display it.

The tool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root folders and users list in

Document and Settings.

If the administrator wants to see these files he must:

1. Type the disk drive letter. For example: D:\ which will take you to the D: drive.
2. Turn on SHOW HIDDEN FILES AND FOLDERS in the folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on
the Advanced tab of the AdminTool, under the Product Settings:
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n TSplus - Adminis

TSEUS Remote Access Management Console

1 HoME
@ Backup / Restore your Server Parameters
[ aepLicaTiONs
Advanced Settings
(Ep PRINTER
% Product Name T4 TSplus - Edit Setting X
v Sec‘{"ty Administrator pin code AT 2
@ WEB . Session Use RDS role ministrator pin c
AdminTool background co s
. Description:
E FARM AdminTool Language - = — =
AdminTool will ask for a password if this value is not empty.
2 SESSIONS
& svsTEmMT00LS
@ ADVANCED Value:
[1234]
{> ADD-ONS

TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can launch on the Add-Ons tab:
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TI TSplus - Administration Console = X
TSELUS Remote Access Management Console
1 HOME
G’ TSplus Advanced Security - Protect your server
[ AppLicATIONS
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ wes
E FARM @ Two-Factor Authentication - Confirm your users’ identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
& SESSIONS Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.
Q\ SYSTEM TOOLS
@ ADVANCED @ ServerGenius - Monitor your server
{:} ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, /O, Disks).
Track changes, resources usage and events with real-time email alerts.
@57 LICENSE
Which brings powerful features, documented on this page.
@ TSplus Advanced Security = X

© 0 X & L »

+
‘0

® ® ® 0 N

HOME

EVENT VIEWER

HOMELAND

BRUTEFORCE

IP ADDRESSES

PERMISSIONS

WORKING HOURS

SECURE DESKTOPS

ENDPOINTS

RANSOMWARE

SETTINGS

LICENSE

TSplus Advanced Security - Ultimate Protection

Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

21 Oct 16:52:53

©

Alogon request has been granted for user WIN-A1LOOCNOES6\Laura because WIN-A1LOOCNOES6E\Laura is whitelisted

21 Oct 16:52:53

=l

A connection has been authorized for user WIN-A1LOOCNOES6\Laura from computer because this feature is not
enabled for this user

21 Oct 16:52:53

+

+

No session configuration was applied to user's session WIN-A1LOOCNOES6\Laura because the feature is not enabled
for WIN-A1LOOCNOES6\Laura

21 Oct 16:52:53

-
+

+

No session configuration was applied to user's session WIN-A1LOOCNOES6\Laura because the user is whitelisted

@)
©
@
©
i

21 Oct 16:52:36

&

Protection against Ransomware is up and running

(©)  system audit - No issue found on 10/21/2019 5:09:36 PM
@ Version 4.3.10.16 - You are using the latest version

(©)  Tial License 10 days - Uttimate Protection edition

English
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Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus Web Portal.

Protect your account with 2-step
verification

Display the verification code using an authentication app

1. Open the authenticator app on your mobile phone.
2. Scan the QR code displayed below:

Or recelve your verification code via SMS

1. Type your phone number below, using the international
phone numbers format (e.9. +14155552671)

L]

2. Click Send SMS button to register your phone number and
receive your verification code

| Receivesms |

Validate your verification code

I J

[ Validate I

X

More information on this amazing new feature can be found on this page.

SSL Certificates

SSL Certificates process is detail on these pages:

- HTTPS, SSL & Certificates Tutorials.

- TSplus provides an easy-to-use tool to generate of a free and valid SSL certificate: Free and Easy-to-install SSL Certificate
- Choose your Ciphers Suites to enhance Security.

TSplus access program security options:

The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:

+ A specific PC name. It means this program will not be able to start from any other PC.

« A physical drive serial number (PC HDD or USB stick). This is a very easy and powerful way to set a high level of security.
The only way to connect is with a specific client, and this specific client can only start on a specific USB stick or PC HDD.
Some of our customers are delivering fingerprint-reading USB sticks to each of their users and each generated

program is locked to the device serial number.
This way, they can restrict access to the client's program itself, as well as ensuring it cannot be copied off the USB

stick and used elsewhere.
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Windows Client Generator

General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing
Advanced client security options

[JLock it on PC name
& [wivaiLoocNoese |

[[JLock it on serial number
303119124 |

These settings apply to all kind of connection client:

- Remote Desktop client

- Seamless client

- RemoteApp client
Time limit: Disable this generated client after some days for exemple 15 days)
Number of days from the first use date of this generated client

[[] Deny user from saving credentials
[[] Save usemame only
[[] Encryption V2

Client location:  |C:\Users\Admin\Desktop |

Create Client

Client name: Iiohn.conned I

For more security feature informations, check TSplus Portable Client Generator documentation and our FAQ.

©TSplus - www.terminalserviceplus.com



I s p Terminal Service Plus - Documentation

Long Term Support versions

Customers who have subscribed to TSplus Support & Update Services and are not interested in TSplus latest features
and improvements can install a TSplus LTS (Long Term Support) version.

TSplus LTS (Long Term Support) version extends the period of software maintenance; it also reduce the frequency of software
updates to reduce the risk, expense, and disruption of software deployment, while promoting the dependability of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest release is always the best solution available to our
customers: all known bugs are fixed and new features are available very often.

A new major TSplus version is released at the start of every year: TSplus 11 in January 2018, TSplus 12 in January
2019 and so on, as shown in the diagram below.

10'\9 07' 7,07* 107:)’

TSplus LTS 11

TSplus LTS 12

TSplus LTS 13

Starting January 2019, TSplus is also available in a Long Term Support version, named "LTS". Every year, TSplus will
publish a stable LTS version which will be supported for 2 years.

Benefits and Limitations of TSplus LTS
TSplus LTS has several benefits:

No updates except for security fixes and Windows updates
compatibility No changes in behavior and no changes in
features when you update Less risk when updating between
two minor versions of a given LTS Supported for 2 years

TSplus LTS also has limitations and constraints:

+ Customer must purchase Support & Update Services (a license cannot be activate without active Support & Update Services)
+ No new features at all (compared to TSplus standard version which constantly receives a lot of updates and new features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-art solution.

TSplus LTS Links
TSplus LTS 11 (supported from 2018-12 to 2020-12):

+ Changelog
« Setup (to install TSplus on a new server)
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+ UpdateRelease (to update an existing TSplus installation)
¢ LTS Documentation
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Server Management

On the Home tab of the AdminTool, you can see all the needed information about your TSplus server:

Tl TSplus - Administration Console

TSEUs Remote Access Management Console

) HOME
[ AppLicaTIONS g @
@ PRINTER Computer name: WIN-A1LOOCNOES6E http://localhost
Private IP 192.168.
. Bl e O
@ WEB PublicIP 78.193.
RDP port 3389 f The built-in HTTP server is listening on port 80
E FARM Connections: 1 The HTTPS server is listening on port 443
& Q Session Manager
2 SESSIONS
e\ SYSTEMTOOLS (2)  system Audit - No issues found on 1/7/2020 4:27:20 PM
ADVANCED -
@ @ Version 12.60.1.4 - You are using the latest version ()! Read changelog
{7 ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
@57 LICENSE
@ End of support date: 7/11/2022
(7) Help
English - &

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default one is 3389. You can choose any arbitrary port, assuming that it is not already used on your network and that
you set the same port number on your firewalls and on each TSplus user access programs.

TSplus includes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the RDP
will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure all incoming connections on the
port chosen are forwarded to the TSplus server.
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n TSplus - Administration Console - 12.20.1.2

TSECUS Remote Access Management Console

1 HoME
[ AppLicaTiONS g @
(Cp PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
, b0 D
@ WeB PublicIP 78,
RDP port 3389 The built-in HTTP server is listening on port 80
B rarm T} Tsplus X The HTTPS server is listening on port 443
o Enter a port number
L, SESSIONS )
coee
Q svsTemT00LS @ syste B oS
ADVANCED
& (©)  Version 12.20.1.27 - You are using the latest version
{> ADD-ONS
@ License Activated - Enterprise edition - 25 users
(@57 LICENSE
(©)  End of support date: 1/28/2020

@ Help

English b

Management of users and sessions

The session manager is located right below the RDP port:
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T TSplus - Administration Console - 12.20.1.27

TSE S Remote Access Management Console

1 HOME
[ AepLicaTiONS G
(P PRINTER Computer name: DESKTOP-SCVIIVH
Private IP 192.168.1.22
@ WEB PublicIP 78,
RDPport 3389 /'
E FARM Connections: 1 Q
2 SESSIONS
% SYSTEM TOOLS (2)  system Audit - No issues found on 1/28/2019 11:39:01 AM
ADVANCED
@ @ Version 12.20.1.27 - You are using the latest version
> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(©)  End of support date: 11/14/2021

English >

®

http://localhost
=l E)

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

@ Help

You can display your server's task manager, and you have the possibilities to active a remote control, disconnect, logoff

or send a message to your users.

User Sessions

-x

ID  User Domain Status Session

1 Administrator Active Console
RDP-Tcp#0

3 julia Active RDP-Tcp#1

Client Name Client Address

ADMIN-PC 192168.1.212
DESKTOP-PRDBQT3  192.168.1.244
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You can activate the remote control via a remote session with an admin account on the following Operating Systems:

Windows Server 2008 R2
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows 7

Windows 8.1

Windows 10 pro and above

® o @ ° ¢ o 2

On Windows XP, 2003, Vista, and 2008 there is no remote control button.
On Windows 2012 and 8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user's session, this message appears, indicating the keyboard shortcut to end the session:

Session Manager

¥’ keyboard, plus the Ctrl key.

(Ctrl + *to end the session)

y To end this remote control session, press the * key on the numeric

==

On the client side, this message appears to accept the remote control:

Remote Control Request

remotely.
Do you accept the request?

admin-PC\Administrator is requesting to control your session

ve |

You can also send a message to your user:
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- R
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active RDP-Tcp#0 ADMIN-PC 192.1681.212

[%%] Session Manager- Send Message

Message title:

Message fromAdministrator

Message:

Hello,

Can you please disconnect your session?

Message sent on Server Side
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| Shared Folder

i test

Hello,

Can you please disconnect your session?

Message appearing on Client Side

The Users and Groups tab allows you to add/edit or delete users.
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T TSplus - Administration Console - 12.10.1.23

)
(]
=
®
5]

o
(=]

Q
&
<

TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

(57 LICENSE

Remote Access Management Console

@ Services

2% Users and Groups

¢¢¢ Server Properties

F

Windows System Toolkit

Local Group Policy Editor

Event Viewer

(@

(:) Reboot the Server

See this documentation for more information.

» With the Session Management Settings (GPO) tab, you can set various connection settings for each session and user:

T} TSplus - Administration Console - 12.20.1.27

= X

o B & @ O o

&
&
@

TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

FARM

SESSIONS

Settings
Permissions

Client Generator

SYSTEM TOOLS
ADVANCED

ADD-ONS

@5 LICENSE

Remote Access Management Console

@ Sesslon Management settings

m Session Opening Preference

[} open Files on Client Side

(=) Open URLs on Client Side

&) Hide Disk Drives

@ Seamless color settings
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Session Management options

Session Time limit settings

- Terminate any disconnected session after

- Maximum time allowed for any user session
- Maximum time for any inactive / idle session

- All disconnected sessions will be immediately teminated

User Reconnection options

- The user must reconnect from the same device

Session Management and Local Group Policies (GPO)

- Only one session per user: The second session will capture the first one
- Only one session per user: The second session will be logoff

- Multiple session per user: At each logon the user will open a new session

60000 Miliseconds

Never Minutes

Never Minutes

O
O
@)
@
O
%]

-on W10 or 2016 server: To speed up user logon, you can disable "Per user services'

Start the Local Group Policies Management Console

Windows Server 2016 introduced a new "Per user service", which makes services start all processes per users, which

slows the users logons time.

Since TSplus 11.70 release, you can disable per user services in order to speed up users logons.
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Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

+« Microsoft Remote Desktop.

The user will see the full Windows Remote Desktop in the session.

e TSplus Taskbar.

Any application, folder, shortcuts, documents... copied on the user's Desktop folder will be published with the
TSplus Remote Taskbar.
In this case, the user does not have any access to applications other than those decided by the administrator.
Application Control has a much finer grain.

¢ The Floating and Application Panels.
All the applications can be published on a mini drop-down list or on a folder which you can customize.

+ Assigning one, two, three, or more specific applications to a user/group.

In this case the user will only see their assigned applications when opening a session.

There is a priority rule to remember: The Microsoft Remote Desktop has the highest priority, then the TSplus
Taskbar, then specific applications.
If a user has a specific application assigned and TSplus taskbar or Microsoft Remote Desktop, they will not see the

specific application because they have a lower priority.

Managing Applications using the Admin Tool

You will add, edit or remove applications using the AdminTool, by clicking on the "Applications" tab -> "Publish":

TI TSplus - Administration Console

TSPLUS

{Y HOME

] AepLicATIONS

Publish

Users

(Cp PRINTER
@ wes

By rarm

2, SESSIONS
K SYSTEM TOOLS
83 ADvANCED
{7> ADD-ONS

(57 LICENSE

Remote Access Management Console

-}~ Add Application Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

@ G B O

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

Published Applications

4 @B 9

Notepad Foxit OpenOffice

Remove Application

Assign Application

Select an Application to Edit or Assign users/groups to it
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Click on the "Add Application" tile in order to publish an app:

T8 New Application = X
Path/Filename:

IC:\Program Files (x86)\Foxit Software\Foxit Reader\FoxitReader.exe I ’:—f
Start Directory:

IC:\ngram Files {x86)\Foxit Software\Foxit Reader I E |
Display Name:

IFoxit Reader l

Command line option:

I |

Window State:

Default (Maximized if single application on Web/Mobile client) v

Folder:

ftopdevel) v | |©)]
Save Test Cancel

1. Foxitis published as an example. To publish an application, click on the "Add application" button, then locate the path
of the executable of your application by clicking on browse, then set a name for this application in the dedicated field.

. You must click on the "Save" button to store any modification.

3. After declaring a new application, we recommend to use the "Test (start selected)" button to check that the
application is functional before assigning it to your users.

4. You can specify for each application if it will be launched maximized, minimized, assigned to all the users or if
it will be hidden after launch.

5. You can add a command line option if you need to add some extra parameters which are usually set in the
shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish your applications.
(See below for more information) By default, they are published on the top-level folder.

N

Note: You can change the orders of applications by clicking on the left or right arrows, next to the "Assign Application” button:

—{—- Add Application /" Edit Application ¢ Remove Application <

0

.- Assign Application

v

Managing Applications Folder using the Admin Tool

You can add, edit or remove Applications Folder on the same dashboard.
First by publishing an application, then by clicking on the "+" button at the bottom-right under the "Folder" selection:
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TI New Application - %
Path/Filename:
IC:\Program Files {(x86)\Foxit Software\Foxit Reader\Foxit Reader exe ] @

Start Directory:
|C:\Program Files (x86)\Foxit Software\Foxit Reader ] [_—B:]

Display Name:
|Foxit Reader

Command line option:

Window State:
]Defa.ll!(MaxirizedfshgieanpicaﬁononWeb/Mobiedem) o
Folder:

topieve)

Then enter the name of your new folder:

J

X

n New Application =
Path/Filename:
IC:\Program Files {x86)\OpenOffice 4\program'scalc exe

Start Directory:
C:\Program Files (xgg Tl TSplus - New Folder X

l

w

[

Display Name:
Folder name:

Spreadsheets
(Please use only letters, digits, spaces, dots, hyphens and

Command line opti¢  underscores)

Ll

Window State:

Defautt (Maimized i Save I Cancel

Folder:

topevel)

The Folder then appears under your published Applications:

|0ffice Programs| |

(L RIAIRIRN

:
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TI TSplus - Administration Console - 12.50.9.18

TSELUS Remote Access Management Console

Y Home - Add Application /" Edit Application Remove Application 2 Assign Application
] AepLicATIONS Seiect an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel

Publish @

Users S
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel

PRINTER
Published Applications

=
@ wes aﬂ /

Notepad Office Programs
By rarm

2 SESSIONS
é\ SYSTEM TOOLS
83 ADvANCED
> ADD-ONS

(@57 LICENSE

Double-click on it to see, edit or remove each published application:

+ Add Application / [Edit Application Remove Application Assign Application
Select an Appiication to Edit or Assign users/groups to it

Published Applications - Office Programs
= I~ = |
J=2) = jS)

Spreadsheets Writer Presentations

Each time you publish an application, you can select or create the folder in which it will be published:

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

Databases Settings

Path/Filename:

IC:\Program Files 86)\OpenOffice 4\program‘sbase exe

Start Directory:

[C:\Program Files (x86)\OpenOffice 4\program

Display Name:

l Databases

Command line option:

l

Window State:
Default (Maximized if single application on Web/Mobile client)
Folder:

Sales

opdevel
Office Programs
Sales
Web

— T L

You can then assign the Folder to users or groups as an application, and publish it, like any application with the TSplus
Remote Taskbar, the The Floating Panel and Application Panel or the Web Portal. Here is an example, with the Floating

Panel:

See this documentation for more information on applications assignments.

Important remarks

+ After installation, the default setting is: Any RDP user will see the complete Microsoft Remote Desktop.

¢ The TSplus Taskbar publishes all shortcuts copied in the user's Desktop folder. When selecting TSplus Remote
Taskbar, you can request to automatically copy any of the shortcuts available in the All Users Desktop folder
and/or, to automatically create shortcuts from applications assigned to the users with Application Control.

See this video on how to publish applications.
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Assigning Applications to Users or Groups

Overview

Once you have published some applications, you can publish them to one or more users and/or groups.
To do so, double-click on the application you wish to assign or click on the application, then on the "Assign Application" tile:

TI TSplus - Administration Console - 12.20.1.27

= X

TSPLUS

B

HOME

APPLICATIONS

a

Publish

Users

PRINTER

WEB

B & o

FARM

SESSIONS

£ e

SYSTEM TOOLS
83 ADVANCED
{> ADD-ONS

(@57 LICENSE

Remote Access Management Console

-/~ Add Application L,é" Edit Application

Desktop, Taskbar, Floating Panel and Application Panel

; O &
L 0 0
Microsoft TSplus Remote FloatingPanel Application

Remote Desktop Taskbar Panel

Published Applications

— A
> S
Notepad OpenOffice

¢ Remove Application

=

Desktop folder

< > 2 Assign Application

Select an Application to Edit or Assign users/groups to it

The following window will be displayed. It allows you to assign applications to a selected user or group:
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TSEUS Remote Access Management Console

{r HOME -}~ Add Application Edit Application Remove Application 5 Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ m { 4

Users
Microsoft TSplus Remote FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel
(Ep PRINTER o X

[ Microsoft Remote Desktop User Assign... —

Published Applications | Select which users and groups will be able to see and run this
j . e application:
wes ~ G :
@ 2 (O Al authenticated users
Notepad Foxit (o] Offi
aepa 22, DEDSIVES (® Specified users and groups

E FARM Users and Groups
DESKTOP-SCVIIVH\John
2, SESSIONS

Q) svsTEm T00LS

83 ADVANCED

> ADD-ONS

@57 LICENSE ‘ Add... Remove

How to Assign an Application to a user (or a group)

You can either assign an application for all authenticated users or to specified users and groups. If you wish to assign an
application to a specific user or group, just click on "Add", then enter the name of the user or group you wish to assign
the application: On this example, Foxit will be assigned to the Remote Desktop Users Group. Click on 'Ok™:
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n TSplus - Administration (

TSECUS Remote Access Management Console

ﬂ ONE Add Application " Edit Application < Remove Application 4 > © _ Assign Application
=v

[ AepLicaTiONs Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

Publish @ Ij ('lA

Users
Microsoft TSplus Remote FloatingPanel Application Deskp~~*~1=
Remote Desktop Taskbar Panel E‘ Foxit User Assignment - O
PRINTER
@ Published Applications Sele("t w_hi(h users and groups will be able to see and run this
A application:
@ WEB .ﬂ Q e (O Al authenticated users
Notepad Foxit OpenOffice @) Specified users and groups
FARM
E Select Users or Groups X
& SESSIONS Select this object type:
|Users or Groups | | Object Types... |
% SYSTEM TOOLS From this location:
IDESKTOP-SCVIIVH I | Locations... |
@ ADVANCED Enter the object names to select (examples):
Remote Desktop Users| | Check Names |
{-> ADD-ONS
@3 LICENSE Advanced... | [ ok ]| cancel |
l Save ‘ ‘ Cancel I
Then on Save:
“J Foxit User Assignmen -
1 Foxit User Assig t O X

Select which users and groups will be able to see and run this
application:

(O Al authenticated users
@ Specified users and groups
Users and Groups

DESKTOP-SCVIIVH\Remote Desktop Users

Add... ’ ‘ Remove ’

Save 1 Cancel ) ‘

Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or per group, by clicking
on the "Select a User/Group" tile, then entering its name:
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Splus - Administration Console - 12

a s

BH & m

£

ey

o)

TSPLUS
HOME

APPLICATIONS

Publish

Users

PRINTER

WEB

FARM
SESSIONS
SYSTEM TOOLS
ADVANCED

{> ADD-ONS

LICENSE

Remote Access Management Console

‘°¢ Select a User/Group

Select a user/group to display and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel

D B Microsoft Remote Desktop
l:”ETSplus Remote Taskbar
E”!‘_:] FloatingPanel
DDApplication Panel

[J ™ pesktop folder

Published Applications

D ﬂ Notepad
OB Foxit
[:] s OpenOffice

Select User or Group X
Select this object type:

[UserorGroup l | Object Types... |
From this location:

| [DESKTOP-SCVIIVH || Locations.. | |

Enterthe object name to select (examples):

Front Office| | Check Names |

[ Advanced... | [ ok ]| cancel |

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and OpenOffice where all assigned to

the group "Front Office":

Tl TSplus - Administration Console - 12.20.2.4

a s

H & i

&

0

TSPLUS

HOME

APPLICATIONS

Publish

Users

PRINTER

WEB

FARM
SESSIONS
SYSTEM TOOLS

ADVANCED

> ADD-ONS

(@57 LICENSE

Remote Access Management Console

2 Select a User/Group

Applications assigned to Group DESKTOP-SCVIIVH\Front Office

Select a user/group to dispiay and change applications assigned to it

Desktop, Taskbar, Floating Panel and Application Panel
EB Microsoft Remote Desktop
D |3]TSplus Remote Taskbar
[:, lﬂ FloatingPanel
D DApplication Panel
[ /"7 Desktop folder
Published Applications
IZ -ﬂ Notepad
M Foxit
%]
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Important remarks when using TSplus Seamless Client

With the TSplus Seamless Client, the users will not display the Microsoft Remote Desktop windows. The applications can be found on
the local desktop as if they were native local applications. Users will only see the applications assigned by the administrator.

¢ If a user has the right to use the default Microsoft Remote Desktop, the Seamless Client will display a background
color to avoid having both the Remote and the Local Desktop icons piled on the screen.

+« The Seamless Client session is held open only when an application is running and being pushed through to the local client.
If no application has been assigned to this user, TSplus will automatically use the TSplus Taskbar.

+ If a user has specific applications assigned, they will seamlessly see these applications when the session is opened.
When the last application is closed the session ends.

Rules for Microsoft Remote Desktop, TSplus Remote Taskbar, Floating
Panel and Application Panel

+ You can customize your user's work environment by assigning one application out of these four: Microsoft Remote
Desktop, TSplus Remote TaskBar, Floating Panel and Application Panel.

+ If no application is assigned to one user, he will see the Microsoft Remote Desktop which will display the Desktop
folder shortcuts.

« If one user has several allocations plus the Microsoft Remote Desktop, he will see a remote desktop.
« If a user has several applications plus the TSplus TaskBar, he will see the TaskBar displaying his Desktop folder' shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these documentations: Remote
Taskbar, Floating and Application Panels

Running scripts/programs on session opening

« If you want to start a script when the session opens, you must name it LOGON.BAT or LOGON.CMD and copy this script:
o Inthe Application Data folder of All Users if this script applies to all users, In
o the Application Data of the user if this script applies to this user.

+ If you want to start a script on the client side when a session is opening, you just have to name a program
STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).

+ If you want a program to be started as a service when the TSplus server reboots you have to name this program
STARTUP.EXE and copy it in the folder: C:\Program Files\TSplus\UserDesktop\Files\ .

See this video on how to Assign Applications.
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Portable Client Generator

Overview

TSplus creates by default an icon for the Portable Client Generator:

It can also be accessed on the Server's tile of the AdminTool:

n TSplus - Administration Console - 12,20,2.4
TSBELUS Remote Access Management Console
1 HOME
. . - X
[ appuicaTions Windows Client Generator
@ PRINTER General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing
Server
@ WEB L Server address Port number
1My 1921681254 | [3389
By rarm
User
Logon Password
& SESSIONS ' - I [John I |o|ooonoo
Settings Domain name (without extension)
[TSpIus l
Permissions
| Client Generator | Prefemed display mode
(® Remote Desktop client (O RemoteAPP client O Seamless client
& svsTEmMToOLS
(O Disable background & animations for better peformances (®) Fast network or Fiber optic
83 ADVANCED
Client location: IC:\Usefs\Admin\Desktop | Browse
&> ADD-ONS Create Client
Client name: |iohn .connect |
@57 LICENSE

It enables you to create 3 types of connection clients which can be copied to the users' Desktop or onto a USB stick for portable use.

Note: Connection Clients are not compatible with Mac computers.

Since TSplus 11.40 release, the client generator has been redesigned to be numerically signed and to avoid
false/positive antiviruses reactions.
Instead of a ".exe" program, the new Client Generator is creating a flat encrypted file with the extension ".connect":

e

john.connect

Pre-requisite on Client Side

On client side, each user will have to run a signed program named "Setup-ConnectionClient.exe” as a pre-requisite. This program is
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available on your server, in the TSplus program folder: TSplus\Clients\WindowsClient:

Organize v Open New folder = v [ 0
B Desktop “*  Name ° Date modi.. Type Size
i Downloads = s 5
s L ico 6/15/2017 ...  File folder
‘?:-;" Recent Places - i .
l_] ClientGenerator.bin 7/30/2018 ...  BIN File 639 KB
L @ ClientGenerator.exe 7/7/20171... Application 96 KB
-4 Libraries = - S =
3 T [ % Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
Documents ===
. @ SVCr.exe 7/3/20171... Application 947 KB
J Music
[E5] Pictures !
 Videos
Lo Computer
(2ly Local Disk (C:) |
< m ] »
| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
@ Application Size: 9.16 MB

or on the TSplus\Clients\www folder:

. ConnectionClient — O
- v 4 | <« TSplus > Clients > www > ConnectionClient v O Search ConnectionClient e
~
v | Clients A Name Date modified Type Size

> (8 webserver B Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KB

> | WindowsClient

v www

. cgi-bin
. ConnectionClient v

1item f=3| =

or by downloading it.

Detailed Overview

Click on a tab to go to the corresponding information:
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- R
Windows Client Generator
IGeneral Display Remote Desktop client Seamless client Local resources Program Securty Load-Balancing I
Server
Server address Port number
E&'{l |192.168.1.254 | [3389
User
© Logon Password
H lJohn I I.ooooooo
Domain name {without extension)
ITSpIus |
Preferred display mode
(® Remote Desktop client (O RemoteAPP client (O Seamless client
(O Disable background & animations for better peformances (®) Fast network or Fiber optic
Client location: IC:\Users\Admin\Desldop Browse
Create Client
Client name: Iiohn .connect

Main window - General Settings

When you launch the client generator, the first tab displayed is the general tab, Here you will find all of the essential

connection settings that you need to get you started.

* Server Address: Enter the IP address of the server you would like the client to connect to.

e Port Number: Enter the server port number. The default is 3389.

¢ Username and Password: If you enter a username and password, the client program will not ask the user to

retype it at each session.

To reset this logon/password saving, you must create and edit a shortcut of the Remote Desktop Client and add

the -reset on switch at the end of the target field.

Credentials

« If you don't want to save credentials, enter "nosavecredential” in the logon field of the Portable Client Generator.
¢ If you don't want to display the logon window with the user name, password and domain name, simply enter

"nopassword" on the password field.

« If you want to enable autologon, enter *SSO in the username field, the client program will just ask for username
and password during the very first connection. It will save this information on the user's workstation so that the user

doesn't have to identify himself ever again.

« If you want the current local user's name to be displayed as a logon for the session, enter **, or %USERNAME% in

the logon field.

« Domain name: Enter a domain name if any.

+ Preferred Display Mode: You can choose your preferred Display Mode from the following options:

o The Classic Remote Desktop, displaying your remote session environment.
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o The Microsoft RemoteApp connection client, to display your remote applications as if they were installed
locally. It has a better graphic performance over minimized applications.

o The Seamless Client, which works the same as RemoteApp, but for older versions of Windows such as
Windows XP and 2003.

Terminal Service Plus Seamless vs Microsoft RemoteApp
Microsoft RemoteApp is a Microsoft feature which requires Windows 7 Enterprise or Ultimate and above.

All users PCs must have at least a RDP6 client. Unlike the Seamless client, the RemoteApp connection client does not
depend on the transparency color settings.

You can change the RemoteApp client display and Printing preferences on the Web tab of the Admintool. Minimized
applications can be directly found inside the Windows taskbar, like local applications.

Terminal Service Plus Seamless delivers a similar user experience and is available on any Windows host system.

Based on one transparency color selected by the Administrator, the Microsoft Remote Desktop is not displayed anymore
and the user will just see his published applications.
The Seamless color can be modified and must be the same when using the AdminTool and the Portable Client Generator.

More information on these types of clients can be found here.

+ Network speed: You can choose between two options depending on your network speed:

o Disable background display & graphic animations for low speed networks.
o Enable background display and graphic animations for fiber optic or fast network.

+ Client location: Define the location of your generated client.

+ Client name: You can name your client as you wish.

Display
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Windows Client Generator

Graphical settings

% (O 15 bits color resolution

@i n
(O 24 bits color resolution
(O 32bits color resolution

These settings apply to all kind of connection client:
- Remote Desktop client
- Seamless client
- RemoteApp client

Client location: IC:\Users\Admin\Desldop | [ Browse i

Client name: Iiohn .connect |

General Display Remote Desktop client Seamless client Local resources Program  Security  Load-Balancing

[] Dual-screen [ span [[] Enable shortcut keys

Create Client

On this tab, you can change the color and the session screen resolution.

You can also adapt your session for dual-screens, with or without span. The span option allows you to stretch your

session across both screens.
You can allow the use of the TAB key in the session.

Remote Desktop Client features

On this tab, you can choose which resolution you want to enable for the user:

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

Windows Client Generator

Remote Desktop

! O 800x 600 (0 1366x 768
(O 1024x 768 (O 1600x 900
(O 1280x 720 (O 1600 1024
(O 1280x 1024 (01920 1080

(O User screen size
(@ Full screen

[ Smart re-sizing of the Remote Desktop
[C] The Remote Desktop will not hide the local taskbar

These settings are only valid for the Remote Desktop client

Client location: IC:\Users\Admin\Desldop I

Client name: Iiohn.conned |

To select the Remote Desktop client you must use the General tab.

| Browse |

Create Client

You can check the boxes to enable smart-sizing of the Remote Desktop, and if you want the Remote Desktop not to

hide or overlap the local taskbar.

Local Resources

Windows Client Generator

General Display Remote Desktop client Seamless client !

Local devices

C Dok [al
S A Pk
Sound
COM ports
Smart cards
USB devices

Universal printer option

. (® Preview with the local PDF Reader
(O Print on default printer - local driver included
(O Select the local printer - local driver included

Client location: IC:\Users\Admin\Desktop I

Client name: Iiohniconnect I

| Browse |

Program Security Load-Balancing

Create Client

The local resources tab gathers all the devices that you may redirect in your remote session.
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The editable field next to the disks box allows to specify which disks are available in the remote session. You just have
to separate each letter of disk (C :, E: ...) by a comma. When the disks box is ticked and no disk is specified, all the disks
are included in the remote session.

Printers correspond to LPT ports, and COM Ports correspond to Serial Ports. Since TSplus 11.50 version, these local
devices are selected by default.

Below, you can choose your option for printing, with the universal printer:

¢ Local PDF Reader preview: The document will be rendered as a PDF and the local Acrobat Reader will open the
file. The user can print it, or save a copy on his local disk drive.

+ Print on the user's default printer: the document will be automatically pushed to the user's default printer (the
local print driver is included in the TSplus connection client).

¢ Select alocal printer: The user can select one of his local printers (the local print driver is included in the TSplus
connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit Reader. See our video
tutorial on how to print.

Program

Windows Client Generator

Startup program ?
sy Ve recommand to use the AdminTool

iy to assign Application(s) to users orto groups.
However, you can specify here after one application to be started at logon.

Path/Filename |C:\Program Files (<86)\Foxit Software\Foxit Reader\FoxtUpdaterexs | | Browse |

Start Directory IC:\Program Files (x86)\Foxit Software\Foxit Reader |

Command line option I l

Client location: IC:\Users\Admin\Desktop | j Browse i

Create Client

Client name: Iiohn connect l

You can set a startup application via the Portable Client Generator, and specify its path, directory and parameters, since

the 11.30 release.
However, we recommend you to use the AdminTool to assign the desired applications.

Security

TSplus offers two extra layers of physical security to keep your users' connections safe.
The connection can be locked to the ID of a USB key, locked to a computer name, or you can use both layers of security
simultaneously.

©TSplus - www.terminalserviceplus.com


https://youtube.com/watch?v=o6omJueHG7c
https://youtube.com/watch?v=o6omJueHG7c

TSPIUS

Terminal Service Plus - Documentation

+ If locked to a USB key, the user can initiate a connection from any qualifying windows computer by inserting the

USB key and using the connection program placed there by the administrator.

+ If locked to a computer name, the user can only successfully connect from the computer whose name has been
registered with the server for that user's portable client connection. If both security options are used, the user is
limited to connecting from their specific device and only if the correct pre-configured USB key is in place.

In order to lock a connection client onto a USB key you can do so by copying the client generator located in : C:\Program
Files (x86)\TSplus\Clients\WindowsClient
Now double click on the client generator and check the lock on serial number box located on the security tab. Once it is

done, you can delete the client generator from the USB key.
The newly generated connection client will be placed on the desktop, don't forget to copy it back to the USB key! You

can delete the client generator that you copied on the USB key afterwards.

Windows Client Generator

Display Remote Desktop client Seamless client Local resources Program Securty  Load-Balancing
Advanced client security options
=] [] Lock it on PC name

&) |WIN-A1LOOCNOES6 |

[J Lock it on serial number
303119124 |

These settings apply to all kind of connection client:

- Remote Desktop client

- Seamless client

- RemoteApp client
Time limit: Disable this generated client after some days for exemple 15 days)
Number of days from the first use date of this generated client

[[] Deny user from saving credentials

[[] Save usemame only

[] Encryption V2
Client location: IC:\Users\Admin\Desktop l Browse ......
Client name: Iiohn .connect l

.

Create Client

+ You can define the time limit from the first use date of a generated client by entering the value on the time limit
box. (which is by default set to "no limit").

+ Boxes below enable you to:

o Not display the ability to save credentials for a generated client.
o Save username only.
o Use Encryption V2.

Load-Balancing

You can also enable the Load Balancing to connect to one server of your farm.
Do not check the "Use Load-Balancing" box if you did not activate the Load-Balancing feature on your server.
You will need to enter the Gateway Web port, which should be the same as the default web port used on all the servers of your farm.
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Windows Client Generator

Enable Load-Balancing ?
[JUse Load-Balancing ~ Gateway Web port number
When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: | C:\Users\Admin\Desktop | | Bowse |

Create Client

Client name: ||ohnconned I

The Remote Desktop client client has been copied on your Desktop

Client name: john.connect

T

Client Customization is possible. See the corresponding documentation on how to modify the client's icon and edit or
delete its parameters.
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Edit or Delete the Parameters of a Generated Client

There are many reasons why you would want to change the parameters of your connection client: your TSplus server IP
address changed, you need to add printer's redirection, to change the universal printer settings or so on...

+ You first need to create a shortcut of the ConnectLauncher.exe file, located on the RDP6 folder of the user's profile:
' )
G » Computer » LoclDisk(C) » Uses v johm » <[4y [ scoom ______p|

Organize v ~ Open Include in library » Share with v New folder

-

i Favorites Name Date modified

Bl Desktop AppData 3/14/2017 3:17 PM File folder
& Downloads | applist 12/6/2017 12:29 PM File folder
| Recent Places i3 Contacts 3/14/2017 3:33 PM File folder
m Desktop 7/3/2017 10:41 PM File folder

4 Libraries & Downloads 3/14/2017 3:33 PM File folder
ZI Documents {r Favorites 3/14/2017 3:33 PM File folder
o Music # Links 3/14/2017 3:33 PM File folder
=] Pictures | My Documents 3/14/2017 3:33 PM File folder
B videos ¥ My Music 3/14/2017 3:33 PM File folder
=| My Pictures 3/14/2017 3:33 PM File folder

1M Computer # My Videos 3/14/2017 3:33 PM File folder
%’. Local Disk (C:) .. RDP6 8/1/2018 12:23 PM File folder
ﬁ Saved Games 3/14/2017 3:33 PM File folder

“! Network J Searches 3/14/2017 3:33 PM File folder

RDP& Date modified: 8/1/2018 12:23 PM
File folder

_ Computer » LoceDisk C) » Users» o ROPS -4

Organize v 7 Open Share with v New folder =~ 0 @
i Favorites Name Date modified Type Size
Bl Desktop & bkgsc.bmp

& Downloads & bkgscblue.bmp

/2016 10:16 AM  Bitmap image 8KB
2/201610:16 AM  Bitmap image 8KB

2/2016 10:16 AM Bitmap image 8KB
/30/2018 7:35 PM BIN File 570 KB
4 Documents (9 ConnectionClient.exe /1/201710:19 AM  Application 96 KB

& bkgscpink.bmp

",
4/

| Recent Places |& bkgscgreen.bmp 4/2/2016 10:16 AM Bitmap image 8KB
4/
1/

4 Libraries || ConnectionClient.bin

JW Music @ ConnectionClientold.exe 7/7/2017 10:19 AM Application 96 KB
&= Pictures || ConnectlLauncher.bin 7/30/2018 7:35PM  BIN File 8,188 KB
i Videos @ Connectlauncher.exe 7/8/2018 9:04 PM Application 96 KB
\@ ConnectlLauncher.exe - Shortcut 8/1/2018 1213 PM  Shortcut
1% Computer \  DroidSansFallback.ttf /2/2016 6:13AM  TrueType font file
fitly Local Disk (C:) B icol.ico /2/201610:16 AM  Icon
(9 icon.ico /2/201610:16 AM  Icon
€l Network 4| languk.ini 3/25/20178:27 AM  Configuration sett...
%/ libmupdf.dil /14/2016 5:36 AM  Application extens... 5,095 KB
|| MyRemoteApp.bin /30/2018 7:35PM  BIN File 6 KB
@ MyRemoteApp.exe 2017 10:19 AM  Application 96 KB
i | MyRemoteApp.ini 8/1/2018 12:09 PM Configuration sett... 1KB

( _< . ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM Date created: 8/1/2018 12:15 PM
) Shortcut Size: 1.09 KB
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- Then, right click on it and hit properties. Place your mouse at the end of the "target"” field and type in the client's path
followed by "/?", for example: "C:\Users\John\Desktop\clientname.connect /?":

2% ConnectlLauncher - Shortcut Properties X
Security Details Previous Versions
General Shortcut Compatibility

I;s ) ConnectLauncher - Shortcut

Targettype:  Application
Target location: RDP6

Target: |her‘exe C:\Users\John\Desktop\john.connect /1|

Start in: IC:\Usefs\John\RDPS |

Shortcut key: |None I

Bun: . Normal window v/

Comment: | |

| Open fle Location | | Change loon... |

| Concel || opl

Now click OK and double click on the shortcut. A list of switch appears :
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Remote Desktop possible parameters X

/clean : to reset user workstation parameters

Connection settings

-user: user logon

-psw: user password

-server: server IP adress

-port: RDP port number (3389)

-domain: Domain name

Display settings

-color: Enter 8, 15, 16 or 24 (bits)

-full: 2 for full screen, else enter 1

-width: enter 800, 1024 or 1280

-height: enter 600, 768 or 1024

-remoteapp: on/off to do Microsoft RemoteApp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 0/1 - 0 means Alt-Tab on the client side
-localtb: 0 or 42 - 0 means RDP will cover the local taskbar
-apppath: path of a specific RemoteApp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Click OK, the list of all the parameters appears in a small window.
You can now edit them to match your preferences, you will need to log off and log on again to apply the changes.

@ Changing the connection settings of this lo... — X

To modify the local connection settings
just replace the cument ones.

Settings change X

Change saved

Clean the Parameters of a Generated Client

After having launched the client at least once, you can clean the parameters by deleting the client.txt file located in the RDP6 folder:
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. Program Files
. Program Files.
. tmp
. Users
. admin
. Default.mig
. John
[25] Contacts
I Desktop

27 items

1 item selected 310 bytes

bkgscgreen

bkgscpink

D ConnectionClient.bin

@ ConnectlLauncher - Shortcut
D ConnectlLauncher.bin

@ ConnectlLauncher

‘o DroidSansFallback

5 ico2

john

@ languk
[

o

] | . = | RDPG
Home Share View
<« v 4 > ThisPC » LocalDisk(C:) » Users > John > RDP6
B videos A Name - Date modified
i Fpcaliiekic) & bkgsc 9/20/2013 2:21 PM
| Perflogs bkgscblue 9/20/2018 2:21 PM

9/20/2018 2:21 PM
9/20/2018 2:21 PM
11/14/2018 10:49 ..
11/29/2018 2:17 PM
11/14/2018 10:49 ...
9/20/2018 2:21 PM
9/20/2018 2:21 PM
9/20/2018 2:21 PM
11/29/2018 2:14 PM
/20/2018 2:21 PM

v O

- [m] X
o
Search RDP6 P
Type Size A
BMP File 8KB
BMP File 8 KB
BMP File 8KB
BMP File 8KB
BIN File 580 KB
Shortcut 2KB
BIN File 8,253 KB
Applicaticn 96 KB
TrueType font file 3,745 KB
lcon 161 KB
Text Document 1KB
Configuration sett... 7KB
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RemoteApp and Seamless Connection Clients

You can choose between 3 display modes on the general tab of the client generator:

b 4
- - o
Windows Client Generator
General Display Remote Desktop client Seamless client Local resources Program  Securty Load-Balancing
Server
Server address Port number
G [192.160.1.25¢ | [3389
User
@ Logon Password
H ldohn | | sese
Domain name (without extension)
TSplus |
Preferred display mode
(O Remote Desktop client @R (O Seamless client
(® Disable background & animations for better peformances (O Fast network or Fiber optic
Client location: |C:\Users'\Admin\Desklop | Browse
Create Client
Client name: Iiohn.connect I

RemoteApp connection client

Unlike the Seamless client, the RemoteApp connection client does not depend on the transparency color settings.
This allows for perfect application display as well as native Windows behavior.

+ On the Client side, the installation of RDP6 or above is required.

+ On the Server side, TSplus must be installed on a machine running Windows 7 to Windows Server 2019.
Note: RemoteApp is not supported on Windows 10 1803 et 1809 Home Windows 2019 Essentials Editions.

You can change the RemoteApp client display and Printing preferences on the Web tab of the Admintool:
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T4 TSplus - Administration Console - 12.10.1.23 — X

TSHEUué Remote Access Management Console

1 HomE

T web Portal Design
[ aerpuicaTIONS

[ web Portal Preferences

(Eh PRINTER

O WEB EEE Applications Portal
B rarm

& SESSIONS @ Web Credentials

R SYSTEM TOOLS

3 Aovancep
] RemoteApp Client
¢ ADD-ONS
HTMLS Client
(@57 LICENSE

8 HTMLS Top Menu

; -
RemoteApp Client
Display
Resolution: [Remoteﬁop ']
Pixel Depth: 32bis v]
Web Printing Preferences
Choose your web printer: [Prn on the user default printer ']

Web printer will be used for all web connections using RemoteApp client.
Web printer will not be used for HTML5 connections.
@ Save

@ | D e | Q re

Minimized applications can be found directly inside the Windows taskbar, like a local application.
In this example, Firefox and Paint are launched locally; Notepad, Word and Foxit are launched remotely.

Seamless connection client

The Seamless connection client works on every Operating System, regardless of the version on the client or on the server side.
When connecting remotely in seamless mode, you can access your applications as if they were installed locally on your computer.
A transparency color can be set manually to insure your application will appear perfectly. You can choose from green, blue, or pink.
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Windows Client Generator

Specify your prefered Seamless Color
(O Blue (O Pink (® Green (default color)

The Seamless client is based on one transparency color.
This color must be identical on the server and on the client.

When maximizing a Remote Application
(®) Dont hide the local taskbar
(O Overlap the local taskbar

WARNING: The Seamless client is working fine up to W7 or /W2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemoteApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: IC:\Users\Admin\Desktop | B Browse 1

Create Client

Client name: Iiohn.conned |

The Seamless Client is based on one transparency color selected by the Administrator. Since the Remote Desktop
background color is painted with the selected transparent color, the Microsoft Remote Desktop is not displayed anymore
and the user will just see his published applications.

Warning: Installation default is green and should work fine with most applications. We offer you the choice between 3
transparency colors: Pink, Green and Blue. Of course, the server and the connection clients must use the same color.
Some elements on an application can also not be visible anymore because of the transparency color.

For both the Seamless and the Remoteapp connection clients, you can choose to publish one unique
application to be launched seamlessly at the user's logon. You can also publish applications with the TSplus
Remote Taskbar, the Floating Panel or the Application Panel.
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RemoteApp On Client Feature

In the past the generated TSplus Portable client was the usual method for a user to start applications. The 10.50 release
introduces an icon in the notification area which gives to each user the list of all of his Remote Applications. Within
this application list, the user can select the one he wants to start.

This is a new way for administrators to deliver remote applications (referred to as “RemoteApps*) to their users.
Specifically, RemoteApp On Client enables a straightforward publishing process that allows applications installed directly
on the server to be provided to users, allows RemoteApp programs to run side-by-side with local programs, and offers
integration with a custom “launcher” application to make it simple for users to find and launch RemoteApp programs.

The user Application list will also appear in the Start menu under All Programs in a folder called My Remote
Applications. To deploy this new amazing TSplus capability is simple: The Administrator have generated new
connection clients and allowed it with the AdminTool. This guide will explain step by step what will happen when the
administrator will enable this new feature and will deliver to his users a new generated connection client.

Example: The user "Laura" is using TSplus to access her remote application. To do so, she is using a generated client named
LauraPortableClient.exe. When she runs it on her PC she gets the following result:

However, the administrator did provide her a new one, created with the TSplus 10.50 release. She will have to run it at least once to
benefit from the new RemoteApp On Client feature. When the administrator is adding/removing application to a user, such change
will be set on the server side at the next logon. It means that the current session will not reflect such modification. The Advanced tab of
the AdminTool has an option to enable or to disable this RemoteApp On Client feature, by default, it is enabled:

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

TI TSplus - Administration Console - 12.20.1.27

TSPLUS

1 HOME

[ AppLicATIONS
(Ep PRINTER

@ wes

B rarm

2 SESSIONS
Q\ SYSTEM TOOLS
3 ApvaNCED

{> ADD-ONS

@57 LICENSE

Remote Access Management Console

@ Backup / Restore your Server Parameters

Advanced Settings
KProdud
';',‘ Security
2, Session

Name

Desktop for all users
Application Command Line

Remote Application Menu Default (Yes)

Remote Application Menu Title
Background Color

Use "All Users™ desktop shorcuts
Fallback application path if no assigned application
Disable the daughter process handler
Force logoff if no assigned application
Allow screen saver

Download Target Folder

Upload Target Folder

Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Use WinXshell when required

Value

No
Default (Yes)

Default (My Remote Applicati...
Default (10841658)
Default (No)

Default (No)

Default (No)

No

Default (3eDESKTOP%)
Default (%DESKTOP)
Default (Yes)

Default (Noj

Default (0)

Default (2000)
Default (Use Windows Explo...
Yes

You can change the menu name as you wish, by clicking on the Remote Application Menu Title below, and adding it on the value box:

nTi;. us -

TSPLUS

) HOME

[ appuicaTiONS
(Ep PRINTER

@ wis

B Farm

2, SESSIONS
R svsTEM T00LS
83 Apvancen

{> ADD-ONS

(@57 LICENSE

Remote Access Management Console

@ Backup / Restore your Server Parameters

Advanced Settings

'Z‘:\, Product
& security
2, Session

Name Value
Desktop for all users No
Application Command Line Default (Yes)
Remote Application Menu Default [Yes)
I Remote Application Menu Title Default (My Remote Applicati... ]
0841658)
T) TSplus - Edit Setting X lo)
Remote Application Menu Title k)
0]
Description: Noj
Title to display in Remote Application Menu
1 DESKTOP%)
tDESKTOP%)
les)
Noj
]
2000}
Use Windows Explo...
Value:
IMy Remote Applications I

What will happen on her PC when she will run once her new generated client: She will see a new icon in the Notification Area of her
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local task bar.

'My Remote Applications new icon Application list menu

WAy Remote Apphicatons

Gva

She will also see a new entry within her Start menu Program list named "My Remote Applications":

€1 Windows DVD Maker
5 Windows Fax and Scan
€ Windows Media Center
J Windows Media Playes
£ Windows Update

<4 XPS Viewes

b Accessones

L Avseyou

b Games

b Jeva

4 Maintenance

b Microsoft Office

L My Remote Applications
| B
(%) MS Access
9 MsPub Devaces and Prnters
(%) MS WORD
(9 Outtook [Py —
() Power Peint

-

Help and Suppont

She will now be able to select one of these listed applications and to start it as a RemoteApp. She will not need to use

the provided LauraPortableClient.exe generated client.
For example, if she selects the Floating Panel, she will get this result:
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Technical background behind this new technology.

The new generated client of the 10.50 release is adding several files within C:\Users\%UserName%\RDP6 folder of the
local PC's user profile.

MyRemoteApp.exe and MyRemoteApp.bin are the program codes which are started to create the new icon in the
notification area and the new entry in the All Programs list of the Start button.

MyRemoteApp.ini is a file received from the server. It is providing the details of each application which are assigned to this user
on the server side. It is updated at each new connection to the server. Usually, it takes 30 secondes after each logon to receive
this file from the server. RemoteApp.txt is providing the name of the last generated client started on this PC.

T [———

(ol | > Computer » Local Disk(C) » Users » Laura » RDPG - Search RDPS P

Share with » New folder =

Organize » __| Open

W Favorites
Bl Desktop
& Downloads
. Recent Places

4 Libranies
+ Documents
o' Music
&= Pictures
' Videos

1% Computer
%l Local Disk (C:)

€ Network

4 items selected Date modified: 7/7/2017 4:19 PM - 10/7.

-
Name

& bkgsc.bmp

& bkgscblue.bmp

& bkgscgreenbmp

&% bkgscpink.bmp

| ConnectionClient.bin
(39 ConnectionClient.exe
@ ConnectionClientold.exe
s DroidSansFaliback.ttf
% icodico

@ icon.ico

. laura-PortableClient.tat
%, libmupdf.dil

_ MyRemteApp.bin
(59 MyRemoteApp.exe

@ | MyRemoteApp.ini

% PdfFilter.dil

%, PdfPreview.dil

__ RemoteApp.tt

&, Session.rdp

% SumatraBNF sve

Size: 102KB

Date modified
4/2/2016 4:16 PM
4/ 64:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/2/2017 6:52 PM
10/16/2015%:51 AM

10/7/2017 3:20 PM
11/2/2015 8:52 AM
10/2/2017 6:52 PM
7/7/2017 4:19 PM
10/7/2017 3:28 PM
11/2/20158:53 AM
11/2/2015 8:53 AM
10/7/2017 3:28 PM
10/7/2017 3:32

112MS5RSIAM

... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

Type

Bitmap image
Bitmap image
Bitmap image
Bitmap image
BIN File
Application
Applicatior
TrueType font file
Icon

Ieon

Text Document

Application extens,

BIN File
Application

Configuration sett...
Apphcation extens,

Application extens,

Text Document
Remote Desktop

Annhicatinn
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Comments:

If the user has administrator right on his own PC, MyRemoteApp.exe will be started automatically at each reboot and
the Start button will be updated too. Else, the administrator must run once the new generated client "As Administrator" to
enable the new feature. Doing so he will create the proper registry entries in HKLM. If a user is connecting to only one
server, this new system is perfect. However, if he is using several connection clients to open sessions on different
servers you should keep in mind that the file MyRemoteApp.ini will be updated with the values of the last connection. It
can be confusing for the user and in such deployment case we recommend no to use this new feature.
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Remote Taskbar and Desktops themes

Administrator tools on the server

With the AdminTool, the Administrator can choose between 4 display modes when he assigns applications: The
Microsoft Remote Desktop, The Remote Taskbar, The Floating Panel or The Application Panel. The Remote
Taskbar, Floating and Application Panels are available for any connection method.

TSplus Remote Taskbar

When you assign applications to an user, you can enable the TSplus remote taskbar. The TSplus Taskbar is extremely
useful when a session is run with the Seamless TSplus connection program. The user can launch remote applications
with one click on the TSplus taskbar and still have the full local Desktop available. You can assign the Remote Taskbar
to your users or groups by double-clicking on it or by selecting it, then clicking on the "Assign Application" tile:

m TSplus - Administration Console —

TSPLUE Remote Access Management Console

R Home - Add Application /" Edit Application Remove Application 2 Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER @ 1| TSplus Remote Taskbar User Assignment ~ — O X

Microsoft TSplus Remote | Select which users and groups will be able to see and run this
@ WEB Remote Desktop Taskbar application:
O All authenticated users

Published Applications
PP @ Specified users and groups

By rarm e e
q’J Users and Groups

2, SESSIONS Notepad Foxit DESKTOP-SCVIIVHUohn

ek SYSTEM TOOLS

83 ADVANCED

{> ADD-ONS

LICENSE
@E Add... Remove

Save Cancel

The Administrator can easily decide what will be the default Remote Desktop theme the user will see when opening a
session. Select the TSplus Remote Taskbar, then click on "Edit Application":
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Taskbar Theme Preference
Select your prefered TSplus Taskbar theme

(® Use Blue taskbar theme as default
(O Use Silver taskbar theme as default
(O Use OnTop taskbar theme as default
(O Use Desktop theme one as default
(O Use Desktop theme two as default
(O Use Logon theme as default

Application working area within the selected theme

[] Full screen
[C] Do not overap the local taskbar
[C] Do not overap the Blue or Silver bar

[ Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference

O Justify left (O Center O Justify right

(O On the screen top (® On the screen bottom

Notification area (Systray) Preference
Show/Hide the Notification Area (Systray)
(O Show the Notification area () Hide the Notification Area

Security Preference
Show/Hide log off button

(® Show log off button (O Hide log off button

+ Only the Administrator can choose the themes for his users.
+ He can choose to display the maximized applications in full-screen mode or not to overlap the TSplus taskbar as

well as the Silver or Blue taskbars.
+ Minimized buttons position on the taskbar can be changed (on top of the screen, on the bottom, on the right, the

left side, or in the center).

The administrator can even decide to display it on top of the user screen instead of the default bottom side.

+ Systray icons can be hidden by ticking the "Hide the Notification Area" circle.

¢ Since TSplus 12.60 version, the Logoff button can now be hidden.

By editing the users menu, the Administrator can add/suppress applications and functionalities. Customization of the

users menu is easy.

The content of the users menu (located in Program Files/TSplus/UserDesktop/mainmenu.mnu) is modifiable by the administrator using

Notepad:
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L)
File Edit Format View Help
|[menu]

[ggoff=%c:\Program Files (x86)\Tsplus‘\UserDesktop\files\runlogoff.exe¥%$iconfexit.ico

[menusettings]
txpe=23
s

owicons=1
jconsize=1
itemheight=34
color1=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolori=0
fontcolor2=16777215
fontstyle=n

<

Seamless connection program

On the applications tile of the AdminTool the administrator can select 3 different styles of Remote Desktop TSplus Taskbar.
The TSplus Taskbar is extremely useful when a session is run with the Seamless TSplus connection program.
The user can launch remote applications with one click on the TSplus taskbar and still have the full local Desktop available.

Right-side Blue theme taskbar

B Deskiop folder
£ Excel

& Foxit

m Notepad
Powerpoint

<m0

212 PM
02/19/16
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Right-side Silver theme taskbar

Logoff
Desktop folder

Excel

Foxit
Notepad
Powerpoint

. 2:10 PM
A [Hy w )
320 none

On Top taskbar

Applications

Overlapping the Windows taskbar with the Seamless connection client
If you want your maximized applications to overlap the Windows taskbar, click on this box, on the Seamless client tab:
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Windows Client Generator

General Display Remote Desktop client Seamless client |ocalresources Program  Security Load-Balancing
Specify your prefered Seamless Color
O Blue O Pink (® Green (default color)

The Seamless client is based on one transparency color.
This color must be identical on the server and on the client.

When maximizing a Remote Application
(O Dont hide the local taskbar

WARNING: The Seamless client is working fine up to W7 or /W2008
If, your sytem is W10, 2012-R2 or W2016
Then, use the RemoteApp client instead of the Seamless one

This setting applies only to the Seamless client

Client location: IC:\Usels\Admin\Desktop | Browse

Create Client

Client name: [iohn connect |

B
ﬂ:
Bi-o
u
L]
b

Back To Top

Thin-client or any RDP based connection program
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With the AdminTool, the Administrator can easily decide what will be the default Remote Desktop theme the user will
see when opening a session. He has the choice between 4 different styles of full screen Remote Desktop. The standard
Microsoft Remote Desktop can also be used if preferred.

Because these TSplus Desktops are full screen desktops, the user's display is entirely filled when a session is opened
from dedicated thin-clients, any RDP based client, or accessed from a web page or TSplus Remote Desktop clients.

There are benefits over a standard Remote Desktop. It enhances the server security (no START button neither full

control of the Desktop).

Standard Microsoft Remote Desktop

n TSpl A =

TSDLUS Remote Access Management Console
) HomE -}~ Add Application Edit Application Remove Application ©_ Assign Application
D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel
Publish = =] =
@ O &
Users
Microsoft TSplus Remote  FloatingPanel Application Desktop folder
Remote Desktop Taskbar Panel =
@ PRINTER - o [} Microsoft Remote Desktop User Assign... — O X
Published Applications | Select which users and groups will be able to see and run this
j e application:
/ A
@ WEB "/ O All authenticated users
Notegao b2 OpEnCifice @ Specified users and groups
m FARM Users and Groups
2, SESSIONS
% SYSTEM TOOLS
83 ADVANCED
> ADD-ONS
emove
LICENSE Add. R
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&) Session - 192.168.1.244 - Remote Desktop Connection

1219 PM
02/19/16

+ The user has a complete desktop including Start Button and full control of the desktop
+ To assign to complete desktop, just assign the Microsoft Remote Desktop application.

In order to change the Desktop themes, you will have to assign the TSplus Remote Taskbar and choose between the 3
suggested themes:
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TSplus Desktop theme one

TSplus Desktop theme two
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Taskbar Theme Preference
Select your prefemed TSplus Taskbar theme
(O Use Blue taskbar theme as default
(O Use Silver taskbar theme as default
(O Use OnTop taskbar theme as default

(®) Use Desktop theme one as default
(O Use Desktop theme two as default
(O Use Logon theme as defautt

Application working area within the selected theme
[ Full screen
] Do not overap the local taskbar
[C] Do not overap the Blue or Silver bar

I Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference

Minimize Buttons preference
O Justify left (O Center (@ Justify right
(O On the screen top (® On the screen bottom

Notification area (Systray) Preference
Show/Hide the Notification Area (Systray)

(@ Show the Notffication area () Hide the Notificaction Area
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TSplus logon theme

My Remote Applications list

I Desktop folder
4 Excel
€ Foxit

B Notepad
. ' {7 Word

f Logoff

20 February 2016

Customized theme

For each theme, the Administrator can customize it and for example, display the Corporate logo. He can also add his
own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace logo/wallpaper button to
select your .jpg file, for example:
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Taskbar Theme Preference
Select your prefemed TSplus Taskbar theme

(® Use Blue taskbartheme as default
(O Use Silver taskbar theme as default
(O Use OnTop taskbar theme as default
(O Use Desktop theme one as default
(O Use Desktop theme two as default
(O Use Logon theme as default

Application working area within the selected theme

[ Full screen
[[] Do not overap the local taskbar
[[] Do not overap the Blue or Silver bar

Replace logo/wallpaper on the Desktop themes

Minimize buttons Preference
Minimize Buttons preference

O Justify left (O Center (@ Justify right

(O On the screen top (® On the screen bottom

Notification area (Systray) Preference
Show/Hide the Notification Area (Systray)

(® Show the Notification area () Hide the Notificaction Area

» You can add your own Desktop wallpaper by selecting one of the Desktop themes and by clicking on the Replace
logo/wallpaper button to select your .jpg file, for example:

APPLCATIONS

o8-

15 June 17
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Floating Panel and Application Panel

You can choose to enable the Floating or the Application Panel for your users or groups.
These two ways of publishing applications are available for any connection method.

Floating Panel

If activated with the assigned applications, you can see on the middle-left of the user screen the mini drop-down list of
applications or floating panel (very much appreciated by TSplus users):

Assign it as an application:

n TSplus - Adminis

TSEUS Remote Access Management Console

fnr HoMmE -~ Add Application /' Edit Application Remove Application 2. Assign Application

D APPLICATIONS Seiect an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

(Eh PRINTER @ lj —

Microsoft TSplus Remote  FloatingPanel Application Desktop folder

@ WEB Remote Desktop Taskbar Panel — i i
|| FloatingPanel User Assignment — m} X
Published Applications Select which users and groups will be able to see and run this
E FARM — e application:
'd‘ 9 (O Al authenticated users
& SESSIONS Notepad Foxit OpenOffice @ Specified users and groups

Users and Groups

R, svstemTo0LS

83 ADVANCED

{7p ADD-ONS

(@57 LICENSE

Add... Remove

Select the Floating Panel, then click on the "Edit Application" tile you to customize the Floating Panel at your convenience:
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T8 TSplus - Administration Console

TSPLUS
1t HoME
[ aepuicaTiONS

Publish

Users

Remote Access Management Console Floating/Folder Panel

(® Floating Panel preference (O Application Panel preference
Floating Panel

-}~ Add Application /" Edit Application

-

Remote App

Your session name is:

You are not allowed to start any Remote Application so far

Please contact your administrator

Desktop, Taskbar, Floating Panel and Application Panel Remote Aopicati

N -

Microsoft TSplus Remote  FloatingPanel

Remote Desktop Taskbar

D To remotely start one application

. just click on its icon or click on its button
Application

Panel Logoff

s to it
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(P PRINTER [You are connected to: |
Published Applications |W ould you like to logoff now? l —
© wes c |
. (@ Large size: Display Icons and Application Names
Office Programs Sales Web Products O Small size: Only lcons fno Application )
m FARN (O Do not switch to Small Size {Only Icons) over 8 applications
- Customize the Floating Panel logo
a TES0NS [ Do not display the Floating Panel Logo
Select your own logo (bmp, 122x74 pixels) Reset logo |
R Sl by With or without Slider on the top right side
(® Display the Siider (O Hide the Slider
@ ADVANCED With or without Minimize/Close buttons
(O Display Minimize/Close (@ Hide Minimize/Close
{7 ADD-ONS With or without log off button
(@ Display log off button O Hide log off button
LICENSE
Cw Backgound color: | OFFFFFF | | Select. | [ Preview |
Text color: . [ save |
: i OB
Floating/Folder Panel
(® Floating Panel preference () Application Panel preference
Floating Panel
[Remote App |
Your session name is: |
You are not allowed to start any Remote Application so far ]
[Please contact your administrator |
IRemotePopﬁcaions ]
|To remotely start one application ]
Jiust click on its icon or click on its button |
Logoff |
You are connected to: |
[Would you like to logoff now? |
(® Large size: Display Icons and Application Names
(O Small size: Only Icons {no Application Names)
(O Do not switch to Small Size (Only Icons) over 8 applications
Customize the Floating Panel logo
[J Do net display the Floating Panel Logo
Select your own logo (bmp, 122¢74 pixels) | Select... | |Resetlogo
With or without Slider on the top right side
(® Display the Slider (O Hide the Slider
With or without Minimize/Close buttons
O Display Minimize/Close (® Hide Minimize/Close
With or without log off button
(® Display log off button (O Hide log off button
Background color: OxFFFFFF | Select... | | Preview |
oo s e
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These various options can allow you to customize the end user's experience.

Here are the different Floating Panel display options, where you can set ,

* o © * o 0

Modify the displayed text,

Choose your preferred size, between Large and small, where you can display only icons,

Add your own Logo,

Customize color for the background and for the text,

Display the slider or not,

Display the Minimize/Close buttons or not,
Display the Logoff icon or not...

Remats App Rermote Sop

TSEUS H TSHIUS
Remate Aep e K || Remote 2z

g | Ao e | A vt e Lj
| s (1= [
(¥ [ I
e (o |
Pl | [P [ [P
CE G
0 foma 10 fome &
[0 D) |

Please note that over 8 applications, the Floating Panel automatically switch to small-size. If you still want it to display
the Applications names, select "Do not switch to Small Size (Only Icons) over 8 applications.

The Folder Panel is customizable as well and enables to display the assigned applications, the user Desktop folder or
one specific folder content in your session with many display options:

Floating/Folder Panel
(O Floating Panel preference (@) Folder Panel preference

Folder Panel
(®) Display only Assigned applications
(O Display the user Desktop folder content
(O Display one folder specific folder content Select...

[[] Hide title bar [C] Hide log off button

Panel Size
O Small (® Medium O Large O Full screen

Panel position
(® Center (O Top left (O Center aligned left side

.

(®) Pop-up style(O) Windows style ' Preview | |

You can change the Folder Panel size, position and style (Pop-up or Windows) at your convenience:
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(%) Remote App Lo & sl
> ! ,
= - w (A K8
o A o 3 d W
Desktop FoxitReader  Notepad = -
folder Desktop Excel FoxitReader ~ Notepad
folder

Powerpoint
Powerpoint

Pop-up style Windows style

Application Panel

The Application Panel gives you the possibility to organize the displayed applications, exactly like on the Web
Application Portal, but by simply assigning it to one user or group:

n TSplus - Administration Console

TSPELUS Remote Access Management Console

Y Home - Add Application /" Edit Application Remove Application £ Assign Application

] AepLicATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER @ D ["] Application Panel User Assignment - O X
J |
- — Select which users and groups will be able to see and run this

Microsoft TSplus Remote  FloatingPanel Application application:

@ WEB Remote Desktop Taskbar Panel
O All authenticated users
Published Applications ~|@®@ Specified users and groups B
E FARM 7/ @ e Users and Groups
N i DESKTOP-SCVIIVH\John
& SESSIONS Notepad Foxit OpenOffice

% SYSTEM TOOLS

83 ADVANCED

{> ADD-ONS

@7 LICENSE ‘ Add... ‘ ’ Remove

Save ’ Cancel

The Administrator can customize it by choosing to display the TSplus logo or his own logo, display the line header below
the logo and the footer, change the color or choose to not display any of it at all by unselecting the corresponding boxes.
He can also adjust the number of displayed applications by lines and columns by entering the number of applications
displayed per line, as well as the alignment and name of the Application panel.
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m TSplus - Administration Console —

TSEUS Remote Access Management Console

HOME -~ Add Application /' Edit Application Remove Application 5 Assign Application

APPLICATIONS Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel

PRINTER @ D Application Panel settings -

Microsoft TSplus Remote  FloatingPanel Application [ Display TSplus logo
WEB Remote Desktop Taskbar Panel

[ Display the line header below the logo
Published Applications

B & @ O ®

[ Display the footer on the Panel bottom

FARM A
-ﬂ @ e I Odfdfefe ] | Change color code |
& SESSIONS Notepad Foxit OpenOffice Select your own logo (bmp, 122x74 pixels)
| Select... |
el
% SYSTEM TOOLS Number of application(s) displayed ‘per line’
Application Panel display area
83 ADVANCED OAigned center @ Aligned left

{75 ADD-ONS My RemoteApp Tile display name
@57 LICENSE

For example, display six Apps in one column, without logo; or displayed on 2 columns and 3 lines, with the TSplus logo:

-
—
2
T Newond
& =
Foxalenger T S b-cug
|
= | | B
i el Posesan
csle ? Li{
:»J ‘ e Dasitap folder
Desctop: folder
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Fast and easy File Transfer between the User
and the Server

Overview
TSplus includes a unique method of transferring files:

+ from the local user workstation => to the user Remote Desktop
+ from the TSplus server => to the local user Desktop

Because the file transfers are based on a Virtual Channel, it is a lot faster than a file copy, and it can be done even
when the local user disk drives are not mapped.

FileTransfer program and Generated Clients

The File Transfer program is located in your TSplus program folder, under the name "FileTransfer.exe" into the following path:
"UserDesktop\files"

|, « Program Files (86) » TSplus » UserDesktop » files » v |]

Search files

FileTransfer.exe Date modified: 7/7/2017 10:19 AM

Size: 95.6 KB

Date created: 3/16/2017 6:42 PM

Organize v Open New folder 8= » [ @

R = . &

7 Favorites F Nl;)n:remondpg E]aétiumlgd:\fjlig AV JTvy:: image e PN

B Desktop 2 Documentation.chm 3/10/201710:13PM  Compiled HTML ... 11,421 KB
i Downlonds exitico 11/13/2016 905 AM  Icon NKB  —
£l Recent Places | & FarmManager.exe 6/12/201810:54 PM  Application 338 KB -

- 7 FarmManager.exe.config 10/11/2016 9:50 AM XML Configuratio... 1KB

il Libiraries (57 fileacl.exe 4/2/201610:16 AM  Application 92 KB

=) Documents || FileTransfer.bin 6/12/201810:52 PM  BIN File 698 KB

J‘ Miisic l@ FileTransfer.exe 7/7/201710:19 AM  Application 96 KB

: i T floating_panel_16.ico 4/2/201610:16 AM  Icon 2KB

|| floatingpanel.bin 6/12/201810:51 PM  BIN File 229KB

@ floatingpanel.exe 7/7/201710:19 AM  Application 96 KB

¥ Computer || folder.bin 6/12/201810:53 PM  BIN File 203 KB
(il Local Disk (C:) 7 folder.exe 7/1/20171049 AM  Application 198 KB z)

M i‘) Application

Transferring files

Transferring files is very easy.

First, launch the File Transfer (for instance by using TSplus Floating Panel):
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Remote App

A
FoxitReader

‘IJ .4 Desktop folder

( )‘)l File Transfer

@ Excel

Logoff

Then navigate to your file using the folders tree:

+ server's folders and files are on the left part of the window (server side)

= local workstation's folders and files are on the right part of the window (client side)

-
File Transfer
Server side:  C:\Users\admin\Desktop Cliert side: C:\Users"PublicPictures\Sample Pictures
(i)l Desktop L] product -
|+| | john
[ L julia
| Public
| Documents
|, Downloads
| Music |E|
Pictures
|
(- | Recorded TV -
Name Size Modified Name Size Modfied
"7 a1.exe 266 MB 2015/01/28 17.05:02 |i!| Chrysanthemum jpg 85878 KB 2009/07/14 05:52:25
|| AdminTool Ink 122 KB 2015/01/28 14:42:48 |i| Desert jpg 82611 KB 2009/07/14 05:52:25
|| Portable Cliert Generator.Ink 1.28 KB 2015/01/28 14:42.49 il Hydrangeas jrg 58133 KB  2008/07/14 05:52:25
e | Jeltyfish jog 75752 KB 2009/07/14 05:52:25
|| Kioala jpg 76253 KB 2008/07/14 05:52:25
i | Lighthouse jpg 54812 KB  2009/07/14 05:52:25
|| Penguins jpg 759.6 KB 2009/07/14 05:52:25
|iwel| TUlips jog 606.34 KB 2008/07/14 05:52:25

Finally, right click on the file that you want to transfer to the other side, and click on "Send to server" (or "Send to client"):

= Pictures
{ L.l Sample Pictures
[#-{5) Recorded TV

- Videos

l Size

| Modified |

@ Desert.jpg

ey — = T vn

2093/07/14 07:32:31

| sendtosever  flos7/14 073231

@ Hydrangeas.jpg Rename 9/07/14 07:32:31
@ Jellyfish.jpg Remove 9/07/14 07:32.31
‘:lj Koala.jpg TBZ53KE 2009/07/14 07:32:31
@ Lighthouse.jpa 548.12KB 2008/07/14 07:3231
@ Penguins.jpg 7596 KB 2009/07/14 07:32:31
‘\_!ﬂ Tulips.jpa 60E.34 KB 2009/07/14 07:32:31

File Transfer works from the local workstation to the server, as well as the other way around (from the server to the local workstation).

Note: When using the file transfer utility from an HTML5 session, you will be able to transfer your files from server to
client only. Please prefer the HTML5 Top Menu method, where you can upload files to the server, download to client and
manage your file transfer listing.
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Secured Folder Sharing - Folder.exe

The Folder application will securely display the content of a folder that you will make available for your users.
First, create a folder on your server with Applications or documents that you want to share.
Open an explorer.exe and locate the folder.exe application in C:\Program Files\tsplus\UserDesktop\files:

-

I ¥

v

|

v Application Tools files

Home Share View

Manage

4 <« Program Files (x86) > TSplus > UserDesktop > files

TSplus

Clients
UserDesktop
files
ico
icons

themes

Windows Defender

Windows Mail

Windows Media Player
Windows Multimedia Platform
windows nt

Windows Photo Viewer
Windows Portable Devices

WindowsPowerShell

ProgramData

Recovery

tmp

Users

Windows

wsession

& PUD Nrivve N

218 items

1 item selected 197 KB

~

~
Name
[=] aocumentation

Lﬁj exit

% FarmManager
E] FarmManager.exe.config
(5] fileacl

D FileTransfer.bin
@ FileTransfer

E] floatingpanel.bin
@ floatingpanel

E] folder.bin

| folder

] folder_go

D FreeCertificateManager.bin

FreeCertificateManager
B g
| FullDesktop.bin

@ FullDesktop

|| GatewayReverseProxySetup.bin
B GatewayReverseProxySetup

group_16
group_refresh
groups.dll

(& (2] =] =

groups_x64.dll
| ] hidedrives.bin

- O X
2]
v d Search files yel
Date modified Type Size
17 1072U1Y | 1109 AVl |€XT UOCUMENT
9/20/2018 2222PM  ICOFile
2/4/2019 6:01 AM Application

w

w

o

w

o

o

©

()

w

)

w

w

(=]

~Now

/2018 2:20 PM CONFIG File
2PM

Application
4/2019 9:00 AM BIN File
20/2018 2:22 PM Application
14/2019 8:00 AM BIN File
20/2018 2:22 PM Application
/4/2019 8:58 AM BIN File
/20/2018 222 PM  Application
20/20182:222PM  ICO File
4/2019 8:59 AM BIN File
20/2018 222 PM  Application
4/2019 8:58 AM BIN File
20/2018 2222 PM  Application
4/2019 8:59 AM BIN File
20/2018 2:22PM  Application
20/2018 2221 PM  ICO File
20/2018 2:221PM  ICO File

Application extens...
Application extens...
BIN File v

Create a shortcut of this file. Edit the properties of this shortcut by right clicking on it.
Then modify the target path of the shortcut by entering the path of your applications folder on the "Target" line, after the
original target path, for example:

"C:\Program Files\tsplus\UserDesktop\files\folder.exe" "C:\Shared Folder"
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. folder - Shortcut Properties X
Security Details Previous Versions
General Shortcut Compatibility

[ folder- Shorteut
-

Targettype:  Application
Target location: files
Target: |UserDesktop\ﬁles\foldef.exe" "C:\Shared Folder'||

Start in: I"C:\Program Files (x86)\TSplus\UserDesktop\ﬁles|

Shortcut key: | None |

Bun: ' Normal window v
Comment: l |
[ oK || Cancel || foply |

When you open the folder.exe shortcut, it should look like this (with your own documents and applications):

@ C:\Shared Folder - X
b
@I ‘—:::E' PDF
Foxnt Reader OpenOfflce PowerPoint  RDS-Knight-D. TSplus TSplus-for-Wi... TSplus-User-G...

1 O

This shortcut can be copied to a user's profile desktop folder or you can publish the folder.exe for a user as an
application. If you do the latest, you will have to indicate the path of your folder in the Command Line option section:
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n TSplus -

Administration Console - 12

TSPLUS

HOME

a

APPLICATIONS

Publish

Users

(Cp PRINTER
®
B

WEB
FARM

2, SESSIONS
Q) sYsTEM T00LS
83 ADVANCED
{75 ADD-ONS

@57 LICENSE

Remote Access Management Console

-~ Add Application * Edit Application Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it
Desktop, Taskbar, Floating Panel and Application Panel

@ G B O

Microsoft TSplus Remote FloatingPanel Application
Remote Desktop Taskbar Panel

l 14

Desktop folder

TI New Application - X

Path/Filename:
IC:\ngram Files (x86)\T Splus‘\UserDesktop \files\folder.exe

Start Directory:
IC:\Program Files (x86)\TSplus\UserDesktopfiles

Display Name:
[Documen!s |

Command line option:

|C:\Shared Folder] |
Window State:
ivDef P ERE

e

d if single application on Web/Mobile client) Vv:

Cancel

There is an alternative way of sharing a Folder of documents.

Publishing a shared folder as a unique application :

Add a new application. In the display name type in the name of the shared folder or any name you want. Click on the
browse button located on the right side of the "Path/Filename" field and locate C:\Windows\explorer.exe. The start
directory will be filled in automatically with the path of explorer.exe. In the Command line option field, type in the path of
the shared folder, it can be a local folder or a network shared folder using a UNC path (example : \data\shared folder) Fill
in the field below with your shared folder information:

Then click on "Save".

TE New Application

Path/Filename:

[C:\\Windows\explorer.exe

Start Directory:
[C:\\Windows

Display Name:
[Windows Explorer ]

Command line option:
[C:\Shared Folder |
Window State:

| Defautt (Maximized if single application on Web/Mobile client)

Test Cancel ‘

Click on the "Assign application" tab. Check the TSplus Remote Taskbar and Shared Folder boxes:
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TI TSplus - Administration Console - 12.20.2.6

a s

B & m

@ =B L b

TSPLUS

Remote Access Management Console

HOME - Add Application Edit Application
APPLICATIONS
Desktop, Taskbar, Floating Panel and Application Panel
Publish — —
@ 0o 0O
Users E T
Microsoft I FloatingPanel Application
Remote Desktop Taskbar Panel
PRINTER
Published Applications
n
FARM
SESSIONS
SYSTEM TOOLS
ADVANCED
ADD-ONS
LICENSE

Remove Application _,Cf _- Assign Application

Select an Application to Edit or Assign users/groups to it

Desktop folder

Here is the result, when you open a session with an rdp client, you will see the TSplus taskbar with the shared folder application:

G

| Shares Folder

A Ubracies
|"%) Documents
J\‘ Music
= Pictures
B videos

& Computer

i Network

g _m

[2==1on
o - S
( '\_/ |1 » john » My Documents vl 4yl ments »

Organize » G Open ~ Share with ¥ E-mail New folder =~ (0l ®
& fois Neme ° Date modified Type

B Desktop =] BYOD 7/4/2014 6:11 AM  PDF File

# Downlosds 5 TSplus-UserGuide PDF File

2 Recent Places B TSplus-white-paper PDF File

BYOD

POF File

Date moddied 7/4/2014 6:11 AM
Sce 486 KB

6]

Date created: 6/27/2014 10:20 PM

29 September

You can also do this with the floating panel. Open an admin tool and click on the "Assign application" tab. Check the Floating Panel
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and the Shared Folder boxes.

Here is the result:

GO-I L » john » MyDocuments v [ $2 1| Search My Documents o/
Organize v Includeinlibrary v Sharewith v New folder =~ O @&
4r Favori Name . Date modified Type

B Desktop @, BYOD 7/4/2014611 AM  PDF File
& Downloads 0 TSplus-UserGuide 9/29/20151:42 AM  PDF File
2 Recent Places 0, TSplus-white-paper 9/29/20151:40 AM  PDF File
 Libraries

| Documents

i o Music
=] Pictures
B videos

) | woe
e
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Open Files on Client Side

Overview

This feature is a powerful one. It allows to open documents located on the server on the client side depending on its file extension.
For instance, you can open a Microsoft Office Word document without having Office installed on your server.

The .docx (or .xIsx) document is automatically uploaded on the user side where the local Office will be used to open it.

If you are hosting your application on a Cloud server and if your application is generating an Excel, Access or Word
document, this feature prevents to care about Office licenses on the server.

Configuring a File Type to open on the client side

The tile "Open Files on Client Side" is located in the "Sessions - Settings" tab of the AdminTool. Click on it to display the
configuration window:

n TSplus - Administration Console - 12.20.1.27 =1 X

TSPELUS Remote Access Management Console

{Y HOME

@ Session Management settings
[ AppLicaTIONS

m Session Opening Preference
(Ep PRINTER
@ wes
B FARM D Open Files on Client Side
2, SESSIONS (= Open URLs on Client Side

Settings

Permissions

Client Generator Hide Disk Drives

@\ SYSTEM TOOLS
€3 ADvANCED

@ Seamless color settings

> ADD-ONS

@57 LICENSE

©TSplus - www.terminalserviceplus.com
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- X
Files Types to open on user side

doc
docx
eml

mdb 5 .
Pps I:% Remove this File Type

ppsx
ppt
ppix
pst
pub
s
Msx

©
Add a new File Type

T @ Add Office Files Types

o

x Remove Office Files Types

The button "Add a new File Type" allows you to add an extension (such as ".docx" for Microsoft Office Word 2007-2010) to the list.

All the files having an extension in this list will then be opened on client side, provided that you use one of
Terminal Service Plus connection clients:

+ Any generated Terminal Service Plus Client (Seamless, RemoteApp or RDP)
+ Any Windows connection from the Terminal Service Plus Web Portal
+ Any HTML5 connection from Terminal Service Plus Web Portal

Warning: this feature is not supported for:

+ Any RDP client (mstsc for example)

Troubleshooting

If you have configured a file type to open on client side, and it is not working (i.e. the file is still opened on its own
computer), then we advise you to check the "Open With" list in Windows context-menu:

« right-click on the file.
+ click on the "Open With" menu item.
« if there is more than one application in this list, click on "Choose default program" and select "OpenOnClient.exe".

This Terminal Service Plus great tool applies its configuration to all users using the computer, however please keep in
mind the following rules:

+ Windows allows each user to change this default opening program with another program of its choice.
+ Using HTML5 connection client, the file will be downloaded and managed by the local browser. Some browsers
treat some file types in specific ways, so browser's settings should also be checked twice.

These rules explain most of the issues when using the Open On Client feature, that is why we advise you to start by
checking the default program:

+ for the logged user on the server
+ for the user on the client
+ for the browser on the client (when using HTML5)
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Open URLs on Client Side

Overview

This feature is a powerful one. It allows to open on the client side every websites links and websites shortcuts located on the server.

For instance, you can open YouTube videos directly on the client, thus saving lots of bandwidth and CPU
power on your server.

The web address (URL) is automatically transferred on the user side where the local default browser will be used to open
it.

Enabling this Feature on a server

The "Open URLSs on Client Side" tile is located in the "Sessions - Settings" tab of the AdminTool. Click on it to display
the configuration window:

T4 TSplus - Administration Console - X

TSEUS Remote Access Management Console

{ HOME

@ Session Management settings
[ AppLicaTiONS

[5]  session Opening Preference

(Cp PRINTER
@ wis
m FARM D Open Files on Client Side
2, SESSIONS G2 Open URLs on Client Side
Settings
Permissions
Client Generator @ Hide Disk Drives

K SYSTEM TOOLS

83 ApvanceD

%)

Seamless color settings

> ADD-ONS

(G5 LICENSE

Opening URLs on user side

URL On Client is currently enabled

Select protocols to open on user side:
https  [tel [Jsms [ maitto

Q-

Http and https protocols boxes are ticked by default.
You can also activate tel, sms and mailto protocols by ticking the corresponding boxes.
Then click on the "Apply" button, which allows you to activate this feature for all users on the server.
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In order to fully enable this feature, every user will have to restart its session (logoff then login) before they can use this feature.

All the web links and shortcuts will then be opened on client side, provided that you use one of Terminal Service
Plus connection clients:

+ Any generated Terminal Service Plus Client (Seamless, RemoteApp or RDP)
+ Any Windows connection from the Terminal Service Plus Web Portal

Warning: this feature is not supported for:

+ Any RDP client (mstsc for example).
¢ Any HTML5 connection from Terminal Service Plus Web Portal.

Windows 8 and 8.1

Starting with Windows 8, Microsoft has forbidden automatic change of user's default browser.
This is why, once the feature is activated on the server, every user will have to choose 'Url On Client' when asked for a

default browser.

How do you want to open this type of link (http)?

% Default Host Application
Internet Explorer
Url On Client

& Look for an app in the Store

EER

This window will only be displayed the first time a user opens a web link. Unfortunately, this is Microsoft Windows policy
and we are not aware of any workaround.
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Advanced printing option: Universal Printer

The TSplus Universal Printer allows you to print documents from any PC or mobile device.
See the video tutorial to print with the Universal Printer.

Universal Printer Manager

Since the release of TSplus version 12, the Universal Printer Manager has its own tab:

TI TSplus - Administration Console - X
TSEUS Remote Access Management Console

{ HOME

@ The Universal Printer - Ghostscript PDF - is installed
[ AppLicaTIONS

@ The Universal Printer is Ready
(ep PRINTER

The Universal Printer is set as Default printer

@ wes © P
By rarm

Universal Printer Manager
2, SESSIONS

Install Universal Printer (CUSTPDF) Install Universal Printer (Ghostscript)
% SYSTEM TOOLS
Remove the Universal Printer Set it as Default Printer

83 ADVANCED
{:}’ ADD-ONS View Printer Universal Printer properties
@57 LICENSE

Paper size

PostScript Custom Page Size v |:| Reset User Settings on logon
Portrait v

The Universal Printer Manager gathers all the required tools to install, uninstall, display and handle the Universal Printer options.
This tool enables administrators to help users with dynamic printing requirements.

Information can be found at the top concerning the current universal printer status: You can check if the newest version, which
uses GhostScript, is installed. You can see if the printer is ready. And you can verify that the printer is set to default.

The Buttons below allow you to:

Install the Universal Printer (which uses CUSTPDF), which is the old printer, before TSplus version 9 .
Install the New Universal Printer (which uses Ghostscript), which is more stable with more printing format support.
Remove the Universal Printer.

Set it as default printer.
View Printer: Opens a window where you can see the status of your printing documents, pause, resume or cancel

the print job.. You can also set your printing preferences and properties.
+ Universal Printer Properties: Opens this window, where you can see all the printing properties. After the General
Tab, there are tabs for sharing, ports, advanced, color management, security and device settings.

*® o o o 9

©TSplus - www.terminalserviceplus.com


https://www.youtube.com/watch?v=o6omJueHG7c

I s Terminal Service Plus - Documentation

@ Universal Printer Properties X

General Sharng Ports  Advanced Color Management Securty Device Settings

= | Universal Printer I
Location: | ‘
Comment:
Model: CUSTPDF Writer

Features

Color: Yes Paper available:

Double-sided: No Letter

Staple: No

Speed: 400 ppm

Maximum resolution: 4000 dpi

E Preferences... i ‘ Print Test Page ‘

[ ok ][ Concd | [THo0l

- Below, you can set the Paper size for printing from A4 to any kind of printing format. (See Customize page
format printing for the PostScript Custom Page Size).
- You can also choose between 2 printing formats: Portrait and Landscape.

Paper size

\M v‘ |:] Reset User Settings on logon

The "Reset User Settings on Logon" box allows to force the default format of the Universal Printer to the one selected in the
AdminTool into each user's new session . If this box is not ticked, during its first session, the user will have the format selected by the
AdminTool as default format, but if he chooses another default format, then it is the one which will be kept for its next session.

Printing with the Universal Printer

When selecting this printer, the document to print is automatically converted into a PDF file:
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e

< Cc ® Q. terminalserviceplus.ddns.net/software/html5.html v | | Q Rechercher N @ =

Print X
Printer
c Name: Universal Printer v Properties.. S
Status:  Ready

Type: CUSTPDF Writer
Where:  CPWPUS97:

Comment: [ Print to file for WindOWS

Print range Copies
@Al Number of copies: 1 +
(O Pages from: to: ; : ur Windows applications
13| 13 Collate .
Selection 1)2° | 1)2F r from Internet. Without
y make your Windows
Cancel IDP, Smartphone, MAC

5t, simple and affordable B Deskiop foider
solution that eliminates the complexity of other alternatives such as RDS
(Windows Terminal Server) or Citrix Servers.

Excel

With TSpius, your Windows applications are hosted on a secure central & Notepad
TSplus system. Local and remote users running UNIX, Linux, Mac OS X, (&) Powerpoint
Windows and any mobile device simply connect using the Web Portal on g Word

any web browser. The application then appears on your device just as if it
was running locally. And thanks to our high-performance HTMLS client,
TSplus provides a fast and efficient access.

TSplus Web Portal

This PDF file is automatically pushed to the local PDF Reader of the user's workstation.
Each print job is opened as soon as it is ready on the user's local disk, without waiting for the previous Acrobat preview to be closed.
The printing process starts only once the PDF is fully created on the client' side, which guarantees the print job starting without delay.
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Print

&

General

Select Printer

@Microsoft HPS Document Writer#:1
%Universal Printer

< >

Status: Ready [ Print to file Preferencesr
Location: -
Comment: Find Printer... |

Page Range

(OF] Number of copies: |1 3+
Selection Current Page
Pages: Collate

J’?l[ 72],2’ 3'@

Cancel Apply

You can choose from 3 printing options on the Local Resources tab of the Portable Client generator:

-
Windows Client Generator

Local devices

C Aosks [l
W A Printers
Sound
COM ports
Smart cards
UUSB devices

Universal printer option

- (® Preview with the local PDF Reader
(O Print on defautt printer - local driver included
(O Select the local printer - local driver included

Client location: IC:\Users\Admin\Desktop | Browse ' |
Create Client

Client name: Iiohn.connect |

+ Local PDF Reader preview: the document will be pushed and the local Acrobat Reader will open with the generated PDF file.
The user can print it, or save a copy on his local disk drive.

+ Print on the user's default printer: the document will be automatically pushed to the default user's printer (the
local printing driver is included into the TSplus connection client). Key value : This option is to be used for people
who have a lot of printing to do per day and use the same printer for this purpose.

+ Select alocal printer: The user can select one of his local printer (the local printing driver is included into the
TSplus connection client).

If you do not have a PDF Reader installed on your machine, we recommend the use of Foxit Reader.
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« If you wish to print on the default local printer with the system defined PDF reader instead of Sumatra, you
can turn the setting "defaultsystem" on, on the generated client parameters, as explained on this documentation.

Customize page format printing

If you want to have a specific page format and your printer is not compatible with printer redirection, you can set the
Universal Printer page format by opening the Devices and Printers menu of the Control Panel. Right click on the

Universal Printer, then on Printer Properties::

General Sharing Ports

s Devices and Printers = o X
<« ~ 4 7% > ControlPanel > Hardware and Sound > Devices and Printers vl Search Devices and Printers P
Add a device Add a printer See what's printing Print server properties Remove device B v o
N
Freebox Server
v Printers (5)
See what's
Fax Foxit Reader POF Mi ft Print Mi ft XPS Unr | Printe pdnthg
Printer to PDF Document Writer v/ Set a5 default printer
- Printing preferenc
v Unspecified (3) irdeiais L <
Printer properties
Create shortcut
& Remove device
Troubleshoot
Intel(R) 82574L SAS Controller USB Root Hub Properties
Gigabit Network (USB 3.0)
Connection 3
Universal Printer State: °thauh Status: 0 document(s) in queue
3 Modet  CUSTPDF Writer
Category: Printer
=) . . .
% Universal Printer Properties X

Advanced Color Management Security Device Settings

)

’ Universal Printer

Location: [

Comment:

Model: CUSTPDF Writer

Features
Color: Yes

Double-sided: No

Staple: No

Speed: 400 ppm

Maximum resolution: 4000 dpi

Paper available:

Letter

Preferences... i

. oK

| Cancel

Print Test Page

Apply
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Click on Preferences, then on Advanced:

@ Universal Printer Printing Preferences
Layout  Paper/Quality

Orientation:
[ Portrait v l

Page Format

Pages per Sheet

. oK

[ Cancdl |

Apply

Go to Ghostscript PDF Advanced Document Settings / Paper Output / Paper size / PostScript Custom Page. Finally, click on
Edit Customized Page Size and enter your preferred settings. This is especially helpful with receipt and label printers.

— |

@ (niversal Printer Printing Preferences

‘ [ Cancel ‘

Layold STPDF Writer Advanced Options X
Orie
5 [e=n CUSTPDF Writer Advanced Document Settings
.54 Paper/Output
Pa  Cases | PostScript Custom Page Size ~
Lo Copy Count: 1 Copy
Pa [—]@ Graphic
PostScript Custom Page Size Definition ? X
Custom Page Size Dimensions Unit
Widh: [21006 | (25.40,5080.00 8 Inch
Millimeter
Height: 7. 25.40, 5080.00]
L ] TN 2
Paper Feed Direction: | Long Edge First v/
Paper Type: Cut Sheet (@ Roll Feed
Offsets Relative to Paper Feed Direction
Pempendicular Direction: (0.00, 5080.00)
Paralle! Direction: (0.00, 5080.00)
| ok IICmoelHRestoreDefaL&sI [
— —
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Printing with Standard RDP Printer-Mapping Feature

This is commonly used by Remote Desktop users and is equivalent to what you would have with Microsoft Terminal Services.
If you plan to use exotic printers, be sure to check the box for printers in the local resources tab of the client generator.
See the video tutorial to print with Standard RDP Printer-Mapping Feature.

<
Windows Client Generator

" Genetalz Display | Remate Desktop client| Seamless client | Local resources? Program[ Security | Load-Balancing

Local devices

b [7] Disks

=
| Sound
[F]COM ports
[] Smart cards
[T] USB devices

Universal printer option

- (7) Preview with the local PDF Reader
() Print on default printer - local driver included
@ Select the local printer - local driver included

Client name: john.connect Create Client

Most of the time it will require that you install the same version of the printer drivers on both the client and the server in
order to work properly.

This means that if your server is Windows 2008 64 bit and your client computers are running Windows XP 32 bit, you will
need to install the 32 bit XP Printer Drivers on the server.

Click on the Start Menu, then on Devices and Printers. Click on any printer to display the Print server properties button
at the top of the window:
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)

,1 » Control Panel » Hardware and Sound » Devices and Printers v Search Devices and Printers pe)

Add a device Add a printer See what's printing I Print server properties I Remove device = v @

4 Devices (3) lShows the properties for this print

BN

ADMIN-PC Generic Non-PnP
Monitor

4 Printers and Faxes (5)

NHP Photosmart Microsoft XPS Send To Universal Printer
(3100 series on Document Writer OneNote 2010
192.168.1.5%:4

Universal Printer ~ Model: CUSTPDF Writer
Category: Printer
Status: 0 document(s) in queue

Once in the Print Server Properties, click on the Driver tab to manually add your client driver. (In this case, we are
installing the Windows XP 32 bit driver)

[ Foms [ Pots | Drvers | Secury [ Advanced
i! ADMIN-PC

Installed printer drivers:

Name Processor Type

CUSTPDF Writer xH4 Type 3 - User Mode
Foxit Reader PDF Printer Driver ~ x64 Type3 - User Mode
Ghostscript PDF Pt Type 3 - User Mode
HP Color LaserJet 2700 Series P... x64 Type 3 - User Mode
KONICA MINOLTA mc4650 XPS  x64 Type 3 - User Mode
KONICA MINOLTA ppd4650 XPS  x64 Type 3 - User Mode
Microsoft XPS Document Writer x64 Type 3 - User Mode
MS Publisher Color Printer x64 Type 3 - User Mode
MS Publisher Imagesetter x64 Type 3 - User Mode
Remote Desktop Easy Print x4 Type3 - User Mode
Send To Microsoft OneNote 20... x64 Type 3 - User Mode

2 3 5 O SR T R LA o AP o YR N P M

< | T | »

Add... ] l Remove... ] [ Properties
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You can also directly install your printer drivers using information and drivers from the Printer Manufacturer Website.

¢ Itis recommended to check your hardware manual for an installation procedure in a terminal server environment.
« If you are using USB printers, make sure you updated the RDP protocol of your client computer to RDP version 6
or above to ensure maximum compatibility with redirected printers.

For the best results, it is recommended not to use USB printers. Compatibility and reliability are improved when using
COM or LPT printers.

Some exotic printers, such as label or receipt printers, may not be suitable to be redirected in a TSplus session, you
should always check with your hardware manufacturer for compatibility and installation procedures in an RDS or terminal
server environment, which is very close to TSplus in this case.
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Built-in Web Server Management

Your Remote Desktop Server must be available, easy-to-access and safe. That's why TSplus utilizes a built-in Web
Server which helps you easily manage its status and operations.
A Management Console is available in the Administrator Tool. This Management Console enables you to view and
configure the status of Terminal Service Plus built-in Web Server.
When you install TSplus, web servers are listening on ports 80 and 443 by default. Make sure that the defined ports are

available and that Java is installed on the server.

See the video about Web Features.

Web Server Components Status

The status of the Web Server main components are displayed on the AdminTool Home dashboard.

TI TSplus - Administration Console

TSPLUS

{) HOME

APPLICATIONS

O
(ep PRINTER
®

WEB
By rarm
2, SESSIONS
& svsTEmT00LS
83 ADVANCED

{7p ADD-ONS

@57 LICENSE

Remote Access Management Console

© ® ® ®

English

o

Computer name: WIN-ATLOOCNOES6
Private IP 192.168.
PublicIP 78.193.

RDPport 3388 /'

Connections: 1

Q Session Manager

System Audit - No issues found on 1/7/2020 4:27:20 PM
Version 12.60.1.4 - You are using the latest version
License Activated - Enterprise edition - Unlimited users

End of support date: 7/11/2022

®

http://localhost
3 | b=k Ko

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

(:’ Read changelog

2\

(?) Help

Ports Considerations (Local Machine and Firewall / Router)

Terminal Service Plus only requires either Port 80 or Port 443 to be opened.

Port 3389 can stay closed.

©TSplus - www.terminalserviceplus.com


https://www.youtube.com/watch?v=eImA7mRGC48

Ts pI—US Terminal Service Plus - Documentation

TI TSplus - Administration Console

TSELUS Remote Access Management Console

1 HOME
[ AppLicATIONS g
(Ep PRINTER Computer name: DESKTOP-SCVIIVH
Private IP 192.168.1.22
@ WEB PublicIP 78,
RDPport 3389 /'
E FARM Connections: 1 Q
2 SESSIONS
K SYSTEM TOOLS @ System Audit - No issues found on 1/28/2019 11:39:01 AM
ADVANCED
i§3 @ Version 12.20.1.27 - You are using the latest version
{> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(©)  End of support date: 11/14/2021

English >

®

http://localhost
B W D

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

@ Help

Restart / Stop the Web Server Service

If you see that a service is not running, you may need to restart the Web servers by clicking on the "Restart Web Servers button" which
is represented by an arrow on the right, the Web Servers will be restarted and the service should be running again.
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n TSplus - Administration Console

TSECUS Remote Access Management Console

1 HOME
[ aepLicaTIONS g
(Ep PRINTER Computer name: DESKTOP-SCVIIVH
Private IP 192.168.1.22
@ WEB PublicIP 78
RDPport 3389
E FARM Connections: 1 Q
2 SESSIONS
% SYSTEM TOOLS (©)  system Audit - No issues found on 1/28/2019 11:39:01 AM
ADVANCED
@ @ Version 12.20.1.27 - You are using the latest version
> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(&) End of support date: 11/14/2021

English >

®

http://localhost

> =]

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

@ Help

If you click on the "Stop Web Servers" button, placed on the middle, the Web servers will be stopped. The HTTP and
HTTPS server status will now display in red indicating that the HTTP / HTTPS services are stopped:

TI TSplus - Administration Console

TSEUS Remote Access Management Console

{) HOME

[ aepLicaTIONS G

@ PRINTER Computer name: DESKTOP-SCVIIVH
Private IP  192.168.1.165
@ WEB PublicIP 78,
RDPport 3388
E FARM Connections: 1 Q
2, SESSIONS
K SYSTEM TOOLS @ System Audit - No issues found on 2/5/2019 8:25:30 PM
ADVANCED
@ @ Version 12.20.2.4 - You are using the latest version
{> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(©)  End of support date: 11/12/2021

English >

®

http://localhost

>|E|¢)

The built-in HTTP server is not listening on port 80

The HTTPS server is not listening on port 443

@ Help
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Manage Web Servers

Tl TSplus - Administration Console = X
TSPELUS Remote Access Management Console
{Y HOME
Default HTTP web server
A built-in HTTP Web Server is provided with TSplus
D APPLICATIONS However, you can use a different one (IIS or Apache for example).
(® Use the built-in HTTP web server
@ PRINTER O Use a different HTTP web server
When using IS or Apache, its HTTP port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTP port 80}
@ wes
Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (x86)\TSplus\Clients\www Select a new Web Server root path
Web Server
Lockout
By rarm
Web servers options
o Change the HTTP/HTTPS port numbers
& SESSIONS Will not change IIS or Apache port settings
HTTP: 180 =
Q) svsTEmT00LS WPs: (483 2]
83 ADVANCED
Save and Restart Web Server
¢7p ADD-ONS
L@ 11CENSE

You can change the ports during installation or at any time by clicking on the Web - Web Server tab. On this tab, you can choose to
use a different HTTP web server, modify the Web Server root path and the HTTP/HTTPS port numbers. Make sure that these ports
are available before changing them: if a conflict occur TSplus web server will not work. Here is a non-exhaustive list of TCP port that
might be used by an application on your server. Once these modifications done, click on save and the AdminTool will restart.

Disable http only or http on https

See this documentation for more information on this topic.

For more in-depth information about servers customization and preferences, see these pages:

Web Portal Preferences, Web Applications Portal, Web Credentials.

©TSplus - www.terminalserviceplus.com


https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

Terminal Service Plus - Documentation

Error

This page does not exists.

Return to the home page
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Web Applications Portal

Overview

Terminal Service Plus Web Application Portal provides a single, flexible solution that can streamline application and desktop
deployment and life-cycle management to reduce IT costs. By centrally managing and web delivering on-demand applications, IT can
improve the success rate of application deployment providing role-based management, application control, security and users support.

Terminal Service Plus Web Application Portal virtualizes and transforms Windows apps and desktops into a secure on-
demand service.

With Web Application Portal, you will be able to publish Microsoft Windows applications (business
applications, Office applications...) to the web.

As in Citrix, your users can access their applications directly from the Internet, simply by clicking on the application icon
in the Portal web page, directly inside their own Internet browser.

Managing your Web Applications

The Web Application Portal feature is fully integrated in Terminal Service Plus. It means that all the applications
published by Terminal Service Plus Applications Publishing feature can be used in the Web Applications Portal.

If you would like to know more about this publication process, feel free to read our documentation about Application
Publishing and Assigning Applications to Users or Groups.

Designing your Web Applications Portal

In the Admin Tool, open the "Web" tab and click on the "Applications Portal" tile.

n TSplus - Administration Console - 12.10.1.23 =1 X

TSPELUS Remote Access Management Console

{Y HOME

l:r,-’ Web Portal Design
[ AppLicaTIONS

[T]  web Portal Preferences
(Ep PRINTER

s2»  Applications Portal
© wes i Aep
By rarm
2, SESSIONS & Web Credentials

Q\ SYSTEM TOOLS

83 ADVANCED .
] RemoteApp Client
> ADD-ONS
D HTMLS Client
(5 LICENSE
@ HTMLS Top Menu
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Applications Portal

Applications Portal

I Enable Applications Portal I

Applications Page

Box Color

Box Border Color

@ Help... | @ Reset

Title: Remote Applications Portal
Box Title: App;libéfibns
Box Log Off Text: Log Off

{,,,f;,‘r.f,:‘_;“ E] Choose I
#Ccceee | [ choose I

@ Save

((\g\ Preview

To generate a web access page with the Web Applications Portal feature activated, check the "Enable Applications Portal"

checkbox. You can customize your web access page to your liking, then click on "Publish" to publish this new web access page.

Note: You can change the box and the box border colors only for the Classic themes which can be changed on the Web

Portal Design tile.

Using the Web Applications Portal

On this example we have published the new web access page with the default name "index".

To access it, open a web browser and go to http://yourservername/ (in this example we use http://localhost , directly

from the server itself).

The first web page displayed is the standard Terminal Service Plus web logon page:
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PLUS

Log on

1 TSPLUS

lJohn

O HTMLS @ RemoteApp

Once logged in, a new web page is displayed, this is the Web Applications Portal:

SPLUS

Remote Applications Portal

Applications

o
1 Desktop folder%
|

Powerpoint
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As you can see, the user gets an icon for every published application that he has access to.
The user can now click on one or more icon, in order to remotely open the matching application in a new tab:

Excel x

& @ http://localhost/software/htmiS.html v C‘I‘Q Rechercher } w B 3+ A& 1 =
E%?"\EVJ- QL)'= Bookl 2 oft Excel -aXx
A ’ Home I Insert Page Layout Formulas Data Review View @ - o x

== % catibri -ln - [E === Hj'(r;eneiral = ' E conditional Formatting ~ | =Insert~ X - (ﬁ

—-] 153 1‘|l! Lo\l "|lA‘ A"ME = El@’ | |§' % W@Formatas'l’able' | 3% Delete ~ | (8]~ - |
Paste lit== ooy ; Sort & Find &

< ||[E O A EE ] |85 ) Cell Styles ~ ’ () Format ~ | (2~ Filter~ Select -
|Clipboard ¥ || Font & Alignment || Number & Styles | Cells Editing

AL o
T S T O Y O Oy RN M R 7y S W 2 F_—Y

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17
18

4 4 » »| Sheetl  Sheet? ~ Sheet3 ¥J
Ready |

Web-Lockout

Since TSplus 11.40 release, brute-force attacks on the Web Portal are now blocked when users enter wrong credentials.
After 10 attempts during a period of 15 minutes, the Web Portal will prohibit the user to logon for 30 minutes (customizable on the

Advanced - Lockout tab of the AdminTool) :
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PLUS

Log on
TSPLUS

John

Headquarter

© HIMLS @ RemoteApp

Too many failed attempts.
Please retry later.

Log on

These are the default settings which are customizable on the hb.exe.config file located on the TSplus folder:
TSplus\Clients\www\cgi-bin\hb.exe.config in the "appSettings" paragraph.

You can check all blocked connections and logs by users on the Lockout feature of TSplus:

T4 TSplus - Administration Console - X
TSEIUS Remote Access Management Console
~
ﬂ HOME Reset
[ arpucanions
Name Locked Consecutive Failures First Failure
S PRINTER DESKTOP-SRTR462\admin fes 10 July 17, 2019 13:54:47
DESKTOP-5RTR462\james No S
® wis
DESKTOP-5RTR462\john No 1
Web Portal DESKTOP-SRTR462\linda No 2
HTTRS DESKTOP-SRTR462\mary No 3
DESKTOP-5RTR462\root Yes 10 July 17, 2019 14:00:24
Web Server
DESKTOP-SRTR462\william No 2
Lockout
By rarm
2, SESSIONS

R SYSTEM T00LS
§83 ApvanceD

{<p ADD-ONS

L@ 11CENSE 2t

This functionality is visible and active after the first Web Portal connection.

Important Notes

+» The Web Applications Portal feature is compatible with Farm / Gateway configuration and it also supports load-balancing.
« InaFarm/ Gateway configuration, the Applications must be published and assigned on every server of the farm at the moment.
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+ In terms of Terminal Service Plus licensing, a user can open several applications at the same time without
counting for more than 1 user.
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Remote App Plugin

Since the new 8.40 version of TSplus, there is no need anymore for a Java plugin to be installed on the client browser.
You can now access the Windows RemoteApp client by downloading and installing a small Windows plugin via the Web

Portal. This operation is fast and needed only once per client.

PLUS

Log on

User name

Password:

Domain:

® HTMLS © RemoteApp

Windows Plugin not found

Download Plugin

Install this plugin
Then dick on ‘Log-on' again

You can also install it on the C:\Program Files (x86)\TSplus\Clients\www\RemoteAppClient folder:

When using firefox, this message will be displayed on your first connection. If you choose the “remember my choices”
option, the notification will be disabled upon future connections

This link needs to be opened with an application.

Send to:

Windows Connection Plugin

Choose an Application Choose...

(V] Remember my choice for remoteapp links.

This can be changed in Firefox's preferences.

[ ok || cancel

Note: Since TSplus 12.40, RemoteApp client setup and the The Client Setup Program have been merged and can be deployed with
one single setup - so if you download the RemoteApp Client Setup, there will be no need to download the Connection Client one.
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Creating and Customizing HTML Web Access
pages using the Web Portal Preferences and

the Web Portal Design

Using the Web Portal Design and the Web portal Preferences, you will be able to create your own customized HTML
Web Access pages - and there is no need to be a web developer!

Web Portal Design

TI TSplus - Administration Console - 12.20.2.6

TSEUS Remote Access Management Console

1) HOME

2 Web Portal Design

[ AppLicATIONS

| Web Portal Preferences

(ep PRINTER
i35 Applications Portal

@ wes ’

Web Portal

HTTPS

WebSerieR Web Credentials
By rarm
o .
& SESSIONS | RemoteApp Client

ek SYSTEM TOOLS
HTMLS Client

83 ADVANCED
HTMLS Top Menu

{> ADD-ONS

(@7 LICENSE

With the Web Portal Design tab, you will be able to customize all the display and graphic settings, as well as add your
own logo. You have the choice between a collection of 20 photos, or you can add your own. You can also set any color
theme with the background color of your choice or you can use one of the classic themes.
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4
Look & Feel
Page Header
Theme: | Photo v Baseline: l)ple and Systems Through Intemet| Size 13
Photo: Cuffee v Backaround calor _

Title: IWeb Access | Logo: |)ﬂware\java\img\header_web.png I Browse...

Logon Display Text: lLog on I

SECURE REMOTE ACCESS®
Background color: I: Choose... | ID I . ' S
Text color: l HFFFFFF I [£] choose... |

Font: Verdana Fooef
Picture software\java\img\footer.png
Field Labels
Usemame: lUser name: ‘
Password: I Password: |
Domain: I Domain: I
2-Step Verification: IZ—step verification: I
Log-on Button: |Log on | @ Help... | @ Reset Q Preview @ Save

Some advanced tips:

¢ You don't have to click on a "Choose..." button if you already know a color code: just type it in the input.
+ Be careful with the real size of the pictures: your page could be quite bad-looking if a picture is too big.
+ Do not hesitate to use the "Preview" button on the bottom, it's fast and easy!

Web Access

(€)@ 127.0.01/preview.html

O HTMLS @ RemoteApp

’

Saving typed values and Resetting to default ones

When you close this window, all the values you typed and checked are saved.
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If you want to reset these values to values by default, click on the "Reset" button on the bottom.

Web Portal Preferences

Tl TSplus - Administration Console

TSPLUS Remote Access Management Console

{) HOME
T Web Portal Design
[ AppLicaTiONS
D Web Portal Preferences
(Cp PRINTER
ii% Applications Portal
@ WEB H-H PP
Web Portal
HTTPS
@ :
Web Server G, Web Credentials
B rarm
o
= SESSIONS D RemoteApp Client

K SYSTEM TOOLS

HTMLS Client
@ ADVANCED
8 HTMLS Top Menu
{7 ADD-ONS
@57 LICENSE
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Upload: Folder to select files.
@ User Desktop (default)
(©) My Documents

() WebFile folder

(©) Custom folder:

Folder path from where the user wil
select files to be uploaded.

© Use Explorer to select files

@ Help... | @ Reset

-
Preferences
Default Values
Login:
Password:
Domain:
Show the Domain field Remember last login
Advanced
Keyboard: as_browser
Access Type
Available Clients: HTML5S (iPad., iPhone, Android devices, computers)
RemoteApp  (Windows PCs)
Gateway Portal: [7] Generate a Gateway Portal enabled Web Page

Download: Folder for all received files
@ User Desktop (default)

) My Documents
() WebFile folder
(©) Custom folder:

Folder where all downloaded files
will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

() Use TSplus GUI

~\
(ng Preview

Select...

@ Save |

This tile allows you to configure the Web Access page:

¢ "Default Values": you can specify a default login, password and domain that will auto-populate the login fields. All
of the settings present here are saved in the index.html file, which can be copied and renamed to your preference.

®* o o 9

"Show the Domain Field": when checked, the Domain field is included in the login information request.
"Keyboard": only for advanced administrators who have special keyboard requirements.

"Available Clients": choose between 2 types of web connection clients. If both are checked, the user will have the choice.
"Gateway Portal": check it to activate a Gateway Portal enabled page. This feature adds an extra authentication

step when you assign a server to a user or group. (More information on the Gateway feature can be found here).
¢ "Upload - Download": choose source and destination paths for file uploads and downloads.
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Web Credentials

Overview

Terminal Service Plus Web Credentials is a state-of-the-art unique feature, which allows users to connect with just an e-

mail address or a pin-code.

With Web Credentials, you can secure your server's access with the e-mail address of a user, or with a simple pin-code
generated by your business application. One of the great benefits of this feature is that these credentials (e-mail or pin-
code) are pure web credentials : the user will not know the Windows user account he is currently using, and he does not

need to know a real Windows login/password to connect to his application!

With Web Credentials, you will be able to define custom pure web credentials and match them to any existing Windows /
Active Directory user account. The user will then be able to connect using these custom credentials, instead of the

Windows / Active Directory ones.

Managing your Web Credentials

In the Admin Tool, open the "Web" tab and click on the "Web Credentials" tile.

T4 TSplus - Administration Console - 12.20.2.6

{Y HOME

[ AppLicaTIONS
(Ep PRINTER

@ ws

Web Portal
HTTPS

Web Server

By rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ADVANCED
> ADD-ONS

(@57 LICENSE

TSPLUS

Remote Access Management Console

Web Portal Design

Web Portal Preferences

Applications Portal

Web Credentials

e O [

RemoteApp Client

HTMLS Client

HTMLS Top Menu

The Web Credentials Manager will open and display this window:
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- K
Web Credentials

Manage Web Users and Match them to Windows / Active Directory Users

K E 3 & Add a new Web Credential
Web Legin Web Password Windows Login
7777 john
admin@mycompany.com admin & Edit Web Credential
julia@mycompany.com julia
& Remove Web Credential

Web Access Page
Enable Web Credentials

[ Allow empty Password
Show the Password field
[7] Mask Usemame field

@
. Preview
@ Save

You can now create a new Web Credential by matching a custom login and (optional) password with an existing
Windows / Active Directory user account, as shown below:

- -
O Add a new Web Credential M
Web Login: John
Web Password:
{optional)
will match:

Windows Login: John

Windows Password: cone

|Maximum number of concument session: 3 |

Qe | @

Since TSplus 9.50 version, you can also decide the maximum number of concurrent sessions for a user.

You can also edit and remove an existing Web Credential, thus changing or disabling any custom credentials you configured.

Alternatively, you can create web credentials via a command line:

- On the Windows Start Menu, on the execute field, type in: 'cmd.exe' (or in Programs/Accessories >
'Windows Power She 11')
- Then, in order to go to the right folder, type: cd "C:\Program Files
(x86)\TSplus\UserDesktop\files", then press Ent er to

validate
- To add a new Web Credential, type: WebCredentials.exe /add your_web_login your_web_password
your_windows_login your_ windows_password maximum_concurrent_sessions
- To add a blank credential, type two double quotes: "" to indicate a blank text.
- To delete a web credential, type: WebCredentials.exe /remove your_web_login
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Important Notes

Please note the following limitations:

¢ [, '] and "' characters are not supported on the password fields.
¢ Ina Farm / Gateway configuration, Web Credentials only support the load-balancing mode (i.e. it does not work

with server-assigned mode)
+ Ina Farm / Gateway configuration with load-balancing mode, the Web Credentials must be defined on every server

of the farm at the moment.
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How to use IIS rather than Terminal Service
Plus default Web servers

Pre-requisites

It can be a good idea to Update Terminal Service Plus to be sure that you get the latest TSplus programs.

1) IS configuration

« Install IS with the following modules : CGl, ISAPI Extensions and ISAPI Filters.

ET Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that only part of the

feature is turned on.

=10l
o

| Web Management Tools
= [F] ) world wide Web Services
= | Application Development Features

.NET Extensibility

ASP
ASP.NET
CGI

ISAPI Extensions

ISAPI Fiters

Server-Side Includes

+ Configuring the 1IS Port:

OK

Cancel

Access the 1IS management console, expand the list below your server name, then Expand the "Sites" menu and right click on "D efault

Web Site" and click on "Edit Bindings":
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€ » WIN-URFCTRSQGDF » Sites » Default website »

File View Help

e Default website Home

Qe-H|Z |8
.43 Start Page =
495 WIN-URFCTRSQGDF (WIN-URFCTRSQGDR\Administrator) || ' Te" e e
2} Application Pools ASP.NET A A
4[] Sites . ‘\ -
: F= iy
b Default website a v 204 9
! Explore L.NET NET .NET Error Pages NET
EdiE Panmicsons. .. horizati... Compilation Globalization
@ Add Application... [‘S‘E‘ I'\ /// A ‘/ [{% ]
] AddVirtual Directory... IETProfile ~ .NETRoles  .NETTrust .NET Users
| Edit Bindings... | ik
Manage Website » ?/E ab) ﬁ ||
E Refresh pplication Connection Machine Key Pages and
Settings Strings Controls
X Remove y -
& Install Application From Gallery la b
Rename Providers Session State SMTP E-mail
= ~ ' - e

Click on "http" and "Edit". Change the port to 81 and click Ok, and then click Close:
Site Bindings [2] = |
Type Host Name Port IP Address Binding Informa... | Add... |

http 80 *

Type: IP address:
|http v' |AII Unassigned vl |81

Host name:

Example: www.contoso.com or marketing.contoso.com

v | l
(= = = BB~ a cene

Disable the 443 port or change this port for another free port.

Then, restart the 11IS Manager.

2) Create virtual directory for CGl

In the left panel menu, expand the menu under your server, then "Sites," and right-click on your site to add a new "virtual
directory”, as shown in the image below:
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€-iH|Z |8 q
@ﬁ Start Page il
4 Oﬂ WIN-URFCTRSQGDF (WIN-URFCTRSQGDF\Administrator) | |

Q Application Pools Al
4.[8] Sites
b Default websit=—
2 Explore
Edit Permissions... {
& Add Application...
I[}ﬁ Add Virtual Directory...
Edit Bindings...
Manage Website >
3 Refresh
X Remove
@ Install Application From Gallery
Rename
/% Switch to Content View

On the window that will open fill in as follows:
Alias: cgi-bin

Physical path: "C:\Program Files(x86)\TSplus\Clients\www\cgi-bin"

Site name:  Default website
Path: /

Alias:

|cgi-bin

Example: images

Physical path:
IC:\Program Files (x86)\TSplus\Clients\www\cgi-bin l I

Pass-through authentication

| Connect as... I | Test Settings... I

Then click "OK" and you will see that the "cgi-bin" virtual directory has been added to your IS Web site. Now, right-click
this "cgi-bin" virtual directory and click on "Convert to Application”. Click "OK" and accept the default settings.
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e L R
e -id|Z |8 -
.5 Start Page X
i Filter:
4 ‘i WIN-URFCTRSQGDF (WIN-URFCTRSQGI
@ Application Pools ASP.NET
4.[8] Sites =
4 o Default website a
[ cgi-bin— RET
| @ Explore
Edit Permissions...
l;@ Convert to Application
@* Add Application...
&‘ﬂ Add Virtual Directory...
Manage Virtual Directory ~ »
Refresh
X Remove
= Switch to Content View

Site name:  Default website
Path: /

Alias: Application pool:

| | lDefauIt website

Example: sales

Physical path:
|C:\Program Files (x86)\TSplus\Clients\www\cgi-bin | ’

Pass-through authentication

| Connect as... l | Test Settings...

["] Enable Preload

Then select the "Handler Mappings" icon for this folder on the right side of the Manager window:
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q' Q |m IO. 5j cgi-bin Hame Open Feature

e ﬁ Start Page B Gotow
4.9 WIN-URFCTRSQGDF (WIN-URFCTRSQG ¥ Go - (ggShowAl | B Soice
Edit Permissions...

@ Application Pools ey —
4.6 Sites E Basic Settings...

4 o Default website Directory Error Pages Failed Request 5 ~
b e cgi-bin Browsing Tracing Rules Manage Virtual Directory (4

Browse Virtual Directory

& E 2 [®] Browse *:81 (http)

Handler HTTP Redirect HTTP Response Edit Virtual Directory
Mappings Headers Advanced Settings...

L = Install Application From
% { ﬂ I’E 3 Gallery

IP Address and Logging MIME Types o Help
Domain Rest...

Modules Output Caching Request Filtering

@

SSL Settings

Management

= Festures View | - Content View

From the list of Handler Mappings, double click on "CGl-exe".
Then, search the hb.exe executable from the Executable property box and click OK.

Request path:

['.exe

Bxample: *.bas, wsvc.axd
Module:

ngiModuIe

Executable (optional):
I'C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.exe"

Name:
lcel
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A prompt for confirmation appears. Click "OK" to allow this ISAPI extension.

Do you want to allow this ISAP| extension? Click "Yes" to add the
extension with an “Allowed" entry to the ISAP| and CGI Restrictions list
or to update an existing extension entry to “"Allowed" in the ISAP| and

CGl Restrictions list.

Now click on "Edit Feature Permissions":

Check the "Execute" checkbox and click OK:

Edit Feature Permissions n m
Permissions:
V' Read

[k | coe |

Back to the "CGl-bin" Home, click on "CGI" to open the CGI properties:

9 /cgi-bin Home

[

Y

Filter:

v ¥ Go - G ShowAll | Group by: Area ~ (38}~

Group by: State 4
Name - | Path | state | Path Type | Handler | Entry Type |
Disabled
154P]-ci Add Managed Hander... Disabled File IsapiModule Local
e Add Wikdcard Script Map...
OPTIONSVerbHand Add Module Mapping. .. Enabled Unspeciied ProtocolSupportModule Local
TRACEVerbHandler Enabled Unspecfied ProtocolSuppartModule Local
StaticFile Edk... Enabled File or Folder StaticFileModule, Def sultDocume....  Local
Rename
X Remove
Revert To Parent
View Ordered List...
© tep
Onfine Help

s

B

Authentic...

Output
Caching

CGI

CaGl

="
o -

Request
Filtering

g o i @ & & § -

Compression  Default Directory  EmrorPages  Handler HTTP Logging  MIME Types

Document  Browsing Mappings Respon...

@

SSL Settings
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Change the value of "Use New Console For Each Invocation” to "True". Then, click "Apply" to save the changes.

Q cal

Display: Friendly Names

Time-out (hh:mm:ss)

3) Configure CGI extension permission

Now, the last step is to allow the CGI extension to run on the server. Click on the "ISAPI and CGI Restrictions" icon. This
can be found by clicking on the machine name in the menu on the left side of the window.

On the "ISAPI and CGI Restrictions" page, click "Add ...

C’ WIN-08MP70K44CH Home

Fiker: * o - ig=show Al |Groupby: Area ¥ -

< .

us

B d e
Gl Compressian Defaut Drectory Error Pages F:
Document Browsing Sattings

A e &8 T
MIME Typas ~ Modulas Cutput Request
Caching Fitering

Management
B & E
Configuration  Featuwre Shared
Edkor Delegation  Configuration

" on the right side of the window. Now specify the full path to the "hb.exe" file

hosted in the TSplus folder. Be sure to check the "Allow extension path to execute" option, as lllustrate the following images:

O‘i' ISAPI and CGI Restrictions

Group by: No Grouping ®

Use this feature to specfy the ISAPI and CGI extensions that can run on the Web serve

_Description_~ | Restriction | path

ISAPI or CGl path:

|C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.exe

Description:

|cal

[v] Allow extension path to execute
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Group by: No Grouping b

Gﬂ ISAPI and CGI Restrictions

Use this feature to specify the ISAP| and CGI extensions that can run on the Web server.

Descripfion Restriction Path
Active Server P... Allowed Fewindir%s\system32\inetsn\asp.dll
ASP.NET v2.0.5... Allowed Fwindir%\Microsoft.NET\Framework64\v2.0.5072\aspnet_isapi.dll
ASP.NET v2,0.5... Allowed Fewindir%\Microsoft. NET\Framework\v2.0.5072\aspnet_isapi.dll
ASP.NET v4.0.3... Allowed Fewindir%\Microsoft. NET\Framework\v4.0.30319%\aspnet_isapi.dll
ASP.NET v4.0.3... Allowed Fowindir%\Microsoft.NET\Framework64\v4.0.30319\aspnet_isapi.dll
| [} Allowed C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.exe |

Make sure that in CGI section of your server, "Default Web Site" and "cgi-bin" the setting "Impersonate User" is set to "True".

3 » WIN-N2UEFVD2SBH » Sites » Default Web Site » cgi-bin »

File View Help

&/ Apply
B¢ Cancel

00:15:00
True

True

0 Help

Specifies whether a CGI process is created in the system context or in the context of the requesting user.

_ r?_ CaGl
e-H|H |8 =
83 Start Page Display: Friendly Names -
4 ‘ﬂ WIN-N2UEFVD2SBH (WIN-N2UEI
.. |2} Application Pools 4 Behavior
48] Sites Time-out (hh:mmss)
4 D Default Web Site Use New Console For Each Invocation
b P cgi-bin 4 Security
Impersonate User
T 5| [ Festures View] - ContentView
Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site/cgi-bin">

Give full permission to user "lIUSR" in the directory "C:\Program Files (x86)\TSplus\Clients\www\cgi-bin"

Give full permission to user "lIUSR" in the directory "C:\Program Files (x86)\TSplus\Clients\webserver\twofa"

4) Add Mime types in IIS

Open a command prompt as an administrator and run the following commands:

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /+[fileExtension=".dat',mimeType="text/plain’]

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent /+[fileExtension="",mimeType="text/plain’]
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Restart IIS.

5) Configure IS Directory Permissions

Give full permission to the group "Everyone" in the directory "C:\inetpub\wwwroot"

6) Configure TSplus

Terminal Service Plus - Documentation

Go to the Web Server tab of the AdminTool, then choose the "Use a Different HTTP server" option:

T TSplus - Administration Console

TSECUS Remote Access Management Console

HOME
Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (lIS or Apache for example).

(O Use the built-in HTTP web server

APPLICATIONS

@ Use a different HTTP web server

@ & 0 o

PRINTER
When using IS or Apache, its HTTP port number must be set to 81,
(Tunneling forwards this 81 port into the public HTTP port 80}
WEB
Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is: I it
C:\Program Files (x86)\TSplus\Clients\www Select a new Web Server root path
Web Server = =
B rarm
[«
& SESSIONS Web servers options
Change the HTTP/HTTPS port numbers
Will not change IIS or Apache port settings
R svsTemT00LS s
HTTP: |80 [l
8% ApvANCED i B
{> ADD-ONS
Save and Restart Web Server
@57 LICENSE

Then, in the same window, click on "Select a new Web Server root path”, and put the path of the IIS directory, which
should be something like: "C: \ inetpub \ wwwroot". Now click on "Save and Restart the AdminTool".
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Tl TSplus - Administration Console

HOME

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
APPLICATIONS However, you can use a different one (lIS or Apache for example).

(O Use the built-in HTTP web server

TSECUS Remote Access Management Console

@ Use a different HTTP web server

@ & 0O ®

PRINTER
‘When using IIS or Apache, its HTTP port number must be set to 81,
(Tunneling forwards this 81 port into the public HTTP port 80)
WEB
Web Portal Change the Web Server root path
You can change the Web Server default root path.
HTTPS The current Web Server root path is:
C:\Program Files (x86)\TSplus\Clients\www I Select a new Web Server root path
Web Server
After clicking on 'Save’, the new Web Server root path will be:
m FARM CA\inetpub\wwwroot
o
& SESSIONS Web servers options
Change the HTTP/HTTPS port numbers
% SYSTEM TOOLS Will not change IIS or Apache port settings
el
HTTPS: |
83 ADVANCED = F
> ADD-ONS
I Save and Restart Web Server I
(@57 LICENSE

The following messages will appear:

disabling Built-in HTTP

N

The built-in HTTP will not start anymore.
Make sure that one other HTTP web server is active on port 81

Wait. The Admintool will be closed automatically. Then open the Admintool again and click on the Web tile.

Finally, restart the web servers:

Your web root path is now:
C\inetpub\wwwroot
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TI TSplus - Administration Console
TSECUS Remote Access Management Console
1 HOME
[ AppLicATIONS g
(Ep PRINTER Computer name: DESKTOP-SCVIIVH
Private IP 192.168,1.22
@ WEB PublicIP 78,
RDPport 3389
E FARM Connections: 1 Q
2 SESSIONS
é\ SYSTEM TOOLS (©)  system Audit - No issues found on 1/28/2019 11:39:01 AM
83 ADvANCED i ; '
@ Version 12.20.1.27 - You are using the latest version
> ADD-ONS
@ License Activated - Enterprise edition - 25 users
@57 LICENSE
(&) End of support date: 11/14/2021
English >

®

http://localhost

> =]

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

@ Help

7) Test with local host

Warning: Use a different user account.

If you try with your current user account from your own RDP session to the server, then you will be disconnected and not

be able to reconnect.
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PLUS

Log on

TSPLUS
John v
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How to use Apache rather than Terminal

Service Plus default Web server

Pre-requisites

It can be a good idea to Update Terminal Service Plus to be sure that you get the latest TSplus programs.

1) Start AdminTool and go to the Web Server Tab

Click On the Manage Web Servers tile, check Use a different HTTP web server because you want to use Apache.

TJ TSplus - Administration Console

TSEL

HOME
APPLICATIONS

PRINTER

@ & 0O o

WEB

Web Portal
HTTPS

Web Server

By Farm

2, SESSIONS
% SYSTEM TOOLS
83 ADVANCED

{> ADD-ONS

@57 LICENSE

Remote Access Management Console

Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IIS or Apache for example).

(O Use the built-in HTTP web server

@ Use a different HTTP web server

When using IS or Apache, its HTTP port number must be set to 81.

(Tunneling forwards this 81 port into the public HTTP port 80}

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:
C:\Program Files (x86)\TSplus\Clients\www

Web servers options

Change the HTTP/HTTPS port numbers
Will not change IIS or Apache port settings

HTTP: |80 b

v

HTTPS: 1443 2

Save and Restart Web Server

Select a new Web Server root path

Then, use the button Select a new Web Server root path to tell TSplus where will be the new web folder root.
TSplus will copy the requested files/folders into this new root folder and, at this point, the TSplus setting for Apache is near completion.

A pop-up will recommend you to change Apache HTTP port to 81.:

disabling Built-in HTTP

The built-in HTTP will not start anymore.

! Make sure that one other HTTP web server is active on port 81

It's now time to set up Apache.

2) Setting up Apache
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Change the HTTP from 80 to 81.
The specific way of doing this depends on your Apache version and your current Apache settings.
We advise you to backup any Apache settings file before modifying them, so you will have a way to restore them if needed.

Usually you can change Apache listening port by editing the file httpd.conf found in "Apache\conf" directory:
Listen 81

Once it is done, restart the Apache service.

3) Going back to TSplus Web Servers Management tool

You can set the HTTP and HTTPS ports in TSplus Web Management tool. We recommend using standard ports, but
this feature can be handy when trying to avoid a conflict with an other process.

Web servers options

Change the HTTP/HTTPS port numbers
Will not change |IS or Apache port settings

HTTP: 8o
HTTPS: 243

4) Last steps
For the Universal Printer, we need to be able to write in the PRINTS folder.

So, verify that Everyone/Users... have full rights on .../prints folder.

» Computer » Local Disk (C)) » < Search Local Disk (C:) Jo)

Organize v =3 Open Include in library v Share with v New folder =~ [ @
¥t Favorites Name ‘ Date modified Type Size i
Bl Desktop . Backupparam 6/24/20154:05PM  File folder
8 Downloads .. Boot 4/20/201512:45 PM  File folder
£l Recent Places 2. Documents and Settings 7/14/2009 6:53 AM  File folder
3. MSOCache 1/29/2015 3:01 PM File folder
4 Libraries 1. PerflLogs 7/14/2009 4:37 AM  File folder
@ Documents . prints 1/30/201511:50 AM  File folder
o' Music . Program Files 9/10/20155:03 PM  File folder .
[/ Pictures . ProgramData 9/10/2015 5:03 PM File folder i
Videos 3. Recovery 2/24/2011 7:00 PM  File folder
. Shared Folder 6/5/2015 5:28 PM File folder
1 Computer . software 7/10/20154:03 PM  File folder
(Rl Local Disk (C:) 1. templates 7/10/20153:55PM  File folder
L tmp 9/10/2015 5:03 PM File folder
€l Network | tmpsetup 6/23/2015512PM  File folder
1 Users 6/12/2015 3:11 PM File folder
I var 1/30/2015 11:50 AM  File folder
1. Windows 6/25/201511:54 AM  File folder
. wsession 9/10/2015 5:03 PM File folder
ﬁ grldr 2/24/20117:02PM  System file 200 KB
& indev html 702015403 PM__ Firefoy HTMI Doc 14 KR =
) prints State: 2& Shared Shared with: Remote Desktop Users; Tout le monde
) File folder Date modified: 1/30/201511:50 AM
]
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| General | Sharing | Security | Previous Versions | Customize

Object name:  C:\prints

Group or user names:
2 Systéme
3@, Administrators (admin-PC\Administrators)

4 Users (admin-PC\Users) T

2 Damnta Nacltnn | loars fadmin.DM\ Ramata Nacltan | lears’ |
< | mn |

To change pemissions, click Edit.

Pemissions for Users Deny

Full control

Modify

Read & execute

List folder contents

Read .
Write v
For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

[ ok ][ cance ||

Then select the .html file you wish to use as a Web Access page in:
C:\Program Files (x86)\TSplus\Clients\www

and copy it as index.html in your web root folder, typically this is the "Apache\htdocs" directory.

5) Specific Settings for TSplus Gateway Portal, Load Balancing and/or
HTMLS file transfer

If you want to use this Apache based system as a TSplus Gateway Portal and/or use TSplus Gateway Portal Load Balancing
feature and/or use HTMLS5 file transfer feature, you will need to allow the execution of TSplus GCI scripts by Apache.

First, you must have the CGl module enabled in Apache.

Edit the file httpd.conf found in "Apache\conf" directory, and search for a line looking like:
;LoadModule cgi_module modules/mod_cgi.so

Remove the ";" to enable the CGI module:
LoadModule cgi_module modules/mod_cgi.so

Then, find a line starting by:
AddHandler cgi-script

And add the .exe extension to authorize .exe files to be handled as CGI programs by Apache:
AddHandler cgi-script .exe

Finally, you must tell Apache that the TSplus "cgi-bin" folder contains CGI programs. To do so, you must add the
following line in the file httpd.conf found in "Apache\conf" directory:

ScriptAlias /cgi-bin/ "C:/Program Files (x86)/TSplus/Clients/www/cgi-bin/"

Once it is done, restart the Apache service.
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If you face any issue setting up CGIl on your Apache server, please refer to the Official Apache documentation

Checking your settings: To validate your settings, please open a web browser on your server and go to
http://localhost/cgi-bin/hb.exe. If you get an Apache error page, you have an issue in your Apache configuration. If you
get a line of text/numbers, everything is fine!
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Two-factor Authentication

Two-factor authentication adds an extra layer of security and prevents access to your users' session even if
someone knows their password.

A combination of two different factors is used to achieve a greater level of security:

1) something they know, a password.
2) something they have, a device - such as a smartphone - with an authentication app installed..

You can use one of the following authenticator apps to proceed. These apps are available across a wide range of platforms:

- Authy
- Google Authenticator
- Microsoft Authenticator

Each time a user sign in to its remote session it will need its password and a verification code available from its mobile
phone. Once configured, the authenticator app will display a verification code to allow him or her to log in any time. It
works even if its device is offline.

OR you can decide to receive verification codes by SMS. In this case, you will have to create a free account on Twilio.

Two-factor authentication is available with HTML5 and Remoteapp connections on TSplus Web portal only, on TSplus
Mobile Web and Enterprise Editions. This authentication mode does not support login through Remote Desktop client.

In order to provide an even safer solution, RDP connections are denied for 2FA enabled users.

Activating the Two-factor Authentication Add-On License

The Two-Factor Authentication feature can be found on the Add-On tab of the AdminTool:

n TSplus - Administration Console - 12.20.1.27 = X

TSPELUS Remote Access Management Console

Y HOME
@ RDS-Knight - Protect your server
[ AppLicaTIONS
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files,
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ wes
m FARM [9 Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
SESSIONS Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.

Vs

SYSTEM TOOLS
@ ADVANCED IE] ServerGenius - Monitor your server
{:}; ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, /O, Disks).

Track changes, resources usage and events with real-time email alerts.

(57 LICENSE

It is available as a 30-day trial for 10 users. To activate your license, copy the serial number you can find at the bottom
of the Home tile:
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) Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

1 HOME

O Disable two-factor authentication on this server.

o
o MANAGE USERS

E CONFIGURE SMS @ Enable 2FA for the TSplus gateway and stand-alone application servers

83 serminGs
O Enable 2FA for TSplus application servers only

(@57 LICENSE

@ Help

@ Trial License : 0 days remaining. Click here to activate a new license.

Then, connect to our Licensing Portal and enter your Order Number, your e-mail address, Serial Number and select

"Two-Factor Authentication" on the dropdown list below:
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Licensing Management App Support

In case of any issue, please press CTRL F5 to refresh your web browser.

Get your License

Order Number

Please type the "Order Number" specified in the order confirmation email

Email Please type the email address used for your order
Serial Number (PXX XXX XXX) Please type the Serial Number

Two-Factor Authentication ¥ | Please type the Software

Show license

IS ™0l

Partners / Resellers

You will get your license.lic file. Then, go to the License tab and cick on the "Activate your license" button:

[/} Two-factor Authentication Administration - TSplus = X

Two-factor Authentication Administration

1 HoME

(G57  Activate your License

2 MANAGE USERS
[=) conFiGuRE sms

83 serTinGs License Status

(E57  Trial License

(@7 LICENSE

@ Serial Number:

L] computer name: WIN-PIKGOQLLUSD
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Activate License

When you did place your order, a license file named ‘license.lic’ has

been created for you.
Please browse to the location of this license.lic file to activate

two-factor authentication.

X

License

Your permanent license has been successfully activated!

Serial Number: PR

Enable Two-factor Authentication

Perform the following steps to enable two-factor authentication for your TSplus server or deployment. If your TSplus
deployment is configured to use multiple servers, perform this task on the TSplus server exposed as the single point of

entry for users or having the reverse proxy role.
1) Open the two-factor authentication administration application. The two-factor authentication status and the license

status are displayed:

) Two-factor Authentication Administration - TSplus

@ Two-factor Authentication Administration

{ HOME

O Disable two-factor authentication on this server.

o
o~ MANAGE USERS

E CONFIGURE SMS © Enable 2FA for the TSplus gateway and stand-alone application servers

3 semNGs
O Enable 2FA for TSplus application servers only

(@7 LICENSE

@ Permanent license activated.

@ Help

By default, 2FA is enabled for the TSplus gateway and stand-alone application servers.

You can enable it for TSplus application servers only, by entering the authentication server URL:
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@ Two-factor Authentication Administration - TSplus — X
Two-factor Authentication Administration
() Authentication Server URL X
1 HoME
Authentication Server URL: terminalserviceplus.ddns.net | /‘ Save
2 MANAGE USERS
E CONFIGURE SMS @ gg?rre:ls\e URL of the logon Web page without the page name (e.g. https://app.mycompany.com), a network name or an I[P
3 sermNGs
@ Enable 2FA for TSplus application servers only
@7 LICENSE
@ Permanent license activated.
@ Help
Or disable it:
= X

) Two-factor Authentication Administration - TSplus

Two-factor Authentication Administration

{Y HoME

2 MANAGE USERS

@ Disable two-factor authentication on this server.

B CONFIGURE SMS (O Enable 2FA for the TSplus gateway and stand-alone application servers

83 seTTiNGs
O Enable 2FA for TSplus application servers only

(@7 LICENSE

@ Permanent license activated.

@ Help
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Add Users and Groups

Once two-factor authentication is enabled, you can configure users for two-factor authentication.

1) From the two-factor authentication administration application, click on the Manage Users tab.

2, MANAGE USERS

2) Then, click on Add to select users and/or groups of users. The Select Users or Groups box opens.

% o-factor Authentication Administration - TS

@ Two-factor Authentication Administration

f Home -+ Add Edit Reset Remove Send SMS

O MANAGE USERS
=
Domain Name Activated Receive Code By Phone Number

[£] conmcure sms Users
WIN-PIKGOQLLUSD laura No App

1 semnNGs Groups
- WIN-PIKGOQLLUSD\administrators

(@1 LICENSE

Select Users or Groups X

Select this object type:

‘Users or Groups | Object Types...
From this location:

[WIN-PJKGOGLLUSD | | Locations...

Enter the object names to select (examples):
Thomas Check Names

3) Add as many users and groups as required and then click OK. The users and groups are added to the list and
enabled for two-factor authentication.

Edit Users

On the same tile, you can edit the way users receive verification codes by selecting a user and clicking on the "Edit" button:
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& Two Au -TSp
Two-factor Authentication Administration

) HomE 4 Add /' Edit Reset 3 Remove Send SMS
2 MANAGE USERS

Domain Name Activated Receive Code By Phone Number
[ conFGuRE sms Users

2. WIN-PKGOQLLUSD\laura No App
3 serTiNGs 2. WIN-PIKGOQLLUID\thomas No App

() Edit User - X

@7 LICENSE

@ Use an authentication app to receive verification codes (default)

O Receive verification codes by SMS

Phone Number:
e.g. 14155552671

/" EditUser

The user receives verification codes on the authentication app by default. You can choose that he/she receives it by
SMS by selecting the option and adding the user's phone number on the field below.

Remove Users and Groups

In order to remove users or groups, select the user or the group and then click on Remove. A confirmation message is displayed.
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@ Two-factor Authentication Administration
far Home -+ Add /" Edit Reset > Remove [ send sms
2 MANAGE USERS
Domain Name Activated Receive Code By Phone Number
[=] conFiGuRE sms Users
2. WIN-PKGOQLLUID\laura Yes SMS 4
{9‘3 SETTINGS £ WIN-PIKGOQLLUID\thomas No App 4]
Groups
@7 LICENSE 22 WIN-PIKGOQLLU9D\administrators

Removing two-factor authentication

Do you really want to remove two-factor authentication for the selected
! . useror group?

Click Yes. The user or the group is removed from its list and won't connect using two-factor authentication anymore.

Reset Configuration for Users

In the event of the loss of the authenticating device for a user, or if the user needs to display the secret QR code again,
you must reset the user authentication settings.
1) From the two-factor authentication administration application, click on the Manage Users tab.

2) Select one or multiple activated users and then click on Reset. A confirmation message is displayed:
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@ Two-factor Authentication Administration

Y Home -~ Add /" Edit ) Reset > Remove [ send sms

2 MANAGE USERS

Domain Name Activated Receive Code By Phone Number
[ conFiGuRE sms Lsets

2. WIN-PKGOQLLUSD\laura Yes SMS -
£§3 SETTINGS -~ WIN-PIKGOQLLUSD\thomas No App -

Groups
@7 LICENSE 22 WIN-PIKGOQLLU9D\administrators

Resetting configuration for user(s)

Do you really want to reset the configuration of the selected user(s)?
! The selected user(s) will have to configure their authentication device
upon their next logon.

3) Click Yes. The selected users will be presented a new QR code at the next login and will have to scan it in their

device's authentication app.
You can also modifiy the user's phone number, so that he can receive a verification code on his new device.

Enroll User for Two-factor Authentication

Once a user has been enabled for using two-factor authentication, an activation message will be displayed at his next
successful logon from the TSplus Web portal.
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Protect your account with 2-step
verification

Display the verification code using an authentication app

1. Open the authenticator app on your mobile phone.
2. Scan the QR code displayed below:

Or recelve your verification code via SMS

1. Type your phone number below, using the international
phone numbers format (e.9. +14155552671):

L]

2. Click Send SMS button to register your phone number and
receive your verification code

[ Receive SMS |

Validate your verification code

I I

[ Validate I

In order to complete the required steps, you have two choices: either generate codes via an authenticator app, either
make the user receive codes by SMS.

Receive codes with an Authenticator Application
The user must install an authenticator app on a portable device, such as his smartphone.

You can use one of the following authenticator apps to proceed. These apps are available across a wide range of platforms:
- Authy

- Google Authenticator

- Microsoft Authenticator

Please use each app documentation for more details on how to proceed to add your TSplus account.

Configure SMS

In order for the user to receive verification codes by SMS, you must first enable it. Click on the Configure SMS tab:

[] conriGurE sms

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third-party cloud platform, not affiliated with TSplus.

1) Just create a free account on Twilio by clicking on the button below "Start your free trial with Twilio":
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() Two-factor Authentication Administration - TSplus e X
M
(/uﬂ Two-factor Authentication Administration
e’

Y HoME

TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliated with TSplus.

o
MANAGE USERS
= Start your free Twilio trial

E CONFIGURE SMS 'Y Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balance.

&\

Once you finish signup, your Account SID, Auth Token and trial Number are displayed on your Twilio dashboard.
3 setTiNGs
Configure SMS

(@57 LICENSE
® SMS is disabled. Click here to allow users to receive their verification code via SMS.

Account SID: [ |

Auth Token: [ l

Phone Number: [ l

{ij Save

2) On your Twilio account dashboard, you will need to activate your Trial Number:

TRIAL WV
“ Dashboard Account Dashboard
@ Billing
= ) Project Info
Usage
Settings TRIAL BALANCE
ACCOUNT 5}
A D

3) The next step is only necessary for Trial versions. It allows Twilio to verify the actual phone number on which
SMS will be sent. Enter this number under the "Phone Numbers" menu - "Verified Caller IDs" tab :
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Verified Caller IDs

@

NUMBER FRIENDLY NAME

+336 Thomas

4) You will then be able to enter your account SID, Authentication Token and Trial Number as the Phone Number on
the Configure SMS tab of TSplus:

Account Dashboard

Project Info

TRIAL BALANCE TRIAL NUMBER
$13.348 +33
© Need more numbers?
ACCOUNT SID
Al ]
AUTH TOKEN
Hide bl
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) Two-factor Authentication Administration - TSplus = X
@ Two-factor Authentication Administration
Y HOME
TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliated with TSplus.
]
o~ MANAGE USERS Configure SMS

E CONFIGURE SMS @ SMS is enabled. Click here to force users to receive their verification code via an authentication app.

83 serminGs Account SID: A |
@7 LICENSE Auth Token: ]b I
Phone Number: ]‘33 I
[T save
Manage Twilio Subscription
@ Administration @ Service Status @ Support Center

Then, click on Save. The following message will be displayed:

Configure SMS X

” SMS configuration was saved successfully.

You can manage your Twilio subscription on the Manage Twilio subscription section, at the bottom of the Configure SMS tab.
Administrate your account, see the Service Status or reach Twilio Support Center just by clicking on the corresponding buttons.

Login using Two-factor Authentication

Once a user has configured his TSplus account in his authenticator app, he or she will be able to connect using its
password and the code provided by its authenticator app or by SMS.
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184650

O HTMLS @ RemoteApp

Settings
83 sermiNGs

The Settings tab allows you to whitelist users, in order for them to connect using an RDP client, without the need
to enter a two-authentication code.

Click on the "Add" button to add a user and remove a user by selecting it and clicking on the "Remove" button.

) Two-factor Authentication Administration - TSplus = X
@ Two-factor Authentication Administration
ﬁ HOME -}~ Add > Remove

& MANAGE USERS Whitelisted users beiow are able to connect using an RDP client, without the need to enter a two-factor authentication code.

[=] conFiGuRE sms 2, WIN-ATLOOCNOES6\john 2, WIN-A1LO0CNOES6\laura

83 serminGs

Users

Advanced

(@7 LICENSE

©TSplus - www.terminalserviceplus.com



I s Terminal Service Plus - Documentation

The Advanced tab allows you to configure Two-Factor Authentication in-depth settings.

) Two-factor Authentication Administration - TSplus

@ Two-factor Authentication Administration
1 HoME
% Name
2 MANAGE USERS Discrepancy
Issuer
Validity After First Session
[=) conmiGure sms Validity Before First Session
Digits
@ SETTINGS SMS Verification Code Message
Users
Advanced
(@57 LICENSE

Value

430

WIN-ATLOOCNOES6 - TSplus
480

3600

6

Your %ISSUER% verification c...

Discrepancy

You can modify the Discrepancy value, which allows you to set the validation time of a verification code.

A discrepancy of 3 means that the same verification code remains valid 90 seconds backward and forward its original 30

seconds validity period. Default is 480, which means 480 x 30 seconds= 4 hours.

©TSplus - www.terminalserviceplus.com




Terminal Service Plus - Documentation

2, Product Name Value
I Discregang 430 I
© Tplus - Edit Setting  [PRHRD-Teks
Discrepancy
Description:

UER%% verification c...

The allowed discrepancy (in both directions) when validating a
verification code. A discrepancy of 3 means that the same
verification code remains valid 90 seconds backward and
forward its original 30 seconds validity period. Default is 480.

Issuer

A string indicating the name of the two-factor authentication service. The issuer is displayed on the client mobile app and identifies the
service associated with the generated verification code. By default, it is composed of the server's name with TSplus.

ek Product Name Value

480
WIN-PJKGOQLLUSD - TSplus l

X

Discrepancy
I Issuer

{) TSplus - Edit Setting
Issuer

UER% verification ...
Description:

A string indicating the name of the two-factor authentication
service, The issuer is displayed on the client mobile app and

identifies the service associated with the generated verification
code,

Value:
[WIN-PJKGOQLLUSD - TSplus |

Validity After First Session

Period during which a user can open a session without having to revalidate a previous two-factor authentication code.
This setting allows users to open applications from the Web application portal successively. Default is 480 minutes.
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€\ Product Name Value
Discrepancy 430
Issuer WIN-PJKGOQLLUSD - TSplus
Validity After First Session 430
() TSplus - Edit Setting X
Validity After First Session BUER%% verification c...
Description:

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web
application portal successively. Default is 480 minutes.

Value:

[220]

Validity Before First Session

Period during which a user can open a session after validating a two-factor authentication code from the Web portal or
from the mobile app, in secondes. Default is 3600 seconds.

€\, Product Name Value

Discrepancy 480

Issuer WIN-PJKGOQLLUSD - TSplus

Validity After First Session 4380

| Validity Before First Session 3600 |
() TSplus - Edit Settin

g P 9 % UER% verification c...
Validity Before First Session
Description:

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
mobile app, in secondes, Default is 3600 seconds.

Digits

The number of digits to display to the user. Please note that this setting may not be supported by authentication apps.
This number must be greater than or equal to 4 and lower or equal to 12. Default is 6.
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€\ Product

Name Value

Discrepancy 480

Issuer WIN-PJKGOQLLUSD - TSplus

Validity After First Session 480

Validity Before First Session 3600

| Digits 6 1

K:;»] TSplus - Edit Setting % SUER% verification c...
Digits
Description:

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal
to 12. Default is 6.

Value:

SMS Verification Code Message

Message sent to users requesting a verification code if they are configured to receive it via SMS. This message must
contain the %CODE% placeholder which will be replaced by the actual verification code. Default is: Your %ISSUER%

verification code is: %CODE%

€\, Product

Name Value
Discrepancy 480
Issuer WIN-PIKGOQLLUSD - TSplus
Validity After First Session 430
Validity Before First Session 3600
Digits 6
I SMS Verification Code Message Your %ISSUER% verification c... l
() TSplus - Edit Setting X
SMS Verification Code Message
Description:

Message sent to users requesting a verification code if they are
configured to receive it via SMS. This message must contain the
%CODE% placeholder which will be replaced by the actual
verification code. Default is: Your %ISSUER% verification code is:
%CODE%

Value:
I our %ISSUERY verification code is: %“CODE%
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Error

This page does not exists.

Return to the home page
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Free and Easy-to-install HTTPS Certificate

Overview

Starting with version 9.20, Terminal Service Plus provides an easy to use feature to generate of a free and valid HTTPS certificate.
In 3 mouse clicks you will get a secured valid certificate, renewed automatically, and configured automatically into
Terminal Service Plus built-in web server.

This feature uses Let's Encrypt to provide a free and secure HTTPS certificate for your HTTPS connections.

Prerequisites
Please ensure that your Terminal Service Plus server meet these requirements before using the Free Certificate Manager:
¢ You must use Terminal Service Plus built-in web server listening on port 80 for HTTP. This is required by
Let's Encrypt domain ownership validation process.

+ Your server's domain name must be accessible from the public Internet. This is required as well to validate that
you are the real owner of the domain.

+ You must run this program on the Gateway server or a Standalone server, not an Application server (except
if your Application Server is accessible from the public Internet and has a public domain name).

It is not possible to get a certificate for an IP address, be it public or private.
It is not possible to get a certificate for an internal domain name (i.e. a domain which only resolves inside your private network).

Free Certificate Manager GUI

To open Terminal Service Plus Free Certificate Manager GUI, open Terminal Service Plus AdminTool, click on the
"Web - HTTPS" tab, then click on "Generate a free valid HTTPS certificate" as shown in the screenshot below:

T4 TSplus - Administration Console - 12.10.1.23

TSECUS Remote Access Management Console

Y HOME

@ Generate a free valid HTTPS certificate

[ AepLicaTiONS

% HTTPS Certificate Toolkit

(ep PRINTER
@ wes
HTTPS Protocols and Ciphers
Web Portal
Protocols
HTTPS [] sstv3 LS vi LS v1.1 TLSv1.2 TS v1.3
Web Server Ciphers
[ SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA N
i rarm [] SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] SSL_RSA_WITH_3DES_EDE_CBC_SHA
2, sessions [] SSL_RSA_WITH_RC4_128_MD5

[] SSL_RSA_WITH_RC4_128_SHA
[] TLS_DHE_DSS_WITH_AES_128_CBC_SHA

K SYSTEM TOOLS TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256

[A TLS_DHE_DSS_WITH_AES_256_CBC_SHA

§63 ApvANCED [] TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 o
{> ADD-ONS Disable weak parameters Save
@57 LICENSE
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The Free Certificate Manager GUI will open and remind you about the prerequisites, as shown in the screenshot below:

| | Generate a free valid HTTPS certificate = X

Prerequisites

Please take a moment to read this waming

This feature uses Let's Encrypt (http://letsencrypt.org) to provide a free and secure HTTPS
certificate for your HTTPS connections.
Our Support Team might not be able to support this feature.

Requirements:

- You must run this program on the Gateway server or a Standalone server, not an Application
server

- You must use TSplus builtin web server listening on port 80 for HTTP

- Your server's domain name must be accessible from the public Intemet

Please only click "Next' if you fully understand the consequences.

cBack [ Net> ] | Cancel

Please read carefully and check that your server meet all the requirements, then click on the "Next" button.

Step 1: Enter your Email
As shown in the screenshot below, you only need to enter a valid email address.

This email will not be used to spam you. Actually it will not even be sent to Terminal Service Plus or any third party,
except the certificate issuer: Let's Encrypt.

They will only contact you if needed, according to their Terms Of Service.

| | Generate a free valid HTTPS certificate - X

Registration

Let’s Encrypt account creation

Administrator Email:

laura grenier@teminalserviceplus.com

Please enter a valid address.
Let’s Encrypt will only contact you if required and only regarding the certificate.

< Ba& Next > v Cancel

Enter a valid email, then click on the "Next" button.
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Step 2: Accept the Terms Of Service

As shown in the screenshot below, you will be able to open Let's Encrypt Terms Of Service by clicking on the big button.

| | Generate a free valid HTTPS certificate — X

TOS Agreement
Let’s Encrypt Terms Of Service

Click here to read Let's Encrypt TOS

< Back | Net> | Cancel

To accept these Terms Of Service and continue, check the checkbox and click on the "Next" button.

Step 3: Enter the server's Domain Name

As shown in the screenshot below, you only need to enter your server's public domain name.

| | Generate a free valid HTTPS certificate = X

Domain Validation

Automatic validation of domain ownership

Server Web Domain Name:

terminalserviceplus.ddns net

Please enter the fully qualfied domain name of the cument server.

This is the domain you are using to access this server from the Intemet, without protocol (http://)
and without port (:443).

Example: server1.example.com
Example: example .com www example.com

< Back Next > Cancel

This is the public Internet accessible Domain Name, something like gateway.your-company.com. You can also enter another
domain name or a subdomain name, separated with a comma. Example: "serverl.example.com,www.serverlexample.com"

As explained in the GUI, do not add a protocol prefix and/or a port suffix, just enter the clean domain name(s).
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The certificate will be generated for this domain name, and it will only be valid on a web page hosted at this domain name. If
your users connect to your Web Portal using https://serverl.example.com:1234, then you must enter "serverl.example.com".

Enjoy your Certificate!

| | Generate a free valid HTTPS certificate - X

Finished
Certificate installed successfully!

Your free certificate has been installed successfully.
It will be automatically renewed every 2 months, without any downtime.

We strongly advise you to make a regular backup of the 'C:\Program Files
(x86)\T Splus\UserDesktop'files\ lego'folder, as it contains your Let's Encrypt account private key
and your domain private key.

Terminal Service Plus Free Certificate Manager will now use all the data to connect with Let's Encrypt, validate that you
really own the domain name you typed, and get the matching valid certificate.

Once the program receives the certificate, it will automatically handle all the required file format conversions and softly
reload Terminal Service Plus built-in web server in order to apply the new certificate to every new connection. The web
server is not restarted and no connection is stopped.

Certificate Renewal
Let's Encrypt certificates are valid for 90 days.

Terminal Service Plus will automatically renew the certificate every 60 days for safety. A check is done at every reboot
of the Windows server, and then every 24 hours.

You can manually renew your certificate by opening the Free Certificate Manager tool. It will display the domain name of
the certificate and its expiration date, as shown in the screenshot below.
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| | Generate a free valid HTTPS certificate — X

Certificate Renewal

Renew an existing certificate

Email: laura grenier@teminalserviceplus.com
Domain: terminalserviceplus ddns net
Expire: Feb 6 11:10:00 2015 GMT

Generated Certificates are valid for 90 days.
They will be automatically renewed every 60 days.

We strongly advise you to make a regular backup of the 'C:\Program Files

{x86)\TSplus\UserDesktop'files' lego’ folder, as it contains your Let’s Encrypt account private key
and your domain private key.

< Back E Next > J [ Cancel

To manually renew your certificate, just click on the "Next" button.

The "Reset Domain" button on this window deletes the SSL certificate and reconfigure the Web Server to its original
state before using the Certificate Manager.

Best Practices

If no error occurs, Terminal Service Plus will renew the certificate automatically every 60 days. We recommend that you
check every 60-70 days that your certificate has been automatically renewed.

We also recommend that you backup at least every month the following folder and its sub-folders:
C:\Program Files (x86)\TSplus\UserDesktop\files\.lego

This is an internal folder, containing your Let's Encrypt account private key, as well as the key pair of your certificate.

Troubleshooting

In case of an error, please contact support and email them the following log file:
C:\Program Files (x86)\TSplus\UserDesktop\files\.lego\logs\cli.log

This log file (and maybe the other log files in the same folder) should help our support team to investigate and to better
understand the issue.

If you want to restore a previously used certificate, go to the folder:
C:\Program Files (x86)\TSplus\Clients\webserver

It will contain every "cert.jks" files used. These are the "key store" files and we never delete them, we only rename them
with the date and time of their disabling.

Error Codes

+ Error 801: Free Certificate Manager was not able to register your Let's Encrypt account. Check your Internet
connection. Check that your email is not already registered at Let's Encrypt. Try again with another email.
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+ Error 802 & Error 803: Free Certificate Manager could not retrieve Let's Encrypt Terms Of Service URL address.
This is a non blocking error: you can still continue and accept Let's Encrypt Terms Of Service - be sure to read
them from your browser first of course.

+ Error 804: Free Certificate Manager was not able to validate your agreement to Let's Encrypt Terms Of Service
with Let's Encrypt servers. Check you Internet connection. Try again.

+ Error 805 & Error 806: Free Certificate Manager was not able to validate that you own the domain you entered
during certificate creation (Error 805) or certificate renewal (Error 806). Check again all the prerequisites. Check
your Internet connection. Check that your web server is listening on port 80. Check that you do not use a third-
party web server such as IIS or Apache. Check that your domain name is accessible from the public Internet.
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HTTPS & SSL Certificates Tutorial

Terminal Service Plus HTTPS & SSL Features

The Web Server included with Terminal Service Plus can manage HTTPS protocol, SSL encryption with either self-
signed certificate or CA certificate delivered by a Certificate Authority (CA).

The HTTPS protocol encrypts the communication between the client and the server.

The unique certificate, generated from a 2048 Bits RSA key, includes the encryption key and the certification of the
Server or the Domain Name on which the user is connected.

The user is informed that the communication is encrypted and the Server or Domain name is certified by a Certification Authority.
This information appears in the address bar of the navigator, as a green padlock.

€ @ GoDaddy.com, LLC(US) | https://www.godaddy.com

m — You are connected to

wz godaddy.com

which is run by

GoDaddy.com, LLC

Scottsdale
Arizona, US

Verified by: GoDaddy.com, Inc.

_l The connection to this website is secure,

In this tutorial, we will learn how to install a certificate in the Terminal Service Plus Web Server, providing users the
security of HTTPS, 2048 SSL encryption and Domain name certification.

In order to receive an SSL Certificate we recommend you purchase it from a trusted vendor as GoDaddy or DigiCert .

Please follow this procedure to order and install your SSL on the TSplus Gateway / Server.

Tutorial Content

1. Certificates and Certification process

1. Certification Process

2. The Certificates

3. Certificates Properties

4. Important notice about the Key Pair (Private Key)

2. How to do a CA Request and Get a Certificate

1. Reminder - Certification process

2. How to generate a CSR (Certificate Signing Request)
3. How to get a SSL Cert

4. How do | generate what | need for TSplus?

3. Trouble shooting

=

I received only one file (.crt or cer) which contains MydomainName.com Certificate
My private key is .pem. | cannot import my private key in Portecle

HTTPS errors

Notice concerning Terminal Service Plus and Microsoft IIS web server

rpownN

Note: You can use this SSL Server Test tool in order to validate the good quality of a web portal in HTTPS.
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Choosing your Ciphers Suites to enhance security

Overview

TLS/SSL, the security behind HTTPS, can use several different algorithms to secure, encrypt and authenticate a connection.

The choice of the algorithm to use is decided by an agreement between the server and the client, depending on which
algorithms are available on each side.
A cipher suite is a named combination of authentication, encryption, message authentication and key exchange algorithms.

Terminal Service Plus server can handle a lot of different ciphers suites. Some of them are more secure than others, but
some old/legacy browsers might require relatively weak algorithms to connect.

This is the reason why Terminal Service Plus let you choose the ciphers suites you want to enable. Of course, Terminal
Service Plus also has an easy setting to disable the weakest algorithms, thus enhancing your connections security.

HTTPS Protocols and Ciphers Selection

To see Terminal Service Plus Ciphers Selection, open Terminal Service Plus AdminTool, click on the "Web - HTTPS"
tab, where you will see HTTPS Protocols and Ciphers:

TI TSplus - Administration Console - 12.20.2.6

TSEUS Remote Access Management Console

Y HOME

e Generate a free valid HTTPS certificate
[ aepLicaTiONS

Qs& HTTPS Certificate Toolkit

(Cp PRINTER
© we
HTTPS Protocols and Ciphers
Web Portal
Protocols
HTTPS SSLv3 LS v TS viA TS vi2 TS vi3
Web Server Ciphers
[4] SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA A
E FARM [] SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[4] SSL_RSA_WITH_3DES_EDE_CBC_SHA
2, sessioNs SSL_RSA_WITH_RC4_128_MDS

[] SSL_RSA_WITH_RC4_128_SHA
[7] TLS_DHE_DSS_WITH_AES_128_CBC_SHA
% SYSTEM TOOLS TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
[7] TLS_DHE_DSS_WITH_AES_256_CBC_SHA

§63 ApvANCED [] TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 s
{> ADD-ONS Disable weak parameters e
(@7 LICENSE

Enabling/Disabling a Cipher Suite

You can easily enable a cipher suite by checking its checkbox and disable a cipher suite by unchecking it.

When your selection is done, click on "Save".

This will save your selection and reload the new configuration in Terminal Service Plus built-in web server. Your new
ciphers suites selection is instantly applied for every new connection to your server.
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Recommended Ciphers Suites Selection

We recommend to most administrators to use our recommended ciphers suites selection, by simply clicking on the
"Disable weak parameters" button and then on the "Save" button.

This action will disable all ciphers suites which are currently known to be weak.

You can check with SSL Labs Online Testing Tool: without those weak ciphers suites you should get the maximum grade: Al
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Remote Connection from an iPhone / iPad /
Android device

You can connect to your Terminal Service Plus server on any browser from any mobile device supporting the HTML5

technology, such as:

+ an iPhone

+ aniPad

+ an Android smartphone
+ an Android tablet

Edit the preferences for Mobile devices

Since the 11.20 release, the TSplus HTMLS5 client has been greatly enhanced to offer the best possible user experience
even from Smartphones or tablets. The keyboard has been redesigned to automatically pop-up when the focus is over
an entry field. The mouse pointer has been redesigned to facilitate the selection of buttons and fields even if located on
the left or the bottom borders of a Smartphone.

You can set up various different HTML5 settings for mobile devices or computers on the HTML5 client tile of the Web Tab:

= X

TSEUS Remote Access Management Console

Web Portal Design

Web Portal Preferences

Applications Portal

Web Credentials

RemoteApp Client

HTMLS Client

TJ TSplus - Administration Console - 12.20.2.6
{) HOME
T
[ AppLicaTIONS
(ep PRINTER
@ wes
Web Portal
HTTPS
-
Web Server \@;
B Farm
o
2 SESSIONS =)
Q) svstemT00LS 0
83 ADVANCED
®
5
{> ADD-ONS
(@57 LICENSE

HTMLS Top Menu
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® & 9 9 9 o 9 9 0 0

HTMLS Client =%
Menu bar: All _devjces and computers &

File Transfer: Enable File Transfer

Ctr+Alt+Del: 'Mobile devices only ¥
Top menu preference: Transparency v
Defaut Colors: 16bits. v
Connection Timeout: [20 v
Waming Messages: [[] Hide Waming Messages

Sounds: Play Sounds Theming: O
Background Color Preference I:! Choose color...
Add a logo to the background: Browse... Remove tf?eltﬂa

Logon screen message:

IABLE BGCOLOR=\'#FFFFFF\' BORDER=0 BORDERCOLOR=\#FFFFFF\' CELLPIl
Change logon screen animated GIF: Browser... ‘ Display time msec.:

@ Smartphone and tablets Preferences Use recommended values |
Pointer settings

O Nopointer (O Small pointer (@ Medium pointer O Large pointer

Transparency 8 95 %
Software keyboard settings
Use soft. keyb. [] Automatically show the software keyboard
when the focus is in an entry field
Transparency a 95 %

@ Help... | @ Reset

Display the menu bar for all devices and computers or for mobile devices only.
Enable or Disable File Transfer.

Allow the Ctrl + Alt + Del shortcut on a specific type of device.

Choose your favorite Top Menu display between transparency and solid.

The number of graphical color bits.

The Connection Timeout.

Show or Hide Warning Messages.

Enable or disable sounds.

Choose your favorite background color.

Add a logo to the background.

Change the logon screen message and animated gif, as well as its display time in milliseconds.

Smartphone and tablets Preferences:

.

If the administrator uses the software keyboard, when it is hiding an entry field, the application is moved up and the
user is still able to see what he is typing.

The administrator can select a small, a medium or a large size for the mouse pointer or no mouse pointer at all. It
makes intuitive for the user to navigate inside his application.

He can also select the level of transparency for mouse and keyboard.

Edit the HTML5 Top Menu

On the HTML5 Top Menu tab, you can add applications that will be displayed on the first or second level of the Top Menu in HT ML5:
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T TSplus - Administration Console - 12.20.2.6

{) HOME

[ aepLicaTiONS
(P PRINTER
@ ws

Web Portal
HTTPS

Web Server

By rarm

2, SESSIONS
Q\ SYSTEM TOOLS
83 ADVANCED
> ADD-ONS

(@57 LICENSE

TSEUS Remote Access Management Console

? Web Portal Design
[]  web Portal Preferences

EEE Applications Portal

@ Web Credentials

] RemoteApp Client

HTMLS Client

@ HTMLS Top Menu

On level one, you can find the integrated HTMLS5 features: printing, file transfer and a clipboard. (For more information

about these features, go to theses pages:
Universal Printer for HTML5, Using file transfer and Using Clipboard.)

On this example, Foxit and Excel are published on level 2:

HTMLS Top Menu

Manage HTML5 Client Top Menu Icons

== Level 1

[j Add a new Application

~~~~~ === File Upload to Server

i== Clipboard

lj Edit Application

=== File Download to Client
i=== File Listing
A= Right Click (mobile only)

@ Remove Application

i...== Mouse Drag (mobile only)
ke Level 2

15 Foxit

m Move Up

Excel

m Move Down
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And can be found under the integrated features on the top menu into the HTML5 session:

Furthermore, the top-right icon allows you to switch your session to fullscreen.

Terminal Service Plus built-in HTML5 client provides the user a completely new menu on tablets and mobile devices.
With this new menu the user gets an easy access to mobile keyboard and right click, but also to file sharing and to our

unigue Universal Printing feature!

€

Please refer to this documentation for how to use the mini mouse and keyboard.

Language selection

You can now change the language with the language button at the right of the top menu:

You can choose the language for the specific country you wish to on this menu:
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Language

© | Portal

© | Browser

Gateway

| © | Arabic

© | Belarusian

© | Bulgarian

© | Bengali

© | Bosnian (Cyrillic)
© | Bosnian (Latin)
© | Catalan

© | Czech

3 Welsh

© | Danish

@) | German (Swiss)

German
Di\(ehi
Greek

English (Canada)

Locale
as_portal
as_browser
as_gateway
ar_ar.
be_be
bg_bg
bn_bn ,
bs_cyrl_ba
bs_latn_ba
ca_ca
cs_cs
cs_cz
cy_gb
da_da
da_dk
de_ch
de_de
dv_dv
el_el
el_gr

en_ca

Value

| 1025
13059
| 1026

1093

218

5146

307

1029

| 1029

1106
1030
1030
2055
1031
1125
1032
1032
4105
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HTML5 Client: Supported Browsers

If your browser shows red warning on start by using HTML5 client

It means that your browser does not support Websockets or your browser does not support Canvas.
Such browsers that do not support these technologies are IE6, IE7, IE8, IE9 and need FLASH to emulate these features.

Browsers supporting Websocket and Canvas

Browsers Canvas Websocket

FireFox Full Full starting with version 4
Chrome Full Full in most known versions on PC's
Opera Full Full in newest versions
IE6 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE7 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE8 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE9 Flash Flash (emulated and no proxy support)
Flash XHR (with proxy support)
IE10 Full Full
Android native | Full XHR
Opera mobile | Full Full in newest versions
Firefox mobile |  Full Full

Safari mobile Full  |Fullin newest versions up i0S4, else emulated via XHR

Also see: What's the difference between websockets and XHR?

If your browser automatically reloads the pages to HTTPS address

It means that Websockets transport is not supported. This is the case on several Android native mobile browsers.
It is due to the fact that the browser automatically switches to XHR transport.

But because this transport layers on long distances with HTTP protocol, each request creates new connection. It is very
slow and unstable to create new connections (up to 20 new connections per second), therefore to avoid this instability
the program is conceived so that the page reloads automatically to HTTPS address to enforce HTTPS connection.

Physically you also get mostly persistent secured connection and much more stable on long distances. So the logic of browser
reuses already established SSL connection instead of creating a new connection like by the use of HTTP protocol.

This behavior can be changed by the following option on the setting.js file located in the TSplus program folder under this path:
Clients\www\software\html5\settings.js:

forcesslforxhr = false;

But it is absolutely not recommended to disable the use of SSL in XHR mode.

*If you do not have a file named "settings.js" in the "C:\Program Files (x86)\TSplus\Clients\www\software\html5" folder, then
your TSplus version is older and this documentation does not apply. Please update your system first or contact support.
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HTMLS5 Client: Using Gestures on mobile
devices (Touch)

Using screen area:

1.
2. Fast double tap on screen = mouse move to touched position and left mouse double click

3.

4. Touch and move outside of cursor area = scrolling the visible session frame (this is native browsers behavior for

o 01

8.

Easy touch on screen = mouse move to touched position and left mouse click
Touch and hold for one second on screen = mouse move to touched position and right mouse click

scrolling especially after pinch-zoom)

. Touch in cursor area and move = mouse cursor moving only
. Double tap inside cursor area and move = left mouse down and mouse moving Useful for moving window, moving

elements, resizing.

. Double tap on screen(outside of cursor area) and move finger down/up = middle mouse scrolling Useful for

scrolling pages or view pdf's.
Pinch zoom with two fingers = zoom the RDP session frame (this is native browsers behavior)

Using mouse pad area - additional functions in the middle point of mouse pad:

1.
2.
3.
4.

Easy touch in the middle = left mouse click

Double tap in the middle = left mouse double click

Touch and move in the middle = mouse move and mouse pad moving
Touch and hold for one second = right mouse click

Keyboard mode on:

1.

2.

Easy touch on screen = focus lose, keyboard disabled (this is native browsers behavior) but this will fire mouse
move and left mouse click.

Fast double tap = mouse move and left mouse click (without keyboard disabling) Useful to reposition the cursor,
set focus on different character and stay at the same time in keyboard mode.

. +Functions of mouse pad described above

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

HTML5 Client: Using File Transfer

File Transfer can be done in multiple ways on TSplus: since Version 12.50, a contextual menu is available to

download files from the server to the local pc:

A = | Products - o
Home Share View
“— - > Documents » Products v O Rechercher dans : Products p
+ Documents and Settings A Nom - Modifié le
Logs =
p:,gn_ogs 5 TSplus-Products-Catalog T Tsples
Products Open

Print

X
e

More information can be found on this documentation.

Using the top menu for file transfer:

Unlike real RDP session the browsers do not allow to access the hard drives directly, the file transfer is emulated.

The sub-folder of gateway gets mounted as a WebFile device into your RDP session. Inside the RDP session you can access it via
Explorer by clicking on "WebFile" or call "\\tsclient\WebFile" directly:

« =
Organize v

3 This PC
[ Desktop
[£ Documents
& Downloads
J’ Music
[&] Pictures

B videos

i Local Disk (C:)

« 4 E, ThisPC

== WebFile on .OKUW2A5SWSTHQOKN

File name:

& Select one remote file to be transferred From Server --> To your local PC

v O

~ v Devices and drives (4)

@_.ﬂ WebFile on .OKUW2A5SWSTHOKN

H Floppy Disk Drive (A:)
-

Local Disk (C:)
us
.

=_—
Wy 373 GB free of 59.5 GB

2 €N Nrive (N

v :All 9

Search This PC yel

&=
52

@ @

| Open |

Cancel
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2 | [ [ = | \itsclient\WebFile - O X
Home Share View 0
- v I « tsclient » \\tsclient\WebFile v B Search \\tsclient\WebFile el

A \ - ira -
B This PC Name Date modified
I Desktop TSplus-solutions-for-BYOD-era

2] Documents

4 Downloads

J& Music

&=/ Pictures

H Videos

== WebFile on .PLNC6PQS5K9ZUO4
‘s Local Disk (C:)

=¥ Network
v < >
1 item =1
There are 3 different possibilities to transfer a file:
¢ From the local computer to the server:
[ Open X
D w0l . S——
v z| « Users » john > Documents v 0 Search Documen el
127.0.0.1
Organize v New folder =~ [ @
[ This PC o) Name - Date modified Type
[ Desktop =) TSplus-for-Windows 55PM  Microsoft Word [
) Documents -] TSplus-get-started PM  Microsoft Word
‘ Dowiloads TSplus-solutions-for-BYOD-era 3/15/201¢ Fo er PDF
TSplus-User-Guide 3/15/2016 7:52 PM Foxit Reader PDF
b Music
& Pictures
B videos
‘s Local Disk (C:)
n—— . W >
File name: | TSplus-get-started | |AllFiles v

¢ From the server to the local computer:
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B Select one remote file to be transferred From Server --> To your local PC X
71 j <« Local Disk (C:) » Users > john > Documents v O Search Documents P
Organize v New folder = v [ o
john Lo Name Date modified Type Size
B GOt @) TSplus-for-Windows 3/15/2016 7:55PM  Microsoft .. 606 KB
I Desktop @S TSplus-get-started 3/15/20166:52PM  Microsoft .. 73 KB
;—_J Documents TSplus-solutions-for-BYOD-era Foxit Read... 401 KB
4 Downloads %) TSplus-User-Guide Foxit Read... 2,185KB
¢ Favorites
# Links
D Music
& OneDrive
- v < >
File name: | TSplus-for-Windows v | All (*%) v

« The file manager which enables you to transfer files from the local computer to the server, with an history of the transferred files:

Click or drop files to upload

File Name Marl Size Action
TSolus-Flyer pdf 534 X
TSplus-User-Guide pdf 213 X
TSplus-solutions-for-BYOD-era pdf 400 X

On the browser side the files are showed inside the browser's list menu. It can be opened via action menu or with Shift + F12.

« When you copy files with Explorer into the WebFile folder, this triggers automatically the event about the creation of a new file in
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the WebFile folder and the browser menu opens/refreshes automatically to show the new file:

C' | [§ 127.0.0.1/software/htm

5.htm

< | WebFile on .PLNC6PQSK9ZUO4

Home Share View

v 1 == 5 ThisPC » WebFile on PLNC6PQSKIZUO4

» Name

[ This PC
[ Desktop

|=| Documents

* Downloads
J’ Music

& | Pictures

B videos

== WebFile on .PLNC6PQ5K9ZUO4

‘s Local Disk (C:)
Word
=¥ Network

TSplus-solutions-for....pdf

%| TSplus-solutions-for-BYOD-era

v O Search WebFile on .PLNC6PQ... 0

Date modified Type

Foxit Reader PDF ...

Click or drop files to upload

Size Action
400.75KB X

File Name
TSplus-solutions-for-BYOD-era. pdf

¥ Show all downloads... X

When using a custom folder, make sure this folder exists on client and server sides. You can set the upload/download
destination folder on the Web Portal preferences tile on the web tab of the Admin Tool:

- X
Preferences
Default Values
Login:
Password:
Domain:
[¥] Show the Domain field [¥] Remember last login
Advanced
Keyboard: as_browser
Access Type
Available Clients: [V]HTML5 {iPad. iPhone, Android devices, computers)
[¥] RemoteApp  (Windows PCs)
Gateway Portal: [7] Generate a Gateway Portal enabled Web Page

Upload: Folder to select files.
@ User Desktop (default)
(©) My Documents
() WebFile folder
“) Custom folder:
Select...

Folder path from where the user will
select files to be uploaded.

Download: Folder for all received files
@ User Desktop (default)
() My Documents
() WebFile folder
(") Custom folder:
Select...

Folder where all downloaded files
will be stored on the Server.

@ Use Explorerto select files

Help... ‘ @ Reset

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

") Use TSplus GUI

(W)
=4

Preview

Y
AN Save
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If you want to avoid this behavior, set the following line on the setting.js file which path is by default: C:\Program Files
(x86)\tsplus\Clients\www\software\html5\settings.js :

dropboxonnewfile = 9;
Additionally you can set:

sharedfolder = "yes";

to show shared folder and share your files with other users (disabled by default).

If you do not have a file named "settings.js" in the "C:\Program Files (x86)\TSplus\Clients\www\software\html|5" folder, then
your TSplus version is older and this documentation does not apply. Please update your system first or contact support.

« By default, explorer is used to transfer files. You can also directly download your files from server to client by checking the "use
TSplus GUI", and copy any files into the webfile folder:

-
Preferences
Default Values
Login:
Password:
Domain:
Show the Domain field Remember last login
Advanced
Keyboard: as_browser
Access Type
Available Clients: HTML5 {iPad, iPhone, Android devices, computers)
RemoteApp (Windows PCs)
Gateway Portal: [7] Generate a Gateway Portal enabled Web Page
Upload: Folder to select files. Download: Folder for all received files
@ User Desktop (default) @ User Desktop (default)
(@) My Documents ) My Documents
() WebFile folder () WebFile folder
(7) Custom folder: 7 © Custom folder:
Seiect.
Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.
Downloaded files from the users PC will be stored in the specified folder.
{Drag/Drop from the user PC, Download button or File Transfer button)
I (71 Use Explorer to select files
—\

@ Help... I @ Reset Q Preview @ Save ‘
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HTML5 Client: Using Clipboard

The clipboard can be found on the HTML5 Top menu, with this icon:

Most browsers except older MSIE browsers do not support the direct clipboard reading and writing due to security reasons.

+ Clear ToIME Toclip Close

Delete Enter Space None v

b

To copy the text from session to clipboard use Ctrl+C and to insert the text from clipboard use Ctrl+V.

But pay attention when you copy the text with Ctrl+C, wait some time before releasing the pushed Ctrl+C buttons,
because if the requested clipboard text arrives after you release this key combination, the text will not be added to your
environment clipboard. This way uses a native browser clipboard copy support initiated by Ctrl+C.

Alternatively you can use the clipboard menu to copy from and to insert the text into RDP session clipboard.

There you can just insert the text into RDP session clipboard or add it to clipboard and auto-initiate Ctrl+C on RDP
session side to insert text. The clipboard menu can be opened via action menu or Shift + F11.

+« When you copy the clipboard with mouse inside a RDP session, the text gets sent to browser and as soon as you
go out of browser focus, the clipboard menu appears automatically to inform you that there was a clipboard text
and that you did not add it to your clipboard environment.

To avoid this behavior set the following line on the Clients folder, by default, the path is: C:\Program
Files(x86)\tsplus\Clients\www\software\html5\settings.js :

openonclipblur = false;

*If you do not have a file named "settings.js" in the "C:\Program Files (x86)\TSplus\Clients\www\software\htmI5" folder, then
your TSplus version is older and this documentation does not apply. Please update your system first or contact support.
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HTML5 Client: Using two languages

By default the HTML5 client tries to recognize browsers default language and then use it inside RDP session. This
behavior is controlled by tag "asbrowser" However you may find the full list of available language tags in

http://***yourserver***/software/language.html under "Locale"

You have the choice to set fixed language either A: per client directly from HTML5 top menu.

pielielelie]ie]elielle]le]ielielelle]elieliellelielieleliel(e]ie]ielielle,

Language Locale

Portal as_portal
Browser as_browser
Gateway as_gateway
Arabic ar_ar
Arabic (Algeria) ar_dz
Assamese as_as
Azeri (Cyrillic) az_cy
Azeri (Latin) az_It
Belarusian be_be
Bulgarian bg_bg
Bengali bn_bn
Tibetan bo_bo
Bosnian (Cyrillic) bs_cy
Bosnian (Latin) bs_It
Catalan ca_ca
Czech CS_CS

CS_CZ
Welsh cy_gb
Danish da_da

da_dk
German (Swiss) de_ch
German de_de
Divehi dv_dyv
Greek el_el

el qr
English {Canada) en_ca

Value

1025
5121
1101
2092
1068
1059
1026
1093
1105
8218
5146
1027
1029
1029
11086
1030
1030
2055
1031
1125
1032
1032
4105

AnAn

B: or from portal by setting it in AdminTool GUI which will be effective for everyone.
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Preferences B:

Default Values
Login: | ]

Password: | ]

Domain: | ]

[¥] Show the Dofnain field [] Remember last login

Advanced
Keyboard: Ias_browser l

You should restart session if setting another language as main.

Remember: when using HTML5 client in mulitple language scenario go sure that language used inside Web-HTML5-RDP
session is synchronized with the language actually set on your PC/Laptop/Mac etc. Else some chars that are represented and
crossing in every language map may produce wrong char by sending scan code actual for another language. Also that means,
if you changed the language from English to German inside web-session then change it to German on PC/Laptop/Mac too.
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HTMLS : Changing language to Chinese

You need Windows 7 Enterprise or Ultimate / Windows 8 Enterprise or Professional to use multi-language on one system.

You can install every language on the system if you need.

=~

&) )v T » 2E ) AEERRS » Windows Update » UEEEREER
axn AR WAV IR NSHK

AT EERIEN

=
Windaws 7 Langusge Packs (35)
RERES - S8 AEE Windows 7 Service Pack | (XEMNSI1®)
AFTENES - 64 MEE Windows 7 Sevice Pack 1 (0B2453139)
— EXHEES -6 ARE Windows 7 Service Pack 1 (KBMEII )
SREZENES - 64 SEN Wndows T Service Pack 1 (KBNE1139)
QFNTHEES - 64 %68 Windows T Service Pack 1 (KBME1139)
TEFTHNRS -6 255 Windows 7 Service Pack 1 (XB83135)
RASSTTWRE - 64 K5 Windows 7 Service Pack 1 (KB2683139)
HARTHERS - 64 $E2) Windows 7 Service Pack 1 (KE28313)
BRETHRES -6 REY Windows 7 Senace Pack 1 (B2883139)
ERSTTHEES - 68 MEL Windows T Senvice Pack 1 (KBME3139)
STHEAE® 68 ML) Windows T Senvice Pack 1 (KBM83139)
THTHEE® 68 MEL Windows 7 Service Pack 1 (XE4E3139)
FSHTENE® 5 ARL Windows 7 Service Pack 1 (KE433139)
EnEXHNE®E 60 A EY Windows 7 Service Pack § (KBNS19)
SXHNES - 60 AR Windows 7 Service Pack | (KR483139)
SAUNDTWNE T - 68 AL Windows 7 Service Pack | (KRS )
— BXHERES - 68 AKE Windows 7 Service Pack 1 (KRM83139)
HRTENES - 66 M EL Windows 7 Service Pack 1 (K82483139)

L L Let

v |4 il w@max p“‘
|
|

o © THRZEREN -x64 BRN

o Windows 7 Service Pack 1

(XB2483139)
ERABNEe2R SIS

RN Viedows 7 H=HRNEN KX

IBAME | L oL B 9Mu] 8 e - BERE

wsve Y X aNETRERTEN

s2ne RSER: 20112722

1089 M8

“rme 5 ENCHTLTR

el
=

b s EERE

1037 M8

®sanve

sane

sSIne

SI5M8

Wive

16356 M8

®ive -

You could publish a language applet for users to change their own O/S language of Ul and add IME (Input Method Editor).

TeneEnARE
| 7 Notepad
£ Intemet Explocer
ol rex
£ Wordped
{8 Adcbe Drearmwmaver CS55
B Adobe Dlustrance €551
@ Adobe InDesign C55.5
B Adcbe Photoshop €551 (64 80)
) Microsoft Word 2013
@ Macrosoh PowerPoint 2013
@) tacrosoft Excel 2013
A SERNE
A Tencet QQ
3m
A AtoCAD 2015 -RE=Z

WRER wr

BlBRER CAWmdowdCyaniZonsol ox
[ CAWudowdSysten2

P G ] fname Mxmmft Repoadad Larguegs

| RAGCESIESMEN U RSSO R e
R EERG RSN ERTERIRSNIT

e

For Windows 7: control /name Microsoft.RegionAndLanguage

For Windows 8: control /name Microsoft.Language

Complete List: http://pcsupport.about.com/od/tipstricks/tp/control-panel-applets-list.ntm

Optional : this is how to restrict the Control Panel behavior for users by GPO :
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PR L Ll LTI Rre—r— jme= s |
& SRH RAA BAV) RNARC ABW MW <loln

e« 2@ .80

Izunie e B e
v | TMAN PUAENYA Y g! o
«d thany

xuen »

;. SEAInowx1 wsmy
W Thw MIGRE (SATNNEE) e
. IERen N
;. FEtaIroeeln L]
« = e, a8
sEny
R e = el
& SRH) ROW WAV RRARO ARW  RW oin
s 20 . 807
- ulhe
S . e |emEawea .
: L] i xess »
L L T S
! () |eeaESateSd o
Ny i|  ®ema »
g i

e
=n
raEENeE
- i S —
) » e, us

Users can change O/S language of Ul after logon system. (Users have to logout and logon again to take effect after
changing this setting)

Was ¥ rerer e
T 210.242.196.117 c

wen AE

Mo

100 s worteets mArrmen

LT T neres

nary

aEIxze U
ERRECragce 0N NE-T WEAX

(_sssmo. |

p3 B 1235 148 218 4
Lol
EREERRR Wrdows TUMLESZFNER  TRRNINEYN
" ETLMRERCER

HERNNERERD

b3 Ealad i1

The user has to select Chinese IME first to input Chinese chars.
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HTMLS Server Memory Usage

Terminal Service Plus HTML5 Server runs on JAVA. Understanding how JAVA handles memory help to understand
Terminal Service Plus HTML5 Server memory usage.

Assigned memory

When Java runs, it tries to allocate 25% of the computer physical memory. This memory is "assigned" but not directly
used - it is not the real memory usage that one can see in Windows Task Manager.

JAVA platform: 32-bit vs 64-bit
There is one big difference between these two platforms:

+ JAVA 32-bit cannot handle more than 4GB of RAM by definition. Since it will allocate 25% of all available memory,
it will allocate at most 1GB, assuming there is 4GB physical memory. If there is only 2GB physical memory, it will

+ only allocate 500MB, etc. JAVA 64-bit can handle a lot more than 4GB (theoretically up to 16 exabytes), so the
allocated memory will only depend on physical memory.

JAVA memory management

JAVA is a "virtual machine". It means that JAVA handles memory management on its own. Once JAVA allocates some
memory, even when it does not need it anymore, it will not automatically give it back to the system. This is for
performance reasons, as memory allocating and de-allocating are CPU intensive tasks.

JAVA will usually wait until it has a big chunk of unused memory before giving it back to the system. The size of this big
chunk directly depends on the size of the computer physical memory. The more physical memory on a computer, the
more memory is allocated by JAVA.

Terminal Service Plus HTML5 Server Memory Usage

All these technical details are the reason why one can open Windows Task Manager and think that Terminal Service
Plus HTML5 Server uses a lot of memory, or that JAVA 32 bit uses less memory than JAVA 64 bit.

Actually, the memory really used by Terminal Service Plus HTML5 Server is directly related to the number of opened HTML5 sessions.
The more available memory on the computer, the more HTML5 sessions you can open.

HTML5 Session Memory Usage

The memory used by an HTML5 session depend on the user activities (applications and programs used, Word/Excel
versus drawing-intensive programs) and the connectivity method established between the Terminal Service Plus HTML5
Server and the client computer.

In the general use case, an HTML5 session will use 30 MB of memory (standard use, binary websockets connectivity). In the
worst case, a session will use up to 100 MB of memory (intensive use, "XHR" fallback connectivity for older browsers).
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TSplus App

The TSplus App allows you to connect to your TSplus server from any device, anywhere!
Just like TSplus, it provides fast and stable remote connections from tablets and smartphones to Windows desktops and

business applications.
Access your applications and business data in real time and easily print any document and photo you need on the

nearest local printer.

For more information and download links, go to the App page on our website.

Hardware Requirements and Operating Systems

The TSplus App is available on PCs, mobiles and tablets with the following OSs: Windows, i0S, Android from 4.4 version and Linux.

Pre-requisites

¢ The host site must be a TSplus Mobile Web or Enterprise system.
¢ The 11.30 release (and over) must be installed on this host.
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TSplusApp Configuration

Manage your servers

The user interface and configuration are simple and intuitive.

My Home PC

Head Quarter

Accountancy

CRM and Inventory

First, add a TSplus server by clicking on the bottom right button:

Please start by adding a TSplus server with the bottom right button.

Then, add your server information and configure it:

¢ Enter its its host name or IP address.
¢ SSL is disabled by default, but you can choose to enable it.

Warning: SSL Activation only works if you installed a valid SSL Certificate on your TSplus server. See this
documentation for more information.

¢ Enter its display name, which is optional.
+ Enter your user's credentials with the domain or user name and its password.
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< Edit TSplus server

TSPLUS SERVER

Host name or |P address

accountancy.tsplus.net

Use SSL?

Display name (optional)
Accountancy

CREDENTIALS

Domain\username

John

Password
.C....l

Then click on the top right button to save. You can now click on your server to access your applications:

Accountancy
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T Tspius | s |

= Accountancy

Printing

Easily print on your local printer by using the Universal Printer.
Since TSplus App 11.40 version, printed documents open with the default PDF reader app.

Settings and Version
Under the top left menu, you can:

+« Manage your servers
+« Manage your settings
+ See the legal information on the About section, and your TSplus App version.

# Servers

£ Settings

@ About

Settings

Various settings are available on the Settings window:
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GLOBAL
Language English v
DISPLAY
Zoom level 50% ~
Reduce network usage »
Mouse pointer size Medium ~

¢ You can change the language.
+ Modify the display settings by changing the zoom level at your convenience, reduce network usage or choose
between 3 mouse pointer sizes: small, medium or large.

Version

On the About window, you can see the legal information as well as your current TSplus App version :
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TS

PLUS

TSplus

11.401

Copyright 2017-2018
JWTS
All rights reserved
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Gateway Feature

Terminal Service Plus Gateway has a lot of benefits.

It allows you to assign servers to users or groups.
Doing so, your users will be able to access their assigned servers on the web.
This feature is useful if you plan on having a large number of users and load-balancing is required in any case.

Overview

A server can be set as the Gateway of your farm of servers.

+ You can Add/Edit/Remove servers from your farm.
¢ You can assign one or several servers to a user / a local group / an Active Directory group.
Note: Assigning servers only works on the web, not with connection clients.

According to his credential, the user will be able to choose which server he wants to access in the list of servers assigned to him.

If the farm is within a Domain, the Gateway will use his AD credentials and the user will connect with Single Sign-On (SSO).
Otherwise, he must have the same local credentials on each server.

Managing the Servers of the Gateway

Open the Admin Tool and click on the Farm tab, then on Assigned Servers.

T TSplus - Administration Console

TSPLUS

HOME a
APPLICATIONS

PRINTER

WEB

FARM

H & @& 0O 5

Manage
Reverse-Proxy

Load Balancing

Assigned Servers

2, SESSIONS
@\ SYSTEM TOOLS
83 ADVANCED
¢7p ADD-ONS

(@57 LICENSE %
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Click on the "Manage Servers" button to open the Gateway Portal Servers Management tool:

. 9
Add, Edit or Remove Servers from your Gateway Portal
Servers
5| USL(1921.245.245) E@ £ OB e
[ Us2(192168.126126)

{% Edit Server
Eé Remove Server

% Manage Users

When you click on the "Add a new Server" button you can then add a Terminal Service Plus Server by Display name
and IP address (you can type an IP or a domain name, without a port number):

Display Name: usi

Server Address:  192.1.245.245

| O | Q- |

When you are done, please click the "Save" button to add the server to the Servers list.

To remove a server from the Servers list, click on the server you want to remove and then click on the "Remove Server" button.
After a confirmation message, the server will then be removed from the list.

You can also edit a server by selecting it on the list and clicking on the "Edit Server" button.

Managing Gateway Users

Warning: Don't add users or groups here if you aim to use load-balancing.
To manage the users please click on the "Assign Servers to Users" button. The window "Assign Servers per User or per
Groups" will open:

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

T TSplus - Administration Console

H & & 0O 5

TSPLUS

HOME a
APPLICATIONS

PRINTER

WEB

FARM

Manage
Reverse-Proxy

Load Balancing

Assigned Servers

2 8 L D

Cv

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

LICENSE

To assign a server to a user, simply click on the user in the "Users and Groups" list and then check the server's

checkbox in the "Servers" list.

To remove a server from a user, simply click on the user in the "Users and Groups" list and then uncheck the server's

checkbox in the "Servers" list.
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Assign Servers - Local Users/Groups

Users and Groups Servers

5 & Users V][ Usl(192168.212)

i & Administrator [V][E SAP Server (192.168.1.44 )
..... 8 John /71 Headquarters (192.158.1.23)
..... a Julia

I & Trent

= Groups

@ Administrators

-3 Backup Operators

]ﬁ Cryptographic Operators
- Distributed COM Users
% Event Log Readers

]23 Guests

-3 TS_IUSRS

133 Network Configuration Operators
33 Performance Log Users
3 Performance Monitor Users
22 Power Users

22 Remote Desktop Users
3 Replicator

@ Users

L. Manage Servers

@I

Notes

+ The server must be added first to assign it to a user.
+ The example above is for a Domain or a Workgroup.
+ If you use a workgroup the users logins must be the same on each Terminal Service Plus server that you assign.

Example of what you will get when users connect to the Gateway

John can select the server. He wants and he will get an auto-logon to this server:
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o Log on

CR——

Domain: ’

ccounting

Accounting

If he types a wrong password, John will have to retype his password:

Headquarter HI

© HTMLS @ RemoteApp

Invalid credentials

Julia has a different list of possible servers:
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B
v

o |

Domain:

“Accounting

Accounting

Someone tries to hack the Gateway. He does not see any server and the Gateway blocks his web access.

- Log on

hacker

Domain:

O HTMLS @ RemoteApp

Log on

* *

TSplus Farm of Servers Architecture

There are 2 options to deploy a TSplus farms of servers:

Option 1: All your servers have public IP addresses and can be reached from the Internet.
OR
Option 2: Only the Gateway Portal can be reached from the Internet. The Gateway is providing a “Reverse Proxy Role”.

In both options:

¢ Every server has the same TSplus configuration.
¢ Every server has the same HTTP/HTTPS ports.
+ To publish a new Application just add it to your users/groups of users on the AdminTool.
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Of course, make sure that this application is installed on the targeted Application Servers.
All Web Access types are available without any specific configuration: RemoteApp and HTML5 clients.

In the Admin Tool, click on the Web tile, then click on the Web Portal Preferences tile.

T TSplus - Administration Console

1 HoME

[ AappuicaTIONS
(ep PRINTER
@ wes

Web Portal
HTTPS

Web Server

By rarm

2, SESSIONS
Q) svstEmT00LS
8% Apvancen

{7> ADD-ONS

@57 LICENSE

TSPLUS

Remote Access Management Console

T_’I

Web Portal Design

O

Web Portal Preferences

¢

Applications Portal

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

Check the "Generate a Gateway Portal enabled Web Page" box, then click on "Save".
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-
Preferences

Default Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced

Keyboard: as_browser

Access Type

Available Clients: HTML5 {iPad. iPhone, Android devices, computers)

RemoteApp  (Windows PCs)
IGateway Portal: Generate a Gateway Portal enabled Web Page I

Upload: Folder to select files. Download: Folder for all received files

@ User Desktop (default) @ User Desktop (defautt)

(&) My Documents @) My Documents

(©) WebFile folder () WebFile folder

(7) Custom folder: (©) Custom folder:
Folder path from where the user will Folder where all downloaded files
select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Use Explorerto select files () Use TSplus GUI

@ Help... | D Reset Preview @ Save

On the Web Access page, your users will be able to choose between the servers that were assigned to them:

Option 1 - All Servers have their own Public IP Address and can be reached
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from the Internet.
This is the recommended architecture to use Terminal Service Plus Gateway.
This architecture follows best practices and allows the IT Administrator to industrialize its environment:

+ Every server has the same Terminal Service Plus configuration
* Every server has the same HTTP/HTTPS ports
+ Deploying a new Application server is only a matter of minutes (just add the server to the farm in the AdminTool on

the Gateway server)

With this architecture, all access types are available without any specific configuration: Remoteapp and HTMLS5 clients.

This architecture is described in the diagram below:

Internet

Gateway

Public IP: 70.0.0.1
HTTP Port: 80
HTTPS Port: 443

Application Server A Application Server B
Public IP: 70.0.0.2 Public IP: 70.0.0.3
HTTP Port: 80 HTTP Port: 80
HTTPS Port: 443 HTTPS Port: 443

* %

Option 2: Only the Gateway Portal can be reached from the Internet
and includes a “Reverse Proxy Role”.
Terminal Service Plus Gateway can also be set up with only 1 Public IP Address.

The Gateway redirects any external connection request to any available server. If you do not use the load balancing
feature, users will connect to their assigned server(s).

This architecture is described in the diagram below:

©TSplus - www.terminalserviceplus.com



I S Terminal Service Plus - Documentation

Ca)
%gyv

Internet

= &

Client configured to connect to 70.0.0.1 o Bosiy

Public IP: 70.0.0.1
Port 80 is routed to 192.168.0.1:80

'y
Private IP: 192.168.0.1
HTTP Port: 80
HTTPS Port: 443

Legend

——= Path took by the ; i{) _

Ellent 1o aceesTung ot Application Server A Application Server B Application Server C Application Server D
the farm servers. Private IP: 192,.168.0.2  Private IP: 192.168.0.3 Private IP: 192.168.0.4 Private IP: 192.168.0.5

For more information about the Reverse Proxy Role, see the Reverse Proxy Feature documentation.

TSplus farm of Servers without Load Balancing

You can set a range of Application Servers. Each of them with different types of applications (Accountancy Server,
Payroll Server, Office Automation Servers...).

In such deployment, the Administrator will enter a list of servers and will assign servers to users.

For example, the user John will be allowed to access to the 3 servers, but the user Paul will have access only to the Payroll Server.

To setup this kind of Farm, please read the paragraph above on Managing Gateway Users.

Load Balancing and Failover :

The Gateway Feature is not compatible with Load-Balancing. When load balancing is activated, the user will not be able
to choose the server on which he wants to open a session.

It is the TSplus load balancer which checks which server is less loaded and will assign it to the incoming user request.
To setup a load balanced Farm of Servers, please read this page.
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Error

This page does not exists.

Return to the home page
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Gateway Server. Prevent RDP access and

allow HTTP

There are 2 ways to access the Gateway Server:

¢ HTML5/HTML

+ RDP Session (via the Gateway IP/DNS — Port number)

How to LOCK DOWN HTML/HTML5

We can use mstsc with a PORT number and RDP into a TSplus Application / Gateway Server.

However, if we use these advanced Security tools located the TSplus Admin Console on the Gateway Server, by going
on the Security tile/tab, then clicking on the Advanced Security options tile...:

Tl Server advanced security options

Microsoft Remote Desktop Client Restrictions

[¥] Deny access from Microsoft RDP client
[¥] Deny access from Outside (only LAN)

[] Limit access to the members of Remote Desktop Users
[7] Encrypts end+to-end communications

[] Block all incoming access to this server

[V] Disable UAC and enhance Windows access

Allow Windows Key

[] Allow only users with, at least, one assigned application
Allow CUT/PASTE within a session

Web Portal Access Restrictions
(7) No Restriction

() Web Portal Access is mandatory for everyone

[] Prohibit the Web Portal for Admins accounts

...the access is denied when trying to connect with RDP. To avoid this behavior, on the Gateway Server, you will have to

do the following:

¢ Go to Gpedit.msc, then under Computer Configuration, click on the Administrative Templates folder, on the
Windows Components folder and on Remote Desktop Services:
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=/ Local Computer Policy
4 & Computer Configuration
i | Software Settings
b [ Windows Settings
4 || Administrative Templates
» [ Control Panel
» ] Network
] Printers
b ] System
» | Windows Components
[z Al Settings
4 4% User Configuration
i || Software Settings
i 1 Windows Settings
b | Administrative Templates

Setting

| Internet Explorer
| Internet Information Services

State ‘o

" Location and Sensors
| NetMeeting

| Network Projector
| Online Assistance

_ Parental Controls

| Presentation Settings

[55] Remote Desktop Services

| RSS Feeds
| Search

[ Security Center
"] Shutdown Options

| Smart Card
" Sound Recorder

[ Tablet PC

| Task Scheduler -~

<

i i »

Extended )\Standard /

+ Then, click on the Remote Desktop Connection Client folder, double-click on the "Allow .rdp files from unknown publishers"
setting and enable it, as well as the "Configure server authentication for client":

*Local Group Policy Edit
File Action View Help

e | 2B =z HE T

[ ] Network Projector
[ ] Online Assistance
[ | Parental Controls
[ ] Presentation Settings

[ ] Remote Desktop Services
. RD Licensing
4 Remote Desktop Connection Client
|| RemoteFX USB Device Redirection
» | Remote Desktop Session Host
[ 1 RSS Feeds

Setting State
[ RemoteFX USB Device Redirection
\iz| Allow .rdp files from valid publishers and user's default .rdp ... Not configured
8 Ao i s rom unknown publshers ———_Emaled |
|z Do not allow passwords to be saved Not configured
E Not configured

Not configured

| Specify SHAL thumbprints of certificates representing truste...
=| Prompt for credentials on the client computer

iz Configure server authentication for client Enabled

< 1.

Extended )\ Standard /

+ Under the Remote Desktop Client menu, click on the Remote Desktop Session Host folder, then on the Security folder.
Enable the "Require user authentication for remote connections by using Network Level Authentication" setting.
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] Profiles

| RSSFeeds
7] Search
[ 7] Security Center

4 | Remote Desktog Services
|| RD Licensing

i [ | Remote Desktop Connection Client
4 | Remote Desktop Session Host
| Connections
[ Device and Resource Redirection
[ ] Licensing
|| Printer Redirection

| RD Connection Broker
| Remote Session Environment

I || Security I
Session Ti

|| Temporary folders

ime Limits

LLJ

Setting State
-| Server Authentication Certificate Template Not configured
Set client connection encryption level Not configured
Always prompt for password upon connection Not configured
i] Require secure RPC communication Not configured

iz Require use of specific security layer for remote (RDP) conn...  Not configured

/=] De not allow local administrators to customize permissions Not configured

5| Require user authentication for remote connections by usin.. Enabled

< [;

mn

Extended x Standard /
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Load Balancing Feature

Pre-requisites
Using this feature, you will be able to manage a load balanced environment.

It means that the load of all your users will be distributed between your servers. The workload will be shared between all
the servers of your farm.

Load Balancing enables to use an unlimited number of servers with load balancing, and is available with the Enterprise
edition (one valid license per server). This very powerful and advanced capability is to be used when a large number of
users/servers has to be deployed.

Warning : Load Balancing is not compatible with the Gateway Feature (allowing you to assign servers to
users/groups, see this documentation for more information.)

TSplus

Server farm Windows

Active Directory

Usually we recommend using one server for 50 concurrent users. For standard commercial application written in VB, C,
C++, Delphi or Uniface you can go up to 100 concurrent users especially if you decide to use XP 64-bit which, according
to our experience, tops most operating systems delivered by Microsoft. XP or Windows 7 are much more stable
operating systems. For W7, we recommend to use the 64-bit version.

Generated Clients and Web Access

There are three ways to connect to a Load Balanced cluster:

+ Using a Generated Client (executable program, created by the Portable Client Generator)
¢ Using a Web Portal Access by activating it on the Web Portal Preferences window.
+ With the TSplus App from your mobile device.

Load Balancing Main Window

The Load Balancing Manager can be found under the Farm Tab of the AdminTool:

©TSplus - www.terminalserviceplus.com



I S Terminal Service Plus - Documentation

Ti TSplus - Administration Console

TSPLUS

HOME 2
APPLICATIONS
PRINTER

WEB

B & & O 5

FARM

Manage

Reverse-Proxy

Load Balancing

Assigned Servers

o
2, SESSIONS
@\ SYSTEM TOOLS
3 ApvaNCED

. ADD-ONS

(@57 LICENSE i

The main window allows you to configure Load Balancing. It lists all the servers in your Load Balanced server farm, and
allows you to add a new server (by clicking on the "Add a new Server" button) or displays an existing server (by clicking
on it). It also allows you to enable, disable and configure the Load Balancing (more on this below).

Click on the buttons in the picture below to access the corresponding information:
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- R
Load balancing & Failover
Enable/Disable Load Balancing Enable/Disable Sticky Sessions
Load Balancing is Enabled Sticky Sessions are Enabled |
Load Balancing Weights
Users: 0% - D 100% Memory: % O 100%
50% 70% @ Back to Default Settings |
cPu: 0% 1 100%  1/O: 0% ' B} - 100%
20% 30%
Servers
Eervers % Add a new Server
5y US server
i Accountancy

él Edit Server

% Remove Server

Enabling/Disabling Load Balancing
On top of the Load Balancing window, you will see a big button:

« This button displays the current state of the Load Balancing.
« If you click on it, it will enable or disable the Load Balancing depending on its current state.

Here is the button when the Load Balancing is Disabled. A click on it will activate it and disable the Users/Servers Assignment.

Enable/Disable Load Balancing

@ Load Balancing is Disabled |

Here is the button when the Load Balancing is Enabled. A click on it will deactivate it and enable the Users/Servers Assignment.

Enable/Disable Load Balancing

Load Balancing is Enabled |

How does Load Balancing choose a server?

When Load Balancing is enabled, the user will be sent to the less loaded server at the time of his connection.

Configuring the Computation of Servers' Loads

To determinate which is the less loaded server, the load of every server is computed using a weighted average between several
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performance indicators:

+ number of connected users
e processor usage

* memory usage

« disk usage

You can modify the weight (importance) of these indicators by using the following sliders:

Load Balancing Weights
Users: 0% lj 100% Memory: 0% ' lj 100%

50% 0% D:} Back to Default Settings
CPU: % U 100%  1/0: % {J 100%

2% 30%

Using these sliders, you will be able to fine-tune the Load Balancing, and to optimize it to your own needs. For instance
if your users launch a business application with big memory requirements, it might be a good idea to increase the impact
of the RAM in the load computation using the "Memory" slider.

You can also reset these values by clicking on the "Back to Default Settings" button.

How is Server's Load computed?

The load of each server is computed when needed in order to decide on which server the user must be sent.
For this computation, we use a weighted average between 4 hardware metrics.

The 4 sliders allow you to give more (or less) weight on each of these metrics, which are:

¢ Users : number of connected users

+ CPU : percentage of non-idle processor time
+ Memory : percentage of used memory

¢ 1/O : percentage of non-idle disk time

For example, if you put the "Memory" slider on its right side and all the other sliders on their left side, the load of each
servers will be computed using almost only the percentage of used memory - and your users will be sent to the server
having the most available memory.

¢ When a slider is completely on the left, the weight used in load computation will be 1.
¢ When a slider is completely on the left, the weight used in load computation will be 100.

Moreover, the load of a given server depends on the ratio [ used resources / total resources ] ; so if a server A is twice
as powerful as a server B, twice more users should be sent to server A than to server B (all other things being equals).

Adding a new Server

To add a new server, simply click on the "Add a new Server" button. The following window will be displayed:

©TSplus - www.terminalserviceplus.com



I S Terminal Service Plus - Documentation

Display Name: us1

Server Address:

:// teminalserviceplus.ddns.net

Please use your server’s web server protocol, IP and port.

RDP Port: @ Same as web
(") Specific:

[V] Serveris Enabled

+ The "Display Name" is the title that will be shown to your users on the Web Access HTML page. It is supposed to
be more user-friendly than a technical value (such as an IP), for instance "US Server" or "Blue Zone".

+ The server address is reachable with http or https ports.

+« When using Load Balancing, the "RDP Port" will not be used. It is only used when connecting using a Generated
Client. We advise you to keep the default setting ("Same as web").

+ You also have the possibility to enable or disable the server.

Editing an existing Server

To modify an existing server, simply click on the "Edit" button of the server you want to update. The following window will be displayed:

Loading Server's Data

The progress bar shows the current load of the server. It also confirms you that the server is well configured and can be
contacted by the Gateway.

Load Balancing using a Connection Client
You are not using the Reverse Proxy role of the Gateway (default case)

This is the default case if you just installed Terminal Service Plus. In this case, if you want to generate a Connection
Client to connect to a given Application server, then:

+ Do not check the "Use Load-Balancing" checkbox on the on the Gateway Portal tab of the Connection Client Generator,
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Windows Client Generator

General Display Remote Desktop client Seamless client Local resources Program  Security
Enable Load-Balancing ?

[] Use Load-Balancing Gateway Web port number

When Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: IC:\Users\Admin\Desldop I [ Browse |

Create Client

Client name: Iiohn.conned |

+ Use the public IP address or hostname of your Application Server directly in the "Server" field.

However, if you want to generate a Connection Client to connect to the less loaded server and use Load Balancing, then:

+ Check the "Use Load-Balancing" checkbox on the Connection Client Generator,

Windows Client Generator

General Display Remote Desktop client Seamless client Local resources Program  Security Load-Balancing
Enable Load-Balancing ?

I i

Gateway Web port number I

When "Use Load-Balancing’is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: lC:\Users\Admin\Desktop l ‘_ Browse il
Create Client

Client name: Iiohn connect I

¢ Use the public IP address or hostname of your Gateway Server directly in the "Server" field.
You are using the Reverse Proxy role of the Gateway ("/~~" in URL)

See this page.
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Activating the Load Balancing for a Gateway Portal access

Activating Load Balancing is really easy. It only takes three steps:

« 1) Generate a Web Access page with the option "Generate a Gateway Portal enabled Web Page" checked, by clicking on the
Web Portal Preferences tile of the Web tab:

Tl TSplus - Administration Console

TSPLUS

1 HOME

[ AppLicaTiONS
(Cp PRINTER
@ wes

Web Portal
HTTPS

Web Server

By rarm

2, SESSIONS
R svsTemT00LS
8% ApvaNcED
{75 ADD-ONS

@57 LICENSE

Remote Access Management Console

?_1

Web Portal Design

-

Web Portal Preferences

\Y

Applications Portal

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

©TSplus - www.terminalserviceplus.com



Terminal Service Plus - Documentation

-
Preferences
Default Values
Login:
Password:
Domain:
Show the Domain field Remember last login
Advanced )
Keyboard: as_browser
Access Type
Available Clients: HTML5S (iPad., iPhone, Android devices, computers)
RemoteApp  (Windows PCs)
IGa'teway Portal: [V] Generate a Gateway Portal enabled Web Page I
Upload: Folder to select files. Download: Folder for all received files
@ User Desktop (default) @ User Desktop (default)
(©) My Documents @) My Documents
() WebFile folder () WebFile folder
(©) Custom folder: @ Custom folder:
Folder path from where the user wil Folder where all downloaded files
select files to be uploaded. will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.

(Drag/Drop from the user PC, Download button or File Transfer button)
© Use Explorer to select files (©) Use TSplus GUI

—~\

@ Help... | @ Reset (oé Preview @ Save

+ 2) Enable Load Balancing by clicking on the "Enable/Disable Load Balancing" button (on the Load Balancing
Manager, located on the Farm tab of the AdminTool):
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n TSplus - Administration Console

H & & O 9

TSPLUS

HOME

APPLICATIONS

PRINTER

WEB

Manage

Reverse-Proxy

Load Balancing

Q
€

Assigned Servers

SESSIONS

SYSTEM TOOLS

ADVANCED

{7> ADD-ONS

(@57 LICENSE

Enable/Disable Load Balancing

@ Load Balancing is Enabled

+ 3) Open a browser and navigate to the Web Access page you generated in step 1 (by default: http://localhost/index.html).

After typing a login, you will see that the Web Access page choose the less loaded server of your farm:
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Headquarter

© HIMLS @ RemoteApp

Activating the sticky session feature

Regardless of your connection method, you will always be able to activate the sticky session feature by clicking on the
right button of the Load balancing window:

Enable/Disable Sticky Sessions

@ Sticky Sessions are Enabled

It will allow you to reconnect to a disconnected session instead of opening a new session on a different server.
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Using the Reverse Proxy Server Feature

This feature is available in the TSplus Enterprise Edition.

The Reverse Proxy system acts as an intermediary for its associated servers to be contacted by any client.
The advantage of using a reverse-proxy is simple: you will no longer need to create as many port redirection rules as

your number of TSplus servers.

Whether or not you are using the load balancing feature, you need to activate it in order to connect using the reverse
proxy. In TSplus, it provides a unique access point to a farm of load-balanced TSplus servers:

TSp/us farm of
2 load-balanced
H| servers

IRternels

Firewall

Firewall

This unique access point will be your Gateway Portal Server.
Since this server is going to be accessed remotely, you will need to set up one port redirection rule on your router,
including the http or https ports depending on your preference (80 being the default port for http and 443 for https).

Click on the Farm Tab, then click on the Reverse-Proxy tab:
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Gateway Status
Gateway Reverse-Proxy Mode is DISABLED.

To enable it, add some Applications Servers and Save.

Gateway Server

Gateway Public IP / DNS:  92.137.136.32

Protocol: @ HTTP @ HTTPS
Load-Balancing: Enable Load-Balancing

Applications Servers

Add an Application Server }

Server 1 (SRV-TSplus1 - 152.168.1.201)
Server 2 (SRV-TSplus2 - 192.168.1.202)
Server 3 (SRV-TSplus3 - 192.168.1.203)
Server 4 (SRV-TSplus4 - 192.168.1.204)

Edit Application Server ‘ | Remove Application Server ’

Save Gateway Reverse-Proxy Settings ’

¢ The Gateway Public IP must be set with a fixed valid IP address.

¢ Select Http or Https for your preferred connection method, the servers of your farm must be able to communicate

with eachother on either port 80 or 443, depending on which connection method you use. It is also important that
your windows firewall don't block these ports.

« Enable the load-balancing feature if you wish to load-balance your farm. If you do not activate this feature, you will need
to assign the servers of your farm to the Users or Groups. More information on this subject can be found here.

¢ Click on "Add an Application server" and fill in the Display Name for your server, its hostname in the Internal Name
field and its Private (LAN) IP address, then click on "Save".

Display Name:

Intemal Name: (srvX)

Private (LAN) IP:

Once you completed your list of servers, click on "Save Gateway Reverse-Proxy settings" and restart the Web services
located in the Admin Tool's Web tile.

Reverse-Proxy and Generated Connection Clients

You can generate a Connection Client which will connect to an Application Server through the Reverse-Proxy Server.

To do so, assuming that your gateway has public IP 1.1.1.1 and your backend server has internal name "srv2", then use
the special URL 1.1.1.1:443/~~srv2 in the server address field of the Connection Client Generator.
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Windows Client Generator

I

|
Server

Server address

General | Displayl Remote Desktop dierrtl Seamless client| Local resourcesl Program\ Security‘ Load-Balancing

Port number

&i 246.14245.12:443/~srv2

User

3389

Password

Logon
&%

Domain name {without extension)

Preferred display mode

(©) Remote Desktop client © RemoteAPP client

(") Disable background & animations for better perfformances

() Seamless client

@ Fast network or Fiber optic

Client name: john.connect

Create Client

Don't forget to also check this box:

Windows Client Generator

General Display Remote Desktop client Seamless client Local resources
Enable Load-Balancing ?

Program Securty Load-Balancing

Gateway Web port number

|

When "Use Load-Balancing'is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: IC:\Users\Admin\Desktop l | Browse |

Client name: Iiohn.conned I

Create Client

Unless you want to connect to a given Application server.
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Using servers behind Reverse Proxy

It is possible to use servers behind reverse proxies via xhr-polling, with some limitations.

As described, Websockets are not part of HTTP protocol, even if first http request looks like http request, actually, it isn't,
therefore most known reverse proxies do not support Websockets and drop many important areas of first Websocket request.

If you know that the server is behind reverse proxy, disable Websockets by setting this option in
Clients\www\software\html5\settings.js :

disablewebsocket = true;

That will enforce the usage of XHR-polling and avoid time delay when connecting.

If you do not have a file named "settings.js" in the "C:\Program Files (x86)\T Splus\Clients\www\software\html5" folder, then
your TSplus version is older and this documentation does not apply. Please update your system first or contact support.

Please note that the usage of XHR-polling is not as stable as Websockets due its connection nature.

The other limitation using Xhr polling via reverse proxy is the poor support on files upload. While working with XHR in
direct connection, done for example via Apache reverse proxy, Apache can accidentally interrupt the file's upload.
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Farm Overview

Naming

The goal of TSplus Farm features is to allow the Administrator to manage all his TSPlus servers from a single server.
This server is named the Farm Controller.

The TSplus servers in the Farm are named the Application Servers, or just Servers.

Finally, the application which allows the Administrator to manage and monitor his Farm is named the Farm Manager.

Farm Controller

Farm
ﬁManager
(GUI)

- ED -

Application Server Application Server Application Server

Releases History

¢ API 1.4 (released with TSplus 10.10)
o Load-Balancing centralized monitoring
o Enable/Disable a Server in TSplus Load-Balancing Manager
o Translations in multiple languages (TSplus language will be used)
Several settings added + display bugs fixed
+ API 1.3 (released with TSplus 9.70)
Settings centralized monitoring and management (Global settings / Floating Panel / RemoteApp Client / HTML5 Client)
¢ API 1.2 (released with TSplus 9.60)
o Farm Manager
o Servers centralized management (add/remove)
Sessions centralized monitoring and management (messages/disconnect/logoff)
¢ API 1.1 (released with TSplus 9.30)
e Load-Balancing internals
o Load-Balancing Sticky-Sessions
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Farm Prerequisites

Hardware Requirements

Farm Controller and Application Servers have the standard Terminal Service Plus requirements for hardware.

Operating System Requirements

Farm Controller and Application Servers must use one of the following Operating System:

Windows 7

Windows Server 2008 R2
Windows 8

Windows Server 2012
Windows 8.1

Windows Server 2012 R2
Windows 10 Pro
Windows Server 2016
Windows Server 2019

® ® 9 @ 9 & ¢ o 9

32 and 64-bit platforms are supported.

Network Requirements

Every Application Server must be accessible from the Farm Controller.

More specifically, the Farm Controller will issue requests to every Application Server on its API port (19955 by default)
and this port must be opened on any firewall standing between the Farm Controller and Application Servers.

The network latency must be low between the Farm Controller and Application Servers. A latency under 200 ms is
recommended, a latency under 2 000 ms is required.

Software Requirements

.NET 2.0 or higher is required - this should not be a problem as a compatible .NET version is enabled by default on
every Operating System supported for Terminal Service Plus Farm.

Terminal Service Plus License and Version Requirements
Terminal Service Plus must be in "Enterprise” edition on the Farm Controller and on all the Application Servers.

All the servers must also run the same version of Terminal Service Plus.

Configuration Requirements

Farm Controller and Application Servers must have the same date/time configured. It is highly recommended to
synchronize the Windows clock of all servers with an Internet Time Server if not already done.

Users Requirements

An Active Directory is not required, however if you do have an Active Directory, then your Domain Administrators must
also be Local Administrators of the Farm Controller to be able to use Terminal Service Plus Farm Manager.
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Farm Setup

Promoting a Server to Farm Controller role
Open an Administrator session on the server which will become the Farm Controller (usually this is the "Gateway" server).

Open Terminal Service Plus AdminTool, click on the "Gateway" tab, then on "Farm Manager" as shown below:

T4 TSplus - Administration Console - 12.10.1.23 - P

TSEUS Remote Access Management Console

1 HOME A

E Farm Manager

[ arpLicaTiONS

Local Server's Key

PRINTER o
= CiklyZ e
@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,
B Farm
Manage

Reverse-Proxy
Load Balancing

Assigned Servers

2 SESSIONS
K SYSTEM TOOLS
83 ADVANCED
{> ADD-ONS

(@57 LICENSE %,

The following dialog box will be displayed:

comvou NN,

4% This server is not a Farm Controller,
(‘ Do you want to promote this server to Farm Controller?

Click on "Yes" to promote the current Server: it will become the Controller of your Farm.

Next, the Farm Manager main window will be displayed: this is the Farm Manager, the centralized farm administration user interface.

Adding an Application Server to the Farm

Once there is a Farm Controller, you can add Application Servers to the Farm.
To do so, open an Administrator session on the Application Server you want to add to the Farm.

This is the server's "Key". This Key is the "password" of your server for every Terminal Service Plus farm related features. Treat this
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Key as a password: do not communicate it to anyone, do not display it publicly.

T TSplus - Administration Console - 12.10.1.23 = X

TSf‘j{_"U% Remote Access Management Console

1 HoME A
Farm Manager
[ aepLicaTiONS 3 2
Local Server's Key

PRINTER -
= cikyZ .
@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm.
B Farm

Manage

Reverse-Proxy
Load Balancing

Assigned Servers

2 SESSIONS
ék SYSTEM TOOLS
83 Apvancen

> ADD-ONS

(@57 LICENSE &

Now open an Administrator session on the Farm Controller and open the Farm Manager on it:
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TSfDI:US Servers Sessions Settings Load-Balancing

Connect to Server A‘ Details @Add Remove | %% Refresh

On the default "Servers" tab, click on the "Add" button. The following window will be displayed:

Name:
|APP-SERVER-1 ]

Hostname:

lappsrv-1 example.org I
Key:
[XOO0O00000OOOOOONK |
Port:
19955 ]

= =

Enter the Application Server details, as well as the Key you retrieved just before, then click on the "Save" button to add
the Application Server to the Farm.
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Farm Manager

Overview

The Farm Manager is Terminal Service Plus centralized farm administration user interface.
The Farm Manager goal is that the Administrator will be able to administer all his Terminal Service Plus servers from a
centralized location, namely the Farm Manager application running on the Farm Controller server.

To run the Farm Manager application, open an Administrator session on the server which will become the Farm Controller, then
Open Terminal Service Plus AdminTool, click on the "Farm" tab, then on "Farm Manager" as shown below:

T TSplus - Administration Console - 12.10.1.23

TSELUS Remote Access Management Console

Y HOME A

E] Farm Manager

[ AppLicaTIONS

Local Server's Key
PRINTER :
= CiklyZ

@ WEB On your Farm Controller, open Farm Manager and copy/paste this key to add the current server to your Farm,

B rarm

Manage
Reverse-Proxy
Load Balancing

Assigned Servers

2, SESSIONS
Q) svsTEmT00LS
3 Apvancep

&> ADD-ONS

(@57 LICENSE %,

Servers

The "Servers" tab is displayed by default when launching the Farm Manager:
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TS[‘:"L"U“Q Servers Sessions

@5 Connect to Server @Details @Add °Remove Bl Enable l:%l Disable | 'ﬁ.’y Refresh

Active

aamei=ai=a8d APP-SERVER-2 APP-SERVER-3 APP-SERVER-4 APP-SERVER-5 APP-SERVER-6 APP-SERVER-7 APP-SERVER-8

In this tab, you can see the list of Application Servers in the Farm, add a new Application Server to the Farm and
perform several actions on an Application Server by selecting it and clicking on one of the following buttons:

¢ "Connect to Server": open the default RDP client and connect automatically to the selected server. If your
credentials are saved in MSTSC they will be used, otherwise you will have to enter your credentials.

"Details": show a window with the selected server details: name, hostname, ports, versions.

"Remove": permanently remove the selected server from the farm (you can still add it again later with the "Add" button).
"Enable": set the state of the selected server to "Active” (this is the default state).

"Disable": set the state of the selected server to "Disable" (this state will be used later for Load-Balancing feature
and users-draining use cases).

+ "Refresh": perform a full refresh of the list of Application Servers.

®* o * 9@

Sessions

Click on the "Sessions" menu to display the following tab:

©TSplus - www.terminalserviceplus.com



Ts pI—US Terminal Service Plus - Documentation

TS 6CU§ Servers Sessions

Fl, Connectto Server | ¥ Disconnect ¢ Logoff ' Send Message... IQ‘View - é Control ~ | %% Refresh

E)-- Fam ID  User Domain Status Session Client Name Client Address
""" [l APPSERVER-1| Fypmrme Active Session##0) PEVERELL 192.168.0.13
----- || APP-SERVER?2
[ APP-SERVER3
APP-SERVER-4
APP-SERVER'S
APP-SERVER-6
APP-SERVER-7
| APP-SERVER-S

In this tab, you can see the list of User Sessions on any Application Server of the Farm, connect to the selected Application Server and
perform several actions on one or several User Session(s) by selecting it/them and clicking on one of the following buttons:

"Disconnect": disconnect the selected user session(s) (the user will still be able to connect back to his session).
"Logoff": log off the selected user session(s) (every unsaved modification will be lost, applications will be shut down abruptly).
"Send Message": display a window to enter a title and a text, then send this message to the selected user session(s).
"View": View a selected user session.

"Control": Remotely control a selected user session.

"Refresh": perform a full refresh of the list of user sessions for the selected server.

* & o o o 0

The list of User Sessions is automatically refreshed every 5 seconds. This automatic refresh stops if the selected server
becomes unavailable. A click on the "Refresh" button will resume the automatic refresh.

Settings

Click on the "Settings" menu to display the following tab:
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TS[’S‘ CU% Servers Sessions Settings

Edit.. | @) Apply all...
Name Value
AdminTool background color Not Configured
AdminTool Language Not Configured
Visual Effect Not Configured

Using this Farm Manager feature, you can configure all the Application Servers in your Farm from a centralized location.
In this tab, you can see the list of all the settings which can be managed at the Farm level.

To edit a setting, either click on it in the settings list and click on the "Edit..." button or just double-click on the setting.
The following window will be displayed:

AdminTool Language
Description:
Set the AdminTool interface language.

Value:
(O Not Configured
(® Configured:
(Engish ¥

If you want to apply this setting to all the Application Servers in your Farm, click on "Configured" and choose a value.

If you do not want to set this setting at the Farm level, click on "Not Configured". In this case, the existing values will not
be changed on the Application Servers.

Once you have set all the settings you wanted to change, click on "Apply all..." to apply all your configured settings on
your Farm's servers. The following window will be displayed:
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Please select the servers on which you want to apply all the
Fam-configured settings:

[] Fam Controller

APP-SERVER-1
[] APP-SERVER-2
[] APP-SERVER-3
[/] APP-SERVER-4
[] APP-SERVER-5
[] APP-SERVER-6
APP-SERVER-7
[] APP-SERVER-8

el |

Check all the servers on which you want to apply your configured settings, then click on "OK". The following window will
be displayed, allowing you to monitor the task progress:

Applying all Fam-configured settings to the selected servers...

local' server: applying settings... Success!

'APP-SERVER-1" server: applying settings...
'APP-SERVER-2' server: applying settings...
'APP-SERVER-3' server: applying settings...
'APP-SERVER-4' server: applying settings...
'APP-SERVER-5' server: applying settings...
'APP-SERVER-6' server: applying settings...
'APP-SERVER-7" server: applying settings...
I'APP-SERVER—S' server: applying settings...

Success!
Success!
Success!
Success!

Success!
Success!
Success!

All the settings marked as "Configured" have now been updated on all the selected Servers.

Load-Balancing

Click on the "Load-Balancing" menu to display the following tab:
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TSPLUS

Connect to Server

Name

APP-SERVER-1
APP-SERVER-2
APP-SERVER-3
APP-SERVER-4
APP-SERVER-5
APP-SERVER-6
APP-SERVER-7
APP-SERVER-8

(D) () (i ) [ ) [ i)

Servers

%%, Refresh

Hostname

demo tsplus.net
demo tsplus.net
demo tsplus.net
demo tsplus.net
demo tsplus.net
demo tsplus.net
demo tsplus.net
demo tsplus.net

Sessions

Status

Enabled

Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Settings

§

[— 2 — B — Bt — B — R — I — ]

Load-Balancing

CPU (%)

N BOoONNO NN

Memory (%) 170 (%)

FERIBREH
o000 oo

In this tab, you can see the list of Load-Balanced Servers Status and perform several actions on an Application Server
by selecting it and clicking on one of the following buttons:

¢ "Connect to Server": open the default RDP client and connect automatically to the selected server. If your
credentials are saved in MSTSC they will be used, otherwise you will have to enter your credentials. "Refresh":

+ perform a full refresh of the list of load-balanced servers status.

The list of Load-Balanced Servers Status is automatically refreshed every 5 seconds. This automatic refresh stops if the
connection becomes unavailable. A click on the "Refresh" button will resume the automatic refresh.
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Web Applications Portal: Parameters in URL address

If you want to bypass Terminal Service Plus standard logon Web Access page when using the Web Applications Portal
and go directly to the Web Applications Portal page, you must specify several parameters in the URL address:

user login

user password

user domain

server

port

client type (HTML5 or Windows)

* @ & o 9+

Here is an example of a full URL address for user "demo" with password "demo" on our demo server with an HTML5 client:
https://demo.tsplus.net/index_applications.html?user=demo&pwd=demo&domain=&server=127.0.0.1&port=3389&type=html|5
The domain, server, port and type parameters being optional, the following URL address has exactly the same behavior:
https://demo.tsplus.net/index_applications.html?user=demo&pwd=demo

To use a Windows client, use:
&type=remoteaccess

Using those parameters in the URL address, you can go directly to the Web Applications Portal page.

You do not have to specify all these parameters at the same time: the parameters not specified will have their default configured value.

If you wish to bypass Terminal Service Plus standard logon when using theconnect with the HTML5 client, check this page.
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Web logon page: How to close the Logon form
after logon

Overview

On the Web logon page, when the user clicks on the "Log on" button, the chosen client (HTML5 or Windows) is opened
in a new browser's tab.

Sometimes, and more specifically when using the Windows client, you might want to hide the logon form to the user, for
instance in order to avoid the user to click again on the "Log-on" button.

Depending on the Internet browser used, you have two choices on how to change this default behavior. Both solutions
requires you to modify a JavaScript file.

Solution A: Closing the Logon tab - For Internet Explorer only

In this solution, when the user clicks on the "Log on" button, the chosen client will be opened in a new browser's tab and
the Logon tab will close itself. Depending on the Internet Explorer version, a small message window might be displayed
to the user, asking him to confirm that he wants to close this tab.

Edit the file "common.js" file which is stored into the "C:\Program Files (x86)\TSplus\Clients\www\software" folder. We
advise you to use a text editor such as Notepad or Notepad++ (do not use Word).

Search for these lines:

p = 'software/remoteapp.html’;
window.name = " " + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway +
jwtsclickLinkBefore(getside(), p)); } else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}
And replace them by those lines:

p = 'software/remoteapp.html’;
window.name = " " + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway +
jwtsclickLinkBefore(getside(), p)); } else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

¥
window.open('', ' _parent',"'");
window.close();

We recommend you clear your browser's cache after saving the changed JavaScript file.

Solution B: Redirecting the Logon tab to another web page - For all browsers

In this solution, when the user clicks on the "Log on" button, the chosen client will be opened in a new browser's tab and
the Logon tab will automatically navigate to another web page.

You are free to use any existing Internet address (URL) such as "http://google.com” or "http://your_intranet/your/page.html", or
you can create your own web page by using "thankyou.html" as the URL and creating a file named "thankyou.html" in the
"C:\Program Files (x86)\TSplus\Clients\www" folder and putting HTML content in it.

Edit the file "common.js" file which is stored into the "C:\Program Files (x86)\TSplus\Clients\www\software" folder. We
advise you to use a text editor such as Notepad or Notepad++ (do not use Word).

Search for these lines:

©TSplus - www.terminalserviceplus.com



TS DLUS Terminal Service Plus - Documentation

p = 'software/remoteapp.html’;
window.name = " " + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway +
jwtsclickLinkBefore(getside(), p)); } else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}
And replace them by those lines:

p = 'software/remoteapp.html’;
window.name = " " + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway +
jwtsclickLinkBefore(getside(), p)); } else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);
}

window.location.href = "http://google.com";

We recommend you clear your browser's cache after saving the changed JavaScript file.
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Web logon page: How to change the logon
Splashscreen

Overview

When the remote connection is loading, the HTMLS5 client is displaying a default splashscreen such as the screenshot below:

Your online security is important to us.
Please wait while we secure your connection ...

You can customize this content by modifying a JavaScript configuration file.

HTMLS5 Client
Creating your customized Splashscreen content
Any content in text or HTML can be used for the Splashscreen.

Also, if you need to use simple quotes (') or double quotes (") you will have to write a backslash before (\' and \")
instead of just the quotes.

Finally, please note that the content must be written in only 1 line.

The following example is a valid content for the Splashscreen:
<h1>This is my customized splashscreen</hl>Please say \"hello\"!<img src="html5/imgs/ringé4.gif"' border=0>

It will display a title ("This is my customized splashscreen®), a text ("Please say hello!") and the animated ring picture as
in the standard TSplus Splashscreen.

Modifying the Splashscreen data to use your own content

If you do not have a file named "settings.js" in the "C:\Program Files (x86)\TSplus\Clients\www\software\html|5" folder, then
your TSplus version is older and this documentation does not apply. Please update your system first or contact support.

Edit the file "settings.js" located in the "C:\Program Files (x86)\TSplus\Clients\www\software\html|5" folder. We advise
you to use a text editor such as Notepad or Notepad++ (do not use Word).

Search for the line starting by this:
W.splashscreencontent = "
Replace it completely by the following line:

W.splashscreencontent = "your customized content here";

Do not forget the ending double quotes and semi-colon ("; ).
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If you wish to lengthen the duration of the logon splashscreen in HTML5, you can do so by modifying the value in milliseconds:
W.splashscreentime = 5000; //splash screen play time.

We recommend you clear your browser's cache after saving the changed html page.
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HTML Pages and Customization

You can edit the provided HTML pages with Notepad or Notepad++ to customize it user interface.

index.html page

The index.html is located in Web Server root folder path.
C:\Program Files (x86)\TSplus\Clients\www

Index.html page is the default web page. It’s like a front-end Portal page with links to the connection pages which are
located in \www\ folder.

This web page can be copied and renamed to allow multiple configuration and / or logon information.

For example let's copy and rename index.html into index2.html, this page will be available using this url http://localhost/index2.html

= oN =50
@Qv 1. » Computer » Local Disk (C:) » Progeram Files (x86) » tsplus » Clients » www » - b,l ol
Organize = @ Open Print New folder z=~ [l @
& B Name = Date madified Type Suze
Bl Desktop I, cgi-bin File folder
& Downloads J. downloads File folder
2\ RecentPlaces L pnnts File folder
| RemoteAppClient File folder
w# Libraries software A File folder
+| Documents . templates File folder
J‘ Music L var A Filefolder
b= Pictures & index Firefox HTML Doc.. 15KB
B videos || indexhtmlbak BAK File 15KB
& index_applications Firefox HTML Doc S5KB
W Computer || index_applications.html.bak BAK File 5KB

B Local Disk (C)

W Network

& index_redirection
& index2
| Zw.bin

2 items selected Date madified: 1/27/2016 10:30 PM

Size: 289 KB

Firefox HTML Doc

BiN File

Date created: 1/26/2016 12:12 AM - 2/4/2016 6:34 PM
Shared with: Everyone

Firefox HTML Doc..

1KB

15KB

4KB

Beware that if you change the "index.html" file name to "index2.html" and that you are using the Web Applications Portal, then
you must change the following variable on this file: "page_configuration["applications_portal"] = "index_applications.html" to
"index2_applications.html" then rename the "index_applications.html" file into "index_2applications.html".

The default index.html includes all possible options:

+ RemoteApp access to applications, connection outside the Web
+ Browser Connection using HTML5 from any device Local
* printing preferences

You will be able to change header and footer in the Web portal design feature on the web portal preferences tile of the Web tab.

By editing the index.html web page, you will have access to various settings.

e Access Configuration ---------------

var user =""; // Login to use when connecting to the remote server (leave " to use the login typed in this page)

var pass =""; // Password to use when connecting to the remote server (leave " to use the password typed in this page)
var domain =""; // Domain to use when connecting to the remote server (leave ™ to use the domain typed in this page)
var server = "127.0.0.1"; // Server to connect to (leave " to use localhost and/or the server chosen in this page)

var port =""; // Port to connect to (leave "™ to use localhost and/or the port of the server chosen in this page)

var lang = "as_browser"; // Language to use
var serverhtml5 = "127.0.0.1"; // Server to connect to, when using HTML5 client

var porthtml5 = "3389"; // Port to connect to, when using HTML5 client
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var cmdline =""; // Optional text that will be put in the server's clipboard once

connected // --------------- End of Access Configuration ---------------

For example | will preset demo/Psw as login/password by editing:
var user = "Demo"; var pass = "Psw";

Doing so, pre-filled credentials are made visible at each visit of the portal.

Another very important configuration file is settings.js, located in C:\Program Files (x86)\TSplus\Clients\www\software\html5:

@Ovl 1. ¢ Local Disk (C:) » Program Files (686) » tsplus » Chents » www » software » htmi5 »

Organize ¥ @ Open v Print New folder

% Favarites Name Date modified
B Desktop ) imgs 2/4/2016 715 PM
& Downloads b jwres 2/4/2016 715 PM
=4 Recent Places L locales 1/26/2016 12:12 AM
L own
= Libraries [2] autojump
[ Documents Bl dt_scen
o Music || dynamicaudio
= Pictures . flash9canvas
B videos || flashi0Ocanvas
3_‘ flashcanvas
M Computer @ help
2k Local Disk (C:) Bliquery
Bl iquery-1.7.2.min
€ Network [B] jws
(2] jwweb.core v
I]I.mguage 2/4/2016 7:16 PM
|2 settings 2/4/2016 716 PM
B socketio 2/4/2016 7:16 PM
. WebSocketMain 2/4/2016 716 PM
settings State: 22 Shared Size: 183 KB
JSScript Scrpt File Date modified: 2/4/2016 716 PM Date created: 1/26/2016 12:16 AM

Type

File folder
File folder
File folder

File folder

':‘7” Search htmiS .0“

Size
Size

Script

SScript Script File 19 K8 |
FScript Script File 40 KB
Shockwave Flash 176 K8

Shared with: Rernote Desktop Users; Everyo...

This file contains various settings for the HTML5 web client like disabling sound, clipboard or allowing session

reconnection if browser tab is closed.

+ Disabling clipboard:
"W.clipboard = "yes"; //or "no" "

+ Disabling sound is done with this setting:
"W.playsound = false;"

+ Changing default resolution for Mobile devices:
"W.viewportwidth = "1024" " - The height gets computed by browser.

¢ Forcing HTTPS for remote connection
"W.forcealways_ssl = true;"

¢ Allowing session reconnection when browser tab is closed:
"W.send_logoff = false;"

¢ Adding a warning pop up to prevent closing the browser tab:

search the "W.pageUnloadMessage = parameter.

I have set an example of message to be used below :

W.pageUnloadMessage = "Closing this tab will disconnect your remote session, are you sure ?"; //Dialog to return when page unloads.

/[1. Important notice, own dialogs are not supported in all browsers.

/[2. HTML standard does not distinguish between page refresh and page close action, the dialog will popup on page refresh too.
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x’ [ HTMLS

i
Confirm Navigation

Closing this tab will disconnect your remote sezzion, are you sure 7

Are you sure you want to leave this page?

| Leave this Page Stay on this Page

The general settings for the RemoteApp web page is stored on the software folder, in two different files:
remoteapp.html and remoteapp2.js.

9' L« Local Digk (C:) » Program Files (x86) » tsplus » Clients » www » software »
Organize » @ Open New folder
% Favorites Name : Date modified Type Size
B Oesitop L htmls 2/4/20167:15 PM File folder
& Downloads 4 java 2/4/2016 7:15 PM File folder
| Recent Places bis 2/4/2016 7415 PM File folder
& clean 1/25/2014 3:11 PM Firefox HTML Dec.., 7KB
74 Libraries 9 | common 10/1420159:01 AM  Cascading Style S. 2KB
4] Documents common 1/25/2016 10:58 AM  Script Script File 22KB
& Music [2] common_applications 201610:54 AM  JScript Script File 15KB
| Pictures common-backup 1/14/2016 10:38 PM  IScript Script File 22KE
B Videos & hmis 2/4/2016 716 PM Firefox HTML Doc 12KB
| htmiS.htmiLbak 1/26/2016 12:16 AM  BAK File 12KB
8 Computer & MmiS-backup 20161216 AM  Firefox HTML Doc... 12K8
ﬁ Leocal Disk (C:) i; index 2012 9:55 PM Firefox HTML Doc... 0KB
o/ inside 15512 PM Firefox HTML Doc 19KB
M Network [ insidech 20129:55PM  IScript Script File 1KB
o insidex 5214 AM  Firefox HTML Doc. 2KB
#/ insidexc 2015213 AM  Firefox HTML Dec... 10KB
&/ javaconnect 016 715 PM Firefex HTML De<.., 15K8
| javaconnect.htmlbak 1/26/2016 12:12 AM  BAK File 15KB
&) remoteapp 2/4/2016715PM  Firefox HTML Doc... 17 k8|
| remoteapp.html.bak /26/2016 1212 AM  BAK File 17 KB
2] remoteapp2 10/14/20059:00 AM  Firefex HTML Dec.., 2K8
(8] remateapp2 2/4/20167:45PM  IScript Script File 14 K8 |
8] webprint 172472014 10:10 P Firefox HTML Doc.. 7KB
&| webprint_jwts 172472014 10:11 M Firefox HTML Do<... S5KE
,; 2 items selected State 3R Shared Size 299 K8 Shared with: Remote Desktop Users; Every...
3 Date modified: 2/4/2016 7:15 PM Date created: 1/26/2016 1212 AM

Example of available settings present in remoteapp?2.js :

/I Remote Desktop Server
var remoteapp?2_server = "; var remoteapp2_port = '443";

/' Windows Authentication
var remoteapp2_user = "; var remoteapp2_psw = "; var remoteapp2_domain = ";

/I Optional Command Line Parameters

var remoteapp2_apppath =";

/I Seamless/RemoteApp mode
var remoteapp2_wallp = 'green’; var remoteapp2_seamless = 'off'; var remoteapp2_remoteapp = 'on’;

/I Screen

var remoteapp2_color = '32";
var remoteapp2_full = '2";

var remoteapp2_width = ";
var remoteapp2_height = ";
var remoteapp2_scale = '100";
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var remoteapp2_smartsizing = '1";
var remoteapp2_dualscreen = 'off;
var remoteapp2_span = 'off';

/I Disks mapping (required for
printing) var remoteapp2_disk = '1";

/ Printing

var remoteapp2_printer = 'off’;
var remoteapp2_preview = 'off’;
var remoteapp2_default = 'on’;
var remoteapp2_select = 'off’;

/l Hardware

var remoteapp2_com = '0";

var remoteapp2_smartcard = '0";
var remoteapp2_serial = 'off’;
var remoteapp2_usb = "off’;

var remoteapp2_sound = 'on’;
var remoteapp?2_directx = "off’;

/I Miscellaneous

var remoteapp2_alttab = '0";
var remoteapp?2_firewall = '1";
var remoteapp?2_localtb = '32";
var remoteapp2_lock = 'off";
var remoteapp2_rdp5 = 'off’;
var remoteapp2_reset = 'off';
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How to completely customize the Web Access
Page beyond the Web Portal capabilities?

Overview
By using the Web Portal you can customize Terminal Service Plus Web Access Pages in an extensive way.

However, in some cases, this is not enough. In these cases, you can completely customize the Web Access Page, beyond the
Web Portal capabilities, by modifying by yourself the Web Access Page generated by the Webmaster Toolkit.

Warning, this documentation is intended only for skilled Web developers.

Generating mandatory settings

In order to include the mandatory settings in your Web Access page, we recommend that you start by generating your
Web Access Page by using the Web Portal.

Files location

The Web Access Page will be generated in the "C:\Program Files (x86)\TSplus\Clients\www" folder, for instance if you
choose "index" as the page name, it will be the file named "index.html" in this folder.

It is a standard HTML file, so you can use all your knowledge of HTML, JavaScript and CSS programming languages to
develop your custom page.

All the files inclusion are written relatively to the "C:\Program Files (x86)\TSplus\Clients\www" folder. For instance, the
main CSS styles file is located at "C:\Program Files (x86)\TSplus\Clients\www\software\common.css", so it is included in
the HTML Web Access Page file by the following line:

<link rel="stylesheet" type="text/css" href="software/common.css" />

Minimal Web Access Page

Starting from an HTML file generated by the Web Portal Preferences, we will reduce it down to a minimal Web Access
Page. We advise you to use a text editor such as Notepad or Notepad++ (do not use Word).

After our work, it will look like the screenshot below:

\ Log on J

® HTMLS client RemoteApp

First, you must keep everything that is between the and HTML tags: - meta tags to force browsers to clear their cache -
Jjs files inclusions - JavaScript settings declarations

Then, you can reduce the content between the 'body' and ‘/body' HTML tags down to these few lines:
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<body onKeyPress="CheckKey(event);" onload="setAll();"
style="padding:20px;"> <form name="logonform">
<div><input type="text" name="Login" id="Editbox1" onblur="onLoginTyped();" value=""/></div><br/>
<div id="tr-password"><input type="password" name="Password" id="Editbox2"
onfocus="onPasswordFocused();" valu e=""/></div><br/>
<div id="tr-domain"><input type="text" name="Domain" id="Editbox3" value=
/></div><br/> <input id="buttonLogOn" type="button" value="Log on"
onclick="cplogon();" /><br/> <br/>
<div id="accesstypeuserpanel" style="margin:0;">
<label id="label_accesstypeuserchoice_html5" for="accesstypeuserchoice_html5"><input type="radio" value="h
tml5" name="accesstypeuserchoice" id="accesstypeuserchoice_html5" checked="checked"> HTML5 client</label>
<label id="label_accesstypeuserchoice_remoteapp"” for="accesstypeuserchoice_remoteapp"><input type="radio"
value="remoteapp" name="accesstypeuserchoice" id="accesstypeuserchoice_remoteapp"> RemoteApp</label>
</div>
</form>
</body>

nn

Refresh the web page in your web browser, and you should get the minimal page of the above screenshot.
We recommend you clear your browser's cache after saving any changed file.
Finally, it is now up to you!

As long as you keep the calls to JavaScripts functions on specific events and the given identifiers (id="..."), your fully
customized Web Access Page will be working fine!
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Web logon page: How to open the HTML5
client in the same tab

Overview
On the Web logon page, when the user clicks on the "Log on" button, the HTML5 client is opened in a new browser's tab.

You can change this behavior and have the HTML5 client to open in the same browser tab as the Web logon page by
modifying a JavaScript file.

Modifying the custom.js file

Edit the file "custom.js" file which is stored into the "C:\Program Files (x86)\TSplus\Clients\www" folder. We advise you
to use a text editor such as Notepad or Notepad++ (do not use Word).

Add this line:
var openinsamewindow = true;

We recommend you clear your browser's cache after saving the changed JavaScript file.

Modifying the common_applications.js file

If you are using Terminal Service Plus Web Applications Portal feature, then you need to edit a second file. Edit the file
"common_applications.js" file which is stored into the "C:\Program Files (x86)\TSplus\Clients\www\software" folder. We
advise you to use a text editor such as Notepad or Notepad++ (do *not* use Word).

Search for these lines:

if (childurl != "") {
child = window.open(childurl, childname);
childrenWindows[childrenWindows.length] = child;

}

And replace them by those lines:
if (childurl != "") {
window.name = childname;
location.href = childurl + '#';

}

We recommend you clear your browser's cache after saving the changed JavaScript file.
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How To: Add a Custom HTTP Header

Prerequisites
This feature is very technical and this documentation is only for technical experts.

You should be familiar with HTTP protocol as well as HTTP Headers.

Overview

Some use case might require that Terminal Service Plus web server returns one or more custom HTTP Headers in
addition to the standard ones.

This feature answers this specific need.

Setting up a custom HTTP Header

To add your own custom HTTP Header, you need to:

o Create the file "headers.bin" in the folder "C:\Program Files (x86)\TSplus\Clients\webserver"
+ Add the custom headers separated by new line, for instance case: headerl=X-Frame-Options
¢ Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plus server will now respond to all queries with this custom HTTP Header in addition to the standard ones.
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Enforce HTTPS protocol

Standard Case

Starting from Terminal Service Plus version 9.20, you can redirect every web request which uses HTTP to the HTTPS secure protocol.

To activate this feature on a server, edit (or create) the file "C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin" and add the following line:

disable_http_only=true

Save the file and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers or reread
configuration by accessing http://127.0.0.1/w0j3?settings.bin).

Once this feature is enabled, you can try to browse to the insecure web page at:
http://your-server
and it will automatically redirect your request to the secure Web Portal page at:

https://your-server

Special case: Custom Web Ports

If you are wusing a specific port to serve HTTPS, then edit the file "C:\Program Files
(x86)\TSplus\Clients\webserver\settings.bin" and use the following line instead of the line described above:

disable_http_only="domain.com:4431"

where domain.com is your own server host name and 4431 is your HTTPS custom port.
Save the file and restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers).

Once this feature is enabled, you can try to browse to the insecure web page at:
http://domain.com
and it will automatically redirect your request to the secure Web Portal page at:

https://domain.com:4431

Comment: Even if this is not secure but you wish to disable ssl/https on http port then edit the settings.bin file and add:
disable_ssl_on_http=true, save and restart the servers.

Disable http on https

By default it is allowed to access https://my-domain.com, https://my-domain.com:80, http://my-domain.com:443 So it allows http on
port 443 or allow https on port 80, it does not have impact on security and makes it easy to fallback to degraded xhr-connection when
no websockets support is possible But if wished to disable it, edit the settings.bin file and add the following line:

disable_http_on_https=true

Then restart Terminal Service Plus web servers (AdminTool > Web > Restart Web Servers or reread configuration
http://127.0.0.1/w0j3?settings.bin)

HTTPS Enforcement and Free SSL Certificate Validation
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Please note that this HTTPS Enforcement feature is fully compatible with our Free SSL Certificate feature.
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Enforce the use of web portal to connect to the server

Starting from Terminal Service Plus version 6.60, you can block/disable any attempt to connect using mstsc.exe (or any

RDP clients) over the open/redirected port (80 or 443).
This feature only allows accesses from the Terminal Service Plus Web Portal and disables any other RDP connection on port 80/443.

To activate this feature on a server, edit the file C:\Program Files (x86)\TSplus\UserDesktop\files\AppControl.ini and
add/modify the following variable:

[Security]
Block_rdp_splitter=yes
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Web Autologon: connect from web without portal

Overview

Terminal Service Plus Web Portal allows users to connect to their remote servers from any web browser simply by using
their Windows credentials.

Sometimes however, you want to connect automatically when you launch a given URL address. This feature is called Web Autologon.

With Web Autologon, you will connect using the settings (login, password, ports, ...) specified in specific Terminal Service Plus files.

Web Autologon using HTML5 client

You will be able to connect directly by browsing to http://your-server/software/html|5.html

You can modify the connection settings by editing the following file with Notepad or any text editor (such as Notepad++ -
do not use MS Word):

C:\Program Files (x86)\TSplus\Clients\www\software\html5\settings.js

You will need to specify at least a login and a password in order to benefit from Web Autologon.

You might need to refresh the page on your web browser after modifying this file.

Web Autologon using the RemoteApp Web Client

You will be able to connect directly by browsing to http://your-server/software/remoteapp2.html
You can modify the connection settings by editing the following file with Notepad or any text editor (such as Notepad++ -
do not use MS Word):

C:\Program Files (x86)\TSplus\Clients\www\software\remoteapp2.js

You will need to specify at least a login and a password in order to benefit from Web Autologon.

You might need to refresh the page on your web browser after modifying this file.

Enable multiple user sessions using the same credentials

If you want to enable multiple user sessions using the same credentials, then you can follow this procedure.

You can copy the index.html file located in:

C:\Program Files (x86)\TSplus\Clients\www

as many times as your number of users. You can rename it and then access it with the url
http://nameofyourserver.com/renamedindex.html

Edit the paragraph corresponding to users credentials:

Access Configuration --------------- var user =""; // Login to use when connecting to the remote server (leave " to use the login typed
in this page) var pass =""; // Password to use when connecting to the remote server (leave " to use the password typed
in this page) var domain =",

You can copy the index.html file as much time as you want, renaming it with the username will make it easier for you to
provide a personal link.
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HTML5 Client: RDP session resolution on
mobile devices

The common screen resolution by most devices, especially mobile phones is 320x480, but that is obviously not sufficient
to create the RDP session.

Therefore the resolution was preset to 800 in width. The height of resolution gets recomputed by hidden browsers native
logic. The higher the width the bigger the height.

+ As an example, standard resolution is 320x480, now when you set the viewport to 800, the browser recomputes
the value for height for example to 800x904, when you set the width to 1280, then it's 1280x1160 etc.

The height and width depend on landscape/portrait view of your device, like 800x904 or 904x800 etc. Each browser can
recompute it on its own logic to fit the rdp screen into the viewport of your device and may differ depending on the
browser even when used on same device.

If you set the height manually, then you will break the viewport ratio of your device and the final RDP session will be out
of your port view, and to reach these areas you will have to scroll to wished positions.

+ Therefore it is recommended not to set height manually, but let the device choose automatically the height.

If you need more height, increase the width!
By testing on mobile phone devices, the good value for width was 800. Though you must pay attention : the CPU's on most mobile

phones are usually slow, therefore when you increase the height, it will increase the CPU load. On tablet devices the CPU's are faster,
therefore it is recommended to set the width to higher value like 1280 and allow the device to recompute the value for height.

Because some browsers like FireFox mobile do not allow the setting of viewport after page loading, this value was set fixed into the
Clients\www\software\html5.html file:

<meta name="viewport" content="width=800, maximum-scale=1.4">
For example change it to:
<meta name="viewport" content="width=1280, maximum-scale=1.4">

to increase width and at same time height recomputed by browsers native internal logic.

As a second example, changing it to :
<meta name="viewport" content="width=1280, height=1400, maximum-scale=1.4">

would break viewport area and RDP session would not fit the screen.
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HTML5 Client;: How to maximize the browser window

Overview
The RDP protocol does not allow to resize while connected without a reconnection.

Please note that you will get the best experience possible from Terminal Service Plus HTMLS5 client by
connecting with a maximized browser.

However, if you want to force the browser window to be as big as possible, you can try to "force" the HTML5 window to
open with the maximum size (but not as a "maximized" window, due to internet browsers security limitations).

Maximizing the browser window

You will have to modify the file "Clients\www\software\common.js" located in your Terminal Service Plus directory. We
advise you to use a text editor such as Notepad++ (do not use Word).

In order to have a browser window which uses all the screen, you will have to modify the line(s) with "window.open" in it,
and add the following text:

, "screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-5)+",height="+(screen.availHeight-(55))

This allows IE/Chrome/Firefox/Safari to open the window with a screen size (minus Windows bar). Unfortunately it is not
possible to force a web browser to "maximize" the window in a "fullscreen” Windows type.

Open the file and search "window.open("

Then add the new at the end before the brackets, for example:
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

will become:

window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse, "screenX=0,screenY=0,left=0,top=0,full

screen=yes,width="+(screen.availWidth-5)+",height="+(screen.availHeight-(55)));
And again:
tmpwin = window.open(p, '_blank'); //Chrome needs _blank

will become:

tmpwin = window.open(p, '_blank', "screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availlWidth-
5)+",hei ght="+(screen.availHeight-(55))); //Chrome needs _blank

And again:
success = window.open(p, k);
will become:

success = window.open(p, k, "screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availWidth-
5)+",height="+ (screen.availHeight-(55)));

And finally :
cpwin = window.open("about:blank", n);

will become:
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cpwin = window.open("about:blank", n, "screenX=0,screenY=0,left=0,top=0,fullscreen=yes,width="+(screen.availwidth-5)+"
,height="+(screen.availHeight-(55)));
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HTML5 Client: Parameters in URL address

When using Terminal Service Plus HTMLS5 client to connect to a remote server, you can specify several parameters in
the URL address to override default parameters, such as:

user login

user password

program to run

startup directory for the program to run
command line for the program to run

*® o o o 9

Run a Specific Application

Here is an example of a full URL address to open a remote session for user "demo" with password "demo" and by
starting standard notepad upon session opening:

https://demo.tsplus.net/software/html5.html?
user=demo&pwd=demo&program=c:\\windows\\system32\\notepad.exe&startupdir=c:\\windows\\system32&params=

Please note that in the URL address all slashes characters must be repeated 4 times.

You do not have to specify all these parameters at the same time: the parameters not specified will have their default configured value.

Connect with Web Credentials

If you want to use a Web Credential to connect, you can pass it in an URL by adding an "@" before the Web Login.

Here is an example of a URL address to open a remote session with the Applications Panel for Web Credentials "1234"
with password "demo":

https://demo.tsplus.net/software/html5.html?user=@1234&pwd=demo

Restrict this usage to Users Default Applications

You can disable the Application Command Line for users by going on the Advanced --> Session tab of the AdminTool,
double-clicking on the "Application Command Line" setting and setting the value to "No".

T8 TSplus - Edit Setting X
Application Command Line

Description:

Application Command Line can be specified on client side.

Value:
Yes v
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How to mount a logical drive within a TSplus session

This tutorial will cover the following aspects:

+ How to deploy a logon script and have multiple logon scripts scenarii.

+ Mounting a specific folder within a session from client or server side.

If you wish to publish a folder on a logical virtual drive for your users, just follow this procedure:

Prior to creating the script, open windows explorer and click on "Folder and search options".

——
@u.‘a » Libraries »

Organize v

= Open Share w|

Cut

Copy

i ] Paste
Undo
Redo

[z

Select all

Layout 4

Folder and search options

Delete
Rename
Remove properties

Properties

Close

Then, click on the view tab and uncheck the box "Hide extensions for known types":

=

Folder Options

Ve

Search

-

Folder views

You can apply the view (such as Details or Icons) that
you are using for this folder to all folders of this type.

Fﬁpplyto Folders J [ Reset Folders

)

Advanced settings:

Files and Folders

[] Always show icons, never thumbnails

[T Always show menus

Display file icon on thumbnails

Display file size information in folder tips

[7] Display the full path in the title bar {Classic theme only)
Hidden files and folders
@ Dont show hidden files, folders, or drives
() Show hidden files, folders, and drives

[l Hide extensions for known file types
Ei:l e:‘pige op;mig;em nes;

el

iecommended)

-

OK |[ Cancel ||

foply |
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Create a text document and modify the extension by naming it "logon.bat":

Inside the file, enter for example this command to publish the Folder.exe folder:

"subst Y: \tsclient\C\Users\%USERNAME%\Documents"

"l logon.bat - Notepad EE]=]
File Edit Format View Help - i "
subst Y: \\tsclient\c\Users\%USERNAME%"\Documents -

Then, on the start menu, type in gpedit.msc on the search taskbar. We are going to use local policy so that every user
connecting to this server launches the script.

Go into the user's configuration menu, then into the Windows settings, and finally, into Scripts (Logon/Logoff) Double

click on the Logon script, then click on "Add", then on "Browse".

File Action View Help

es|zBE=HBE

| =/ Local Computer Policy
4 & Computer Configuration
5 [l Software Settings
b [Z] Windows Settings
» | Administrative Templates
4 % User Configuration
» [ Software Settings
4 [ ] Windows Settings
(& Senpts (Logon/Logoff)
b Security Settings
1> gl Policy-based QoS
|- # Deployed Printers

b ‘w Internet Explorer Maintenance

> | Administrative Templates

Logon

Display Properties

Description:

Contains user logon scripts,

Name
C:\Users \Adminsstrator admin-PC\DesktopNogon bat

To view the script fles stored In this Group Policy Object, press
the button below.

Extended / Standard /
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Then, click on "Show Files" button on the Logon Properties window and copy your logon.bat script into the path given by
the Policy Editor, i.e.: "C:\Windows\System32\GroupPolicy\UsenScripts\Logon"

LT 4 ey
(. Jke)id |- « Windows » System32 » GroupPolicy » User » Scripts » Logon v |6 W searchiogen P

Organize v [=) Open Print  New folder =Y [l @
*  Name Date modified Type Size

¢ Favorites
Bl Desktop |[Z] logon 2/21/20188:41 PM  Windows Batch File 1kB|

& Downloads
-, Recent Places

4 Libraries
j Documents
J\ Music
[&=/ Pictures
E Videos

1M Computer
(8, Local Disk (C:)
logon Date modified: 2/21/2018 8:41 PM Date created: 2/21/2018 8:44 PM
Windows Batch File Size: 48 bytes

e You can copy this logon.bat file in C:\ProgramData if you want this script to be executed for all of your users. If you

* need a specific logon script for each user then copy the script in C:\Users\Username\AppData\Roaming

Now how do we make this Y drive appear in the user session? There many ways to achieve this. You can create a new

application within the admin tool and assign it to your users, doing so the shortcut will appear in the session:

++ Common Folder Settings — X

Path/Filename:
IC:\VWndows\acplorer.exe I :LE?;

Start Directory:
[C:\Windows =)

Display Name:
[Common Folder I

Command line option:

|Y:| |
Window State:

| Default (Maximized f single application on Web/Mobile client) v|

Folder:
'Eog-!gvel) b ‘ i@:

Save Test Cancel ‘
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B Commonf olcer

If you connect to a session with mstsc.exe, don't forget to go to the options menu, and on the Local Resources tab,
under Local devices and resources, click on "More", then check the box "Drives".

If you want to assign this script only for non-admin users, follow this tutorial.
If you want to secure the access of a folder, see our documentation to publish a secured folder.
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HTML5 Client: What is the difference between
Websockets and XHR?

Websockets is the persistent connection that can be used to receive/send data without sequential order and without http header.
Xhr-polling creates new request with http header and waits for answer with http header, also sequential order.

Doing so, XHR data flow always looks like this:

HTTP_HEADER_REQUEST -> HTTP_HEADER_ANSWER
HTTP_HEADER_REQUEST -> HTTP_HEADER_ANSWER
and so on

also before the data can be downloaded, it must be requested with HTTP_HEADER, therefore its name: xhr-polling.

Websockets data flow may look like this:

FRAME_DATA_SEND
FRAME_DATA_SEND
FRAME_DATA_RECEIVE
FRAME_DATA_SEND
FRAME_DATA_RECEIVE
FRAME_DATA_RECEIVE

Also it is random data sending/receiving without special sequential order and without any http header data.

That makes the usage with reverse proxies impossible due to the lack of Websockets support by most known reverse
proxies; but half of the xhr transport may work with Apache reverse proxy.

Also see: HTML5 Client: Supported Browsers
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How To: Bind Web Server to Several Network Cards

Overview

Some use case might require that Terminal Service Plus web server listens on more than one network card, for instance
if the server belongs to several different networks.

This feature answers this specific need.

Binding Web Server to Several Network Cards

To bind Terminal Service Plus web server to several network cards, you need to:

+ Create the file "settings.bin" in the folder "C:\Program Files (x86)\TSplus\Clients\webserver"
+ Add the following line with all the local IP addresses for all the network cards you want to bind to, for instance:

bind_nic="127.0.0.3","127.0.0.4"
+ Restart webserver (AdminTool > Web > Restart Web Servers) to apply changes

Terminal Service Plus web server will now listen to all queries from all the binded network cards (in our example case
the binding would be done to 127.0.0.3, 127.0.0.4 and 127.0.0.1 automatically).
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Run Windows client under Proxy environment

Usually the SSH package support HTTP(S) proxies and this should be sufficient to overcome most known proxies.

However, there are existing very difficult cases, where the proxy environment can not be properly recognized, is hidden
from third party software or the target servers are behind reverse proxies.

For such difficult cases the software contains Non-SSH solution called "Rescue mode".

If you can establish HTML5 connection, then you can be sure this software will help you to establish native socket
connections through Websocket(FF, Chrome, Opera, IE10 etc) or XHR (IE6-1E9).

Be careful, some proxies allow Websocket/XHR traffic only via HTTPS layer, so use https address instead of http.
If proxy does not ask for proxy authentication and you can access pages via browser:

1. Open http(s):/lyourserver.com/software/html5/jwres/

2. Wait for successful connection (and authorize Java execution if asked)

3. Click on the red text "open the link" to open the working web access page
4. Use Windows client access as usual

If proxy requests proxy authentication and you can access pages via browser:

1. Open http(s):/lyourserver.com/software/html5/jwres/

. If the proxy requests for authentication for java applets, press "cancel”

Click on "Download LocalWebserver", and execute it after successful download, that will start local http server on port 18888
Click on "Force Applet loading from http://localhost:18888", this will reload the page with loading of jars from local http server
. Wait for successful connection

. Click on the red text "open the link" to open the working web access page

. Use Windows client access as usual

~No U~ wWN
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Activating Mutual SSL Authentication

What is Mutual Authentication?

Many people are expecting extra security and Mutual authentication is already supported in Terminal Service Plus. It is
usually implemented by banks or government bodies.

To understand what that is, we can compare it to a standard SSL process where you will add extra check to verify if the
user web browser is allowing SSL connection. You know what your server-side SSL certificate is. Imagine that the
certificate is imported into the web browser to ensure that this specific web browser is trusted to create a connection. In
the first step of communication, the web browser is acting as a client and in the second step, it is the reverse. At the end
both side, client web browser and web server, have accepted the authority and the connection can start.

A more complete definition: Mutual SSL authentication or certificate-based mutual authentication refers to two parties
authenticating each other through verifying the provided digital certificate so that both parties are assured of the others' identity.
In technology terms, it refers to a client (web browser or client application) authenticating themselves to a server (website or
server application) and that server also authenticating itself to the client through verifying the public key certificate/digital
certificate issued by the trusted Certificate Authorities (CAs). Because authentication relies on digital certificates, certification
authorities such as Verisign or Microsoft Certificate Server are an important part of the mutual authentication process.

trustStore 5 Verifigs
- certificate
Verifies client.cert
3

certificate

server.cert
J a

Requests protected resource

Client Server
@
‘ Presents certificate =
v« o Z
» 2 Presents certificate 'j
€ e
Accesses protected resource &
1 t
client.keystore server.keystore
client.cert | server.cert

Activating it on TSplus

TSplus built-in web server enables to setup mutual authentication.
To enable the mutual authentication follow this process:
You will have to install the latest Java Development Kit (JDK), available from http://java.com > Downloads > JDK.

1. Create and edit with Notepad the following file: C:\Program
Files (x86)\TSplus\Clients\webserver\settings.bin

Add these 3 lines:
disable_http_only=true
disable_print_polling=true
force_mutual_auth_on_https=true

2. Remove cert.jks

In "C:\Program Files (x86)\TSplus\Clients\webserver" you will see the
file cert.jks Copy it in "C:\Program Files (x86)\TSplus\Clients\"
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Remove "C:\Program Files (x86)\TSplus\Clients\webserver\cert.jks"
3. Create the batch file

In 'C:\Program Files (x86)\TSplus\Clients' create a batch file, for example "createcertuser.bat" with these settings:

@rem uncomment next line, if you want to generate new self signed cert.jks

@rem keytool -genkey -v -alias jwts -keyalg RSA -validity 3650 -keystore cert.jks -storepass secret
-keypass secret -d name "CN=localhost, OU=my_ou, O=my_org, L=my_city, ST=my_state, C=MY"

@keytool -genkey -v -alias AliasUserl -keyalg RSA -storetype PKCS12 -keystore forBrowserUserl.pl2 -
dname "CN=some_name , OU=some_ou, O=some_org, L=Paris,

ST=FR, C=FR" -storepass mypassword -keypass mypassword

@keytool -export -alias AliasUserl -keystore forBrowserUserl.pl2 -storetype PKCS12 -storepass mypassword -rfc -file fo
rCertUserl.cer

@keytool -alias AliasCertUser2 -import -v -file forCertUserl.cer -keystore cert.jks -

storepass secret @del forCertUserl.cer

This will automatically import the cert key pair from the web browser into "cert.jks" after

creating its browsers key pair.
4. Restore the new created the modified "cert.jks"

Copy "C:\Program Files (x86)\TSplus\Clients\cert.jks" into
"C:\Program Files (x86)\TSplus\Clients\webserver" and restart the Web Servers.

5. Certificate import and Testing

The provided batch example should have generated a test file "BrowserUserl.pl2".

When you will open the HTTPS address, you will get a security message and you will be unable to
access Web Server page s.

With Chrome or IE, you can click on this 'BrowserUserl.pl2' file to import the certificate into
Windows default key st ore.

With FireFox, you have to go to Settings and to import this "BrowserUserl.pl2" file under your certificate folder.

As soon as you have properly imported it, you will be able to access the HTTPS address.

The administrator can create a separate key pair file for each user.

For example:

forBrowserUserl.pl2

forBrowserUser2.pl2

forBrowserUser3.pl2

And he can export theses certificates into cert.jks.

If he wants to disable the access to one user he will just have to delete this user from "cert.jks".
Doing so, the user will lose his authorization and will not be able to access the web server anymore.
This mutual authentication only affects the HTTPS connections and HTTP connection will be

prohibited with the command line:
settings.bin>disable_http_only=true
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Advanced Features - Contextual Menu

Overview

Since TSplus version 12.50, a new "Send to Client" menu can be enabled under the Advanced > Contextual Menu tab
to easily send files to client workstation. This feature works with all connections methods.

TI TSplus - Administration Console - 12.50

B & @& 0O o

£ e

&
<

TSELUS Remote Access Management Console

HOME

fD Backup / Restore your Server Parameters
APPLICATIONS

Advanced Settings
PRINTER =

i, Product Name

B ‘

W Security Enabled
WEB . Session Position

& Lockout
FARM 5

- Logs

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@57 LICENSE

Value

Default (No)
Default (Top)

By default, this feature is disabled. Select the "Yes" value then click on "Save", in order to enable it :

T TSplus - Edit Setting X
Enabled
Description:
Add a button in the contextual menu displayed by right clicking
on a file, folder or a multiple selection in the File Explorer. It
allows users to quickly send selected objects to their local
computer,
Value:
Yes v

You can also change its position. By default, it will show on top:
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T TSplus - Edit Setting X
Positi

Description:

Position of the button in the contextual menu.

Value:
Top v|

e

This is a right-click contextual menu. Just select the desired folder or files, right-click on it, select the "TSplus" tab and
simply click on "Download":

| &4 = | Products - (m] X
Home Share View (7]
v A > Documents > Products vl Rechercher dans : Products Vo
. Documents and Settings A Nom - Modifié le Typ
Logs % TSplus-Products-Catalo
o) 5 9
PerfLogs T4 Tsplus
Products
Print

You will find your download into the Webfile folder and into the "Downloads” folder of your web browser:

== WebFile sur MITU7JBD7YQ7H2 = O X
— v 4 == > CePC > WebFilesur MITU7JBD7YQ7H2 v O Rechercher dans : WebFile sur... 0
/%] Documents A Nom - Modifié le Type Taille
=] Images % TSplus-Products-Catalog Foxit Reader PDF ... 1061 Ko
J) Musique

& Téléchargements
B vidéos

== WebFile sur MITU7JBD7YQ7H2 |,

1 élément

©TSplus - www.terminalserviceplus.com



TS DLUS Terminal Service Plus - Documentation

Advanced Features - Lockout

Overview

On this tab, you can enable/disable and configure TSplus Lockout settings.

TU TSplus - Administration Console = >0

TSPELUS Remote Access Management Console

1 HOME
f:) Backup / Restore your Server Parameters

[ aepLicaTIONS
Advanced Settings

(ep PRINTER »
4, Product Name Yo
" :

& & security Enabled Yes
~ Session Limit -
i’ Login Interval 200

E S = Contextual menu Lockout Period 1800

Logs
o
= SESSIONS

R SYSTEM TOOLS
83 ApvaNcED
{> ADD-ONS

@57 LICENSE

Enable/Disable Lockout Feature

The Lockout Feature is enabled by default. You can disable it by changing the value from "Yes" to "No" value on this
window, then click on save.

T8 TSplus - Edit Setting X
Enabled

Description:

TSplus prevents brute-force attacks by locking accounts
following repeated failed login attempts through the Web
portal.

Value:
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Limit
The Lockout Limit defines the number of allowed failed login attempts from the Web portal before the account is locked
out (default is 10). You can modify this value by entering the desired value into the corresponding field and click on save.

T8 TSplus - Edit Setting X
Limit

Description:

The Lockout Limit defines the number of allowed failed login

attempts from the Web portal before the account is locked out
(default is 10}

Value:
[10

Interval

The Lockout Interval specifies an interval of time between failed login attempts.
If a failed login attempt occurs after the Interval defined, then the counter of failed login attempts is reset for the relevant

user (in seconds, default is 900 seconds). You can modify this value by entering the desired value into the
corresponding field and click on save.

T8 TSplus - Edit Setting X

Interval

Description:

The Lockout Interval specifies an interval of time between failed
login attempts. If a failed login attempt occurs after the Interval
defined, then the counter of failed login attempts is reset for
the relevant user (in seconds, default is 900 seconds).

Value:

EL]

Period

The Lockout Period specifies the duration an account is locked out and unable to login (in seconds, default is 1800 seconds).
The period of time a user is locked out is the greatest value between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod's value, one should update the Lockoutinterval setting with a smaller value to ensure a relevant
behavior. You can modify this value by entering the desired value into the corresponding field and click on save.
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T TSplus - Edit Setting
Period

Description:

The Lockout Period specifies the duration an account is locked
out and unable to login (in seconds, default is 1800 seconds).
The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod's value, one should update the

Lockoutinterval setting with a smaller value to ensure a relevant
behavior.

Value:

[1800
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Advanced Features - Logs

Overview
On this tab, you can configure TSplus Logs settings.
By default TSplus doesn't create logs, to avoid performance issues.
Logs exist to find more easily the origin of the errors encountered on TSplus and you can enable them by doing so:
e goto C:\wsession
create the folder 'Trace'. Logs will automatically be created there, per user.

You will need to activate the log generation in the AdminTool > Advanced > Logs

n TSplus - Administration Console = X

TSELUS Remote Access Management Console

{Y HOME
f:, Backup / Restore your Server Parameters
[ AppLicaTIONS
Advanced Settings
(Cp PRINTER
4, Product Name Value
- :
W Security Web portal log WARN
@ WEB -~ Session Session opening log Disabled
W/ Lockout Session control log INFO
E FARM o Gontextuaimeny Load-Balancing log WARN
‘5’ AdminTool application log WARN
Contextual menu log OFF
2, SESSIONS

é\ SYSTEM TOOLS
§83 ADVANCED
{7> ADD-ONS

(5 LICENSE

There are 5 types of logs:

+« The Web Portal log,

¢ The Session Opening log,

+ The Session control log,

+ The Load-Balancing log and

+ The AdminTool application (interface) log.

Log levels correspond to different components, our support team will tell you what value to put according to the problem encountered.
Here are the different log file names and locations:

+ Web Portal log: "C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.log"

¢ Session Opening log: "C:\wsession\trace"

¢ Session control log: "C:\Program Files (x86)\TSplus\UserDesktop\files\APSC.log"

¢ Load Balancing log: "C:\Program Files (x86)\TSplus\UserDesktop\files\svcenterprise.log"
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+ AdminTool application log: "C:\Program Files (x86)\TSplus\UserDesktop\files\AdminTool.log"
+ RDS-Knight / TSplus Advanced Security: "C:\Program Files (x86)\TSplus-Security\logs"
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Advanced Features - Product

Overview

On this tab, you can modify TSplus settings by adding an AdminTool Pincode, use the Windows RDS role and
customize the background color and language of the AdminTool.

TU TSplus - Administration Console

TSPELUS Remote Access Management Console

1) HOME

f: Backup / Restore your Server Parameters

[ aepLicaTIONS

Advanced Settings

(ep PRINTER
2 Product Name Value
B i
v Secu_nty Administrator pin code Default ()
@ WEB & Session Use RDS role Default (No)
W Lockout AdminTool Language English
E FARM Contextual menu
¢ Logs
o
2, SESSIONS

Q\ SYSTEM TOOLS
§83 ADVANCED
{> ADD-ONS

@57 LICENSE

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on
the Advanced tab of the AdminTool, under the Product Settings:
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T8 TSplus -

TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

FARM

H & > O 5

SESSIONS

SYSTEM TOOLS

£ e

83 Apvancen
{> ADD-ONS

(@57 LICENSE

Remote Access Management Console

ID Backup / Restore your Server Parameters

Advanced Settings

% Product Name
& security

Administrator pin code

Value
Default )

2. Session
A T TSplus - Edit Setting

Al Administrator pin code

Description:

x

AdminTool will ask for a password if this value is not empty.

Value:

[1234

Cancel

Use RDS role

Multi-session role and Windows RDS role are not compatible. You can either select the Windows RDS role, or TSplus

Multi-session role.

+ When using Multi-session role, the Windows RDS role must be uninstalled.
+ When using the Windows RDS role, this Windows role must be installed.

WARNING: changing role requires to reboot the system. When selecting the Windows Remote Desktop, only one user
at a time will be allowed on a workstation system.

T8 TSplus - Edit Setting
Use RDS role

Description:

Multi-session role and Windows RDS role are not compatible.
You can either select the Windows RDS role, or TSplus Multi-
session role,

- When using Multi-session role, the Windows RDS role must be
uninstalled.

-When using the Windows RDS role, this Windows role must be
installed.

WARNING: changing role requires to reboot the system.

A

Value:
No

Cancel

To use the Windows RDS role, select the "Yes" value and Save.
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Modify the AdminTool Background color

Customize AdminTool's background color using an hexadecimal code (for example: OXFFFFFF).

T8 TSplus - Edit Setting
AdminTool background color

Description:

X

Customize AdminTool's background color using an hexadecimal
code (for example: OxFFFFFF).

Value:

[orerer]

Modify the AdminTool Language

Select your preferred language for the AdminTool among the 21 available.

T8 TSplus - Edit Setting
AdminTool Language

Description:

Set the AdminTool interface language.

Value:

English
French
Geman
Dutch
Spanish
ltalian
Portuguese
Polish
Russian
Ukrainian
Hungarian
Czech
Turkish
Chinese
Traditional Chinese
Japanese
Korean
Arabic
Farsi
Hebrew
Amenian
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Advanced Features - Security

Overview

On the Security section of the Advanced features, you can block, disable or customize connection types for users.

n TSplus - Administration Console — X

TSPELUS Remote Access Management Console

1) HOME
f;) Backup / Restore your Server Parameters
[ aepLicaTIONS
Advanced Settings
(ep PRINTER =
=, Product Name Value
e Block standard RDP clients No
@ WEB — Session Disable existing sessions web listing Yes
"/ Lockout No Web for Admins Default (No)
B rarm =X Contedtuatments Block WAN RDP dlients Default (No)
Logs Only Web Portal Default (No)
Only Web Portal for Users Default (No)
2, SESSIONS Only Users with Applications Default (No)
Whitelist Admin without Applications Default (Yes)

Q) svsTEmT00LS
83 ApvaNcED

{> ADD-ONS

@57 LICENSE

Block Standard RDP Clients

Select the "Yes" value if you wish to deny access to standard RDP clients such as mstsc to your users.

T8 TSplus - Edit Setting X
Block standard RDP clients

Description:
Deny access to standard RDP clients such as mstsc,

Value:
No v

Disable existing sessions web listing
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This listing is required for Load-Balancing Sticky Sessions feature and is enabled by default. If you wish to disable it, select the "No"
value on this window, then click on save:

T TSplus - Edit Setting
Disable existing sessions web listing

Description:

Do not list current sessions in public server heartbeat. This
listing is required for Load-Balancing Sticky Sessions feature,

Value:

i

No Web for Admins

Disable the Web Portal for Administrators by selecting the "Yes" value:

TU TSplus - Edit Setting

No Web for Admins

Description:

Web Portal is forbidden for Admins accounts.

Value:
No

Block WAN RDP clients

Deny access from standard RDP clients connected from outside the LAN by selecting the "Yes" value.
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T TSplus - Edit Setting
Block WAN RDP clients

Description:

the LAN.

Deny access from standard RDP clients connected from outside

Cancel

Make Web Portal access mandatory for every user by selecting the "yes" value.

T TSplus - Edit Setting
Only Web Portal

Description:

Web Portal access is mandatory for every users.

Cancel

Only Web Portal for Users

Make Web Portal access mandatory for every user, except the Admins by selecting the "yes" value.
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T8 TSplus - Edit Setting
Only Web Portal for Users

Description:

Web Portal access is mandatory, except for Admins.

Value:
No

Only Users with Applications

Allow access only for users with, at least, one assigned application by selecting the "yes" value.

TU TSplus - Edit Setting
Only Users with Applications

Description:

X

Allow access only for users with, at least, one assigned
application.

Value:
No

Whitelist Admins without Applications

Allow access for admins even if they do not have any assigned application and "Only Users with Applications" is enabled. This
feature is enabled by default. If you wish to disable it, select the "No" value on this window, then click on save:
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T TSplus - Edit Setting X
Whitelist Admin without Applications
Description:
Allow access for admins even if they do not have any assigned
application and "Only Users with Applications” is enabled.
Value:
Yes v]
|
|

©TSplus - www.terminalserviceplus.com



TSPIUS

Terminal Service Plus - Documentation

Advanced Features - Session

Overview

This section of the Advanced tab allows you to configure user rights and aspects on their sessions.

TI TSplus - Administration Console

TSAIUS

Remote Access Management Console

1) HOME

f;) Backup / Restore your Server Parameters

[ aepLicaTIONS

(ep PRINTER
@ wes
By rarm

2 SESSIONS
Q) svsTEmT00LS
83 ApvaNcED
{> ADD-ONS

@57 LICENSE

Advanced Settings

4 Product

;‘3 Security

Py Session

< Lockout
Contextual menu

I Logs

Name

Desktop for all users
Application Command Line
Remote Application Menu
Remote Application Menu Title
Background Color

Use "All Users™ desktop shorcuts

Fallback application path if no assigned application

Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Value

No

No

Default (Yes)

Default (My Remote Applicati...
Default (10841658)

Default (No)

Default (Yes)

Default (No)

Default (No)

Default (Noj

No

Default (3:DESKTOPS%)
Default (%DESKTOP%)
Default [Yes)

Default (No)

Default (0)

Default (2000)
Default (Use Windows Explo...

Use WinXshell when required Yes

Desktop for all users

Enable a full Desktop for all users by selecting the "Yes" value on this window, then click on save:

T8 TSplus - Edit Setting X
Desktop for all users

Description:

All the users will have a full desktop.

Value:

Application Command Line
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Application Command Line can be specified on client side. This feature is enabled by default. If you wish to disable it, select the "No"
value on this window, then click on save:

T TSplus - Edit Setting X
Application Command Line

Description:

Application Command Line can be specified on client side.

Value:

Remote Application Menu

Remote Application Menu will be added on user's PC. This feature is enabled by default. If you wish to disable it, select
the "No" value on this window, then click on save:

T TSplus - Edit Setting X
Remote Application Menu

Description:

Remote Application Menu will be added on user's PC.

Value:
| Yes ~il

Remote Application Menu Title

You can modify the title of the Remote Application Menu. The default one is "My Remote Applications”. If you wish to
modify it, enter the desired title, then click on save:
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T TSplus - Edit Setting
Remote Application Menu Title

Description:

Title to display in Remote Application Menu

Value:
| y Remote Applications

Background color

Customize the user sessions background color using a COLORREF code (for example, the default one is: 10841658).

T TSplus - Edit Setting X
Background Color

Description:

Customize the user sessions background color using a
COLORREF code (for example: 10841658).

Value:
[10841658

Use "All Users" desktop shortcuts

Copy the shortcuts existing in Windows shared desktop in the Taskbar and Floating Panel. Enable this feature by selecting the "Yes"
value on this window, then click on save:
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T8 TSplus - Edit Setting
Use "All Users" desktop shorcuts

Description:

Taskbar and Floating Panel.

Copy the shortcuts existing in Windows shared desktop in the

Value:
No

Cancel

Fallback application path if no assigned application

Run this application if no application is assigned to the user when he logs in. There is no value by default. Enable this
feature by entering a "Yes" value on this window, then click on save:

T TSplus - Edit Setting
Fallback application path if no assigned application

Description:

when he logs in.

Run this application if no application is assigned to the user

Cancel

Disable the daughter process handler

Skip daughter process search when launching applications. It will cause premature logoff if a published application uses daughter
process. This feature is disabled by default. Enable this feature by selecting the "Yes" value on this window, then click on save:
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T8 TSplus - Edit Setting
Disable the daughter process handler

Description:

Skip daughter process search when launching applications. It

will cause premature logoff if a published application uses
daughter process.

Value:
No

Force logoff if no assigned application

The user will be automatically logoff if he has no application assigned to him. This feature is disabled by default. Enable
this feature by selecting the "Yes" value on this window, then click on save:

T TSplus - Edit Setting
Force logoff if no assigned application

Description:

The user will be automatically logoff if he has no application
assigned to him.

Value:
No

Allow screen saver

This feature is disabled by default. Enable Windows screensaver by selecting the "Yes" value on this window, then click on save:
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T TSplus - Edit Setting X
Allow screen saver

Description:
Disable Windows screensaver when set to "'no”.

Download target folder

Downloaded files will be put on the Desktop by default. If you wish to modify it, enter the desired download folder's path,
then click on save:

T TSplus - Edit Setting X
Download Target Folder

Description:
Downloaded files will be put in this folder.

Value:

Upload target folder

Uploaded files will be put in this folder. If you wish to modify it, enter the desired upload folder's path, then click on save:
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T TSplus - Edit Setting X
Upload Target Folder

Description:
Uploaded files will be put in this folder.

Value:

Use Windows Shell

Define Windows Shell as default shell. This feature is enabled by default. If you wish to disable it, select the "No" value
on this window, then click on save:

T TSplus - Edit Setting X
Use Windows Shell

Description:
Define Windows Shell as default shell.

Value:

Force WinXshell

This feature is disabled by default. Force WinXshell alternate shell instead of the default shell by selecting the "Yes"
value on this window, then click on save:
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T TSplus - Edit Setting

Force WinXshell

Description:

Force WinXshell alternate shell instead of the default shell.

Value:
No

Add a delay when the session is opening

Add additional waiting time at user session logon to get everything initialized. Default value is 0. If you wish to modify it,
enter the desired value (in seconds), then click on save:

T TSplus - Edit Setting
Add a delay when the session is opening

Description:

Add additional waiting time at user session logon to get
everything initialized.

Value:

[

Daughter process wait duration

Time to wait (in milliseconds) before searching for a daughter process when lauching applications.
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T TSplus - Edit Setting
Daugther Process Wait Duration

Description:

Time to wait (in milliseconds) before searching for a daughter
process when lauching applications.

Value:

2000

File browser

The selected application will be displayed to the user for file selection. Default browser is Windows Explorer. You can
use the TSplus file browser by selecting it, then click on save:

TU TSplus - Edit Setting

File Browser

Description:

The selected application will be displayed to the user for file
selection.

Value:
Use Windows Explorer

Use WinXshell when required

Authorize system to use WinXshell alternate shell instead of the default shell when recommended. This feature is
enabled by default. If you wish to disable it, select the "No" value on this window, then click on save:
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T TSplus - Edit Setting
Use WinXshell when required

Description:

default shell when recommended.

Authorize system to use WinXshell alternate shell instead of the

Value:

tYes

R
ma

©TSplus - www.terminalserviceplus.com



TS DLUS Terminal Service Plus - Documentation

TSplus Advanced Security

TSplus Advanced Security is available as an Add-On on TSplus AdminTool and is available on the Add-Ons tab of the 12 version:

Tl TSplus - Administration Console = X

TSPELUS Remote Access Management Console

1 HOME
@ TSplus Advanced Security - Protect your server
[ AppLicaTIONS
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
@ PRINTER Restrict users access and lock them in a highly secured environment.
@ wes
E FARM [f; Two-Factor Authentication - Confirm your users’ identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
& SESSIONS Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.
e\ SYSTEM TOOLS
@ ADVANCED @ ServerGenius - Monitor your server

Cﬂ, ADD-ONS Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, I/O, Disks).
Track changes, resources usage and events with real-time email alerts.

You can find its full documentation on this page.

Lockout Event

TSplus Lockout monitors failed Web Login attempts on your TSplus server.
TSplus Advanced Security will show a Lockout Event, after any Web Portal failed attempt like the example below:

v @

"A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were detected for this user since...'

Brute-Force Attacks Defense

The Brute-Force attack Defender enables you to protect your public server from hackers, network scanners and brute-force
robots that try to guess your Administrator login and password. Using current logins and password dictionaries, they will
automatically try to login to your server hundreds to thousands times every minute. Learn more about this feature on this page.

On the Web Portal

Brute-force attacks on the Web Portal are blocked when users enter wrong credentials.
After 10 attempts during a period of 10 minutes, the Web Portal will prohibit the user to logon for 20 minutes:
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PLUS

Log on

TSPLUS

b~ v
EERY .

© HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

These are the default settings which are customizable on the BruteForce tab of TSplus Advanced Security AdminTool.

You can check all blocked connections and logs on the IP Addresses tile of TSplus Advanced Security Ultimate Protection:

W TSplus Advanced Security

X

P

2

HOME

EVENT VIEWER
HOMELAND
4 BRUTEFORCE
IP ADDRESSES
PERMISSIONS

WORKING HOURS

© 0D QX @

SECURE DESKTOPS

N+
+¥

ENDPOINTS

RANSOMWARE

SETTINGS

® ® ®» O

LICENSE

-+ Add IP Address

/' EditIP Address

TSplus Advanced Security - Ultimate Protection

X Remove IP Address(es)

Q_ whois

1Ps in the whitelist will be ignored by TSpius Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.

IP Address

= 213.148.201.59
= 178.34.152.180
B 55.244.117.214
= 49.14.98.70

B 105.14.32.99
= 202,133.54.73
B 42.51.217.61
- 201.158.104.100
— 2.182.5.87

= 196,189.44.50
B 42.202.33.232
= 117.224.202.156
B 125.227.29.199
B 124.226.216.77
== 109.188.131.204
== 190.60,108,18
I+l 68.145.140.120
B 101.230.201.39
BB 93.113.125.39
- 31.220.43.113

Status

Blocked - BruteForce Defender
Blocked - BruteForce Defender
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection

Date

14 Mar 2019 04:01:11
11 Mar 2019 21:38:55
11 Mar 2019 04:26:57
11 Mar 2019 03:10:33
11 Mar 2019 00:50:07
10 Mar 2019 23:43:50
10 Mar 2019 20:37:56
10 Mar 2019 17:35:18
10 Mar 2019 17:20:58
10 Mar 2019 17:19:15
10 Mar 2019 15:16:59
10 Mar 2019 14:18:03
10 Mar 2019 08:13:40
10 Mar 2019 07:56:32
10 Mar 2019 06:18:58
10 Mar 2019 05:46:16
10 Mar 2019 02:23:04
10 Mar 2019 00:50:43
09 Mar 2019 18:55:01
09 Mar 2019 18:07:53

Description

\blocked

This functionality is visible and active after the first Web Portal connection.

The complete TSplus Advanced Security documentation is available on this page.
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How to modify the TSplus client's icon

Change your client's icon

In order to change the generated client’s icon, just create a shortcut of the client and go to the shortcut’s properties:

Open with...

Share with 4

Restore previous versions
Send to »

Cut
Copy

Create shortcut
Delete

Rename

Properties

Open

Open file location

Open with...
Restore previous versions
Send to >

Cut

Copy

Create shortcut
Delete

Rename

Properties
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[w|m|mlmlmwl

@ john.connect - Shortcut

Targettype:  Connection Client File
Target location: Desktop

Target: rs\Administrator.admin-PC\Desktop‘john.connect

Start in: C:\Users\Administrator.admin-PC\Desktop

Shortcut key:  None

ystemRoot%\system32\SHELL32.dll | Browse. .. I

Select an icon from the list below:

@ﬂiﬂ@@@:
L@G*@E ---@@3

»
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TSplus Client Setup program

On client side, each user will have to run a signed program named "Setup-ConnectionClient.exe” as a pre-requisite.

This program is available on your server, in the TSplus program folder: C:\Program Files (x86)\TSplus\Clients\WindowsClient:

K3\ )| | « TSplus » Clients » WindowsClient » » | 3 || search WindowsCiient o
Organize ¥ Open New folder = v 0 @
B Desktop “*  Name ° Date modi... Type Size
& Downloads w e .
et M ico 6/15/2017 ... File folder
=1 Recent Places e . :
|| ClientGenerator.bin 7/30/2018 ... BIN File 639 KB
+.3 @ ClientGenerator.exe 7/7/20171... Application 96 KB
wa Libraries = 1 z = -
T | B Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KB
@ Documents S—
. @ svCr.exe 7/3/20171... Application 947 KB
J\ Music
[ Pictures |
#¥ Videos
1% Computer
(#ly Local Disk (C:)
CEl [ 3
Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
») Application Size: 9.16 MB

It is also available in C:\Program Files (x86)\TSplus\Clients\www\ConnectionClient, so your users can just run the
program once on your web server address: http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe

ConnectionClient . O
e v 4 | <« TSplus > Clients > www > ConnectionClient v O Search ConnectionClient el
~
v | Clients A Name Date modified Type Size
> () webserver 8 Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KB
> . WindowsClient
v www
cgi-bin
ConnectionClient v
1item f=z| &=

or by downloading it.

Note: Since TSplus 12.40, The Client Setup Program and the RemoteApp client setup have been merged and can be deployed with
one single setup - so if you download the Connection Client Setup, there will be no need to download the RemoteApp Client one.
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Certificates and Certification process

1. Certification Process
The certificates are delivered by the Certificates Authorities (CA). This is a 3-step process.
a) The generation of a Key Pair or Private Key in standard RSA 2048 bits. This key will be used to generate a CA Request based on it.

b) The CA Request generated is transmitted to the CA. It contains all the necessary information in order for the provider to
deliver a certificate (Country Name 2 letters code, State or Province Full Name, Locality Name, Organization Name e.qg.
Company, Organization Unit Name e.g. Section, valid email address and Common Name (CN) e.g. MyDomainName.com).

¢) The Certificate authority verifies the information you transmitted and returns the certificate, and eventually also
intermediate certificates that are required to access your certificate.
The certificate also contains the CA Reply (the validated Private Key). Once you have the certificate, the CA reply, its key pair

(private key), and the intermediates certificates, they must be imported in the key store handled by Terminal Service Plus.

2. The Certificates

The delivery usually contains several files. Each file is a certificate. As said previously, the authority delivers the
certificate of your Domain name and intermediate Certificates that are mandatory to access to your certificate.

The common format file is .cer or .crt. These extensions are recognized by the OS which associates the certificate Icon.

Organze v Inchdeinitrary v  Shaewth v  New folder

Narme l Date modfied I Type *

1 Computer cert s 0/00/201520:08  XSFie

& Local Dek (C:) B portede 230742012 02:26 PNG mage
My Web Skes on MSN

La) AddTrustExternalCAR 0O 30/05/2000 10:48 Securty Certficate

€ Network Lol COMODORSAAITrUstCA 30/05{2000 10:48 Securky Cortficate
L COMODORSADOMmaNV sidationSecureServerCA  12/02/2014 00:00 Securty Certficate
L) MyDomainName 29/03/2015 00:00 Security Certficate

In our example above, we received 4 files (.crt). The first, second and third are intermediate certificates (CARoot,
TrustCA, DomainValidationCA).
The fourth is our Certificate which certifies our domain name MyDomainName.crt. They all have to be installed together.

For a better understanding of how to proceed, let’'s examine the certificates.

3. Certificates Properties

The properties of the certificate CA Root show its path. Each certificate has a path from the root to the certificate of your
domain name.
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ertificate [ X |

General IDetaIs] Certification Pathl

ﬂ Certificate Information

+ Ensures the identity of a remote computer
+ Proves your identity to a remote computer
+ Protects e-mail messages

+ Allows data to be signed with the current time

This certificate is intended for the following purpose(s):

+ Ensures software came from software publisher
+ Protects software From alteration after publication

[

Issued by: AddTrust External CA Root

valid from 30/ 05/ 2000 ko 30f 05/ 2020

Issuer Stateme:

Learn more about

Issued to: COMODO RSA Certification Authority

Certificate [ X |

General | Detals Certification Path |

. Certification path

o) USERTrust

Certification Authority

Certificate status:

This certificate is OK.

Learn more about certification paths
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Certificate E2

General | petails | Certification Path |

a Certificate Information

* Ensures the identity of a remote computer
+ Proves your identity to a remote computer
. W2, 7

- 2.1

This certificate is intended for the following purpose(s):

* Refer to the certification authority's statement For details,

Issued to:  wwwy, sl com

A

valid from 29/ 03/ 2015 to 29/ 03/ 2016

Install Certficate...l Issuer Statement I

Issued by: COMODO RSA Domain Yalidation Secure Server

Learn more about certificates

OK |

General | Detals  Certfication Path |

 Certfication path

) USERTrust
:gnwons-n Certification Authorkty
COMODO RSA Domain Valdation Secure Server CA
SAMyDomainiame.com

Certficate tatus:

This certificate is OK.

Learn more sbout certfiotion pathe:

The properties of our certificate show all the general informations about the certificate (purposes, addresses, issued to

CN), issued by and validity.

What is important to notice is the certification path. It includes the entire path needed to access our certificate.
It displays all the intermediate certificates that are included inside ours.

This is a simple process. You must import this entire certification path, plus the Key Pair in the Terminal Service Plus Key store file.

Use Windows certificate manager to import keypair and all certificates into Windows keystore as described in Certificates and
Certification process (make keypair exportable when importing!) and then export that key back from Windows keystore by
checking the option "Include all certificates in the certification path if possible”. For the format choose per example *.p12 Now
create a new keystore in JKS format on Portecle, and go to Tools>Import Key Pair and import that *.p12 file:
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Remote Access Management Console

TSPLUS

{ HOME

[ AppLicaTIONS

e Generate a free valid HTTPS certificate

% HTTPS Certificate Toolkit

(Cp PRINTER
@ wis
I§ C:\Program Files (x86)\TSplus\Clients\webserver\key* - Portecle — O X
‘Web Portal : z
File Tools Examine Help
e EEIEI I T EIEYE)
WEDASmer @)| Alias Name | Last Modified
22 key.p12
e Farm S—
2, SESSIONS

K SYSTEM TOOLS

83 ADVANCED

{7 ADD-ONS

|Keystore type: PKCS #12, provider: BC, size: 1 entry

(@57 LICENSE

4. Important notice about the Key Pair (Private Key)

The key Pair is the RSA 2048 Bit key generated for the CA Request of the certificate. It has been generated either in the
Portecle add-on we provide, or with another available generator like openssl, IIS, online sites, or CA provider’s applications.

You must keep this Private Key. It is either a flat file text format unsecured .pem or a secured format .p12 or .pfx.
The Private Key generated is mandatory to be able to generate the certificates correctly.

Back to HTTPS, SSL & Certificates Tutorial Summary
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How to do a CA Request and Get a Certificate

As a reminder, here is the certification process explained. This process can be done either in the Portecle add-on we
provide, or with another generator available like openssl, 1IS, online sites, or CA provider’s applications.

1. Reminder - Certification process

The certificates are delivered by the Certificates Authorities (CA). This is a 3-step process.

a) The generation of a Key Pair or Private Key in standard RSA 2048 bits. This key will be used to generate a CA Request based on it.

b) The CA Request generated is transmitted to the CA. It contains all the necessary information to the provider to deliver a
certificate (Country Name 2 letters code, State or Province Full Name, Locality Name, Organization Name e.g Company,
Organization Unit Name e.g Section, valid email address and Common Name (CN) e.g. MyDomainName.com).

The main job consists in creating the Request which will correctly inquire a form asking for all the information listed above.

c) The Certificate authority verifies the information you transmitted and returns the certificate, and eventually also
intermediate Certificates that are required to access your certificate. The certificate also contains the CA Reply (the
validated Private Key). Once you have the certificate, the CA reply, its key pair (private key), and the intermediate
certificates, they must be imported in the keystore handled by Terminal Service Plus.

2. How to generate a CSR (Certificate Signing Request)

In this tutorial, we will learn how to install a certificate in the Terminal Service Plus Web Server, providing users the
security of HTTPS, 2048 SSL encryption and Domain name certification. In order to receive an SSL Certificate we
recommend you purchase it from a trusted vendor as GoDaddy or DigiCert. Please follow the this procedure to order
and install your SSL on the TSplus Gateway / Server.

To create a CSR with the DigiCert Utility, follow the steps below:

1. On your Windows Server, download and save the DigiCert Certificate Utility for Windows executable (DigiCertUtil.exe).
2. Run the DigiCert Certificate Utility for Windows (double-click DigiCertUtil).
3. In the DigiCert Certificate Utility for Windows®©, click SSL (gold lock), and then click Create CSR.
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Qdigicerf ’ CERTIFICATE UTILITY for windows ‘0 1.800.896.7973

support@digicert.com  Live Chat r

SSL Certificates B create CSRI fax import € Refresh

Issued To Expire Date Serial Number Friendly Name Issuer

localhost 10-SEP-2014 05 localhost DigiCert, Inc.

testsite 10-5EP-2014 04 testsite DigiCert, Inc.

1. On the Create CSR page, provide the following information below and then click Generate:

Certificate Type: Select SSL.

Common Name: Enter the fully-qualified domain name (FQDN) (e.g., www.example.com).

Subject Alternative Names: If you are requesting a Multi-Domain (SAN) Certificate, enter any SANs that you want to
include (e.g., www.example.com, www.example2.com, and www.example3.net).

Organization: Enter your company's legally registered name (e.g., YourCompany, Inc.).

Department: (Optional) If you want, enter the name of your department within the organization or you can simply leave the box blank.
City: Enter the city where your company is legally located.

State: Use the drop-down list to select the state where your company is legally located.

Note: If your company is located outside the US, you can type the applicable name in the box.

Country: Use the drop-down list to select the country where your company is legally located.

Key Size: In the drop-down list, select 2048 (unless you have a specific reason for using a larger bit length).

Provider: In the drop-down list, select Microsoft RSA SChannel Cryptographic Provider (unless you have a specific
cryptographic provider).
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Create CSR

Certificate Details Information
Cancel

Certificate Type: @ SSL (O Code Signing

Press Cancel to cancel creating a new key and
Common Name: | www.example CSR.

Subject
Alternative
Names:

Organization: | Your Company

Department: | m

City: | Your City

State: | Your State

Country: |UsA

Key Size: |2048

Provider: IMicrosoﬁ: RSA SChannel Cryptographic Provider

1. On the DigiCert Certificate Utility for Windows© - Create CSR page, do one of the following and then click Close:

Click Copy CSR. Copies the certificate contents to the clipboard. Use this option if you are ready to paste the CSR into
the DigiCert order form.

Note: Because the DigiCert Certificate Utility does not store CSRs, we recommend you paste the CSR into a text editor
(such as Notepad) when using this option.
If you close the CSR page and accidentally overwrite the clipboard contents without doing this, you will need to generate a new CSR.

Click Save to File. Saves the CSR as a .txt file to the Windows Server 2012. (We recommend using this option.)

MIICtTCCAZOCAQAWCDEIMAKGAIUEBhMCVVMKEZARBgNVBAGTC11vdXIgU3RhdGUx
JAQBGNVBACTCV1vdXIgRZ10eTEIMAKGAIUECRMCSVORFTATBgNVBACTDF1vdXIg
29tcGFueTEUMBIGALIUEAXMLA3d3LmV4 YW 1lwbGUwggEiMAOGCSqQGSIL3DREBAQUA
4IBDWAwWggEKROIBAQCrD1CrkgI£fxnAl+40D£JeBB3r0S7VgSFueFvyHPOmYdyoL

£6pbgl323yx5k83bZ/orXk2gCq4kPZNMANQT2G0bydrPSauNSeCGREBZgK/JcMZEL

2k8hFxQbelpCX8rEHoXNaQmB8pJrROZ+HAF/qPekxIxA+iKgEASyDpd+pOl3E/BRx
e9MV3dejirécTVnCSjwXuiSrFilakuQRblxlCRgCocy/kAUFgBvYe+4rw2+54k1T

[vlNeRjlacUIcpydZAIGCTysyeX3ciHKX1p7GEVFht8GPKnNnd84FqJVNhFNO3wr7cg

cHenrtWP/+PgD/Wz/BkZ0yzFoSczTySnSd/AvCerAgMBRAAGgADANBgkghkiGSwOR

PRQUFARCCAQEAR/WsB115SHeB1dTeSiiNEKcGLr6XHSrgh7P0+PdWDe 70kmL4372Mc

[osrpDOKbPOmsXaP£2kocvsGUIDZclkGVOKHYzE6tiUe£4vBsSpIXHVHEQwAXre JNSn

zgCHsxLaJmlmXveabOLyveWlLEQIcJLgq7RnRRANC7vKNt 7RkngBADgo+ulfpySuw
gpBT2ZA2ulllmJ4zDViisarb7hUa+elq]zKmuBaAS3916R4yhhMt2YQse JSWKEZN
mile 7QviLoXbE1StYk4WiqIN4gBkl/iebzmVjuM7aRNEvULl ££twBxpOYXOXtYCHT

Fx+dz8JpCY3SELfRUL1AEechh837n680F4g==

————END NEW CERTIFICATE REQUEST

ICcpyCSRI |SavehoFie| I Close
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1. Use a text editor (such as Notepad) to open the file. Then, copy the text, including the ----- BEGIN NEW CERTIFICATE
REQUEST----- and ----- END NEW CERTIFICATE REQUEST----- tags, and paste it into the DigiCert order form.

2. After you receive your SSL Certificate from DigiCert, you can use the DigiCert Certificate Utility for Windows to install it.

3. How do | generate what | need for TSplus?

1) Open the DigiCert

Application a) click on SSL

b) Import your SSL

You will now see the cert that you have installed is highlighted:

) DigiCert Certificate Utility for Windows®©

| = e S
- . L
Gdlglcert CERTIFICATE UTILITY for Windows & 1'800' 6‘7973
support@digicert.com ive Chat r
/Ss'-/ce"ﬁﬁ“tes B createcsk 2 import €' Refresh
l(; Issued To Expire Date Serial Number Friendly Name Issuer
= T 3. com 22-MAY-2018 00A29898 1469 1CE400 fr:’cD SO o
-l s wombgm’'s S.COM 20-DEC-2017 OACFOFEFC40468324D27... DigiCert Inc
v -_— ' | B = | = e m = "-i ._ -
Code Signing
Tools
Account
Export Certificate | l TestKey ‘ | View Certificate I
Verion 237

On the bottom of the GUI you will see the button “Export Certificate”, click on it.
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Certificate Export

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

You must select the private key option if you wish to install this certificate on
a different computer.

Do you want to export the private key with this

@ Yes, export the private key
@ pfx file Include all certificates in the certification path if possible

() key file (Apache compatible format)
() No, do not export the private key

Ensure that “Yes, export the private key and pfx file / Include all certificates in the certification path if possible are checked off.
Next, Save the file in the folder with the certs that you have unzipped.

You MUST USE THE PASSWORD 'secret'.

4. How do | install the certs on the the TSplus Web Server?

1) Copy the un-ziped file which now contains .pfk and crt files to the TSplus Server Program Files (x86)\TSplus\Clients\webserver
2) Make a copy of the cert.jks

3) From the TSplus Admin Console / Web / HTTPS / HTTPS Certificate Toolkit / File / Open Keystore File “cert.jks”
Password is secret

Delete the jwts Tools Import Key Pair (you will find it in the folder you have just copied) When prompted for the Alias name it must be

jwts and the password secret

Tools Import Trusted Certificate and import the crt that you have in the folder.
Close the tool and ensure that the cert.jks is saved with the password secret.
TSplus Admin Console / Web and restart the services.

You have now completed the SSL Cert procedure.
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A

T8 TSplus - Administration Console - 12.20.2:6

TSEUS Remote Access Management Console

1 HoME

e Generate a free valid HTTPS certificate
[ AppLicaTiONS

(Cp PRINTER

O WEB I C:\Program Files (x86)\TSplus\Clients\webserver\cert.jks - Portecle - O X

Q& HTTPS Certificate Toolkit

File Tools Examine Help

Web Portal

. als[og[s[s e B|a8]e]
@)/ Alias Name | LastModified
Web Server 2 jwts Jul 6, 2012 5:57:56 PM CEST
B rarm
2 SESSIONS

% SYSTEM TOOLS

83 ApvanceD

m ADD-ONS Keystore type: JKS, provider: SUN, size: 1 entry

(@57 LICENSE

Back to HTTPS, SSL & Certificates Tutorial Summary
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Trouble shooting

1. | received only one file (.crt or cer) which contains
MydomainName.com Certificate

Look at the path in the certificate properties. If your certificate is at the root, then you don’t have any intermediate certificate.
You must only import the .cer ou crt you received.

If the path contains others intermediates certificates, then they will be needed. You can export theses certificates
included in yours and create a file by certificate.

Certificate m

General | Detals Certification Path |

Certification path
: USERTrust
2] COMODO RSA Certification Authority
) COMODO RSA Domain Yakdation Secure Server CA
I MyDomainhame.com

You can export each certificate listed in the path and get one file per certificate.

Double click on the certificate you want to export. Then go to Details / Copy to file.

Certificate Export Wizard B2

Welcome to the Certificate Export
Wizard

P gJ This wizard helps you copy certificates, certificate trust

b lists and certificate revocation lists from a certificate

r '_" > store to your disk,
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next,

< Back I Mext = I Cancel
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Certificate Export Wizard [ X

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

' DER encoded binary %.509 (.CER)

(" Base-64 encoded ¥.509 {,CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7B)
™ Include all certificates in the certification path it possible

¢ Personal Information Exchange - PRES #12 (PR
™ Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
™ Export all extended properties

€ Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file Formats

< Back I Mext = I Cancel

Click next. Default values are ok. Click next until you have to give a name. Confirm your exportation.
The result is a file .cer containing only the certificate exported. Repeat this exportation for each level of the path.

2. My private key is .pem. | cannot import my private key in Portecle

You can convert your .pem in pfx format with Tools or online sites. For example, on this site:
https://www.sslshopper.com/ssl-converter.html

You must have your Private Key and your certificate (e.g. MyDomainName.com)

Browse to select the certificate to convert and the Private Key that goes with it. Current certificate type is PEM. Type to
convert to is PFX (PKCS#12).

As .pfx is a secured format, you must enter a password. You can choose whatever you want, but, at least, you will have
to set it to 'secret'.

So you should enter the password 'secret'.

The result is a .pfx format that you will be able to import in Portecle. As we saw in the installation section, this Private
Key imported in Portecle must receive a CA Reply. See section Installation / CA reply for further information.
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SSL Converter

Use this SSL Converter to convert SSL certificates to and from different formats such as pem, der, p7b,
and pfx. Different platforms and devices require SSL certificates to be converted to different formats. For
example, a Windows server exports and imports .pfx files while an Apache server uses individual PEM (.crt,
.cer) files. To use the SSL Converter, just select your certificate file and its current type (it will try to
detect the type from the file extension) and then select what type you want to convert the certificate to
and click Convert Certificate. For more information about the different SSL certificate types and how you
can convert certificates on your computer using OpenSSL, see below.

Certificate File to Convert: | Browse. IMyDomainName_com.Cn You have chosen to open:
) . ) E MyDomainName_com.pfx
Private Key File: | Browse. [ private key.pem which st pf File (2.9 KB)
From: https:{fwww.sslshopper.com
Chain Certificate File (optional): | Browse.. lNoﬂle selected. i o s e o

Chain Certificate File 2 (optional)

Browse.. lNonIe selected. " Openwith  Browse... |

+ :Save File
Type of Current Certificate: IStandf."d REM :I- Defected:tyneifram:flle
extension

Type To Convert To: |PF><!PKCS#12 v]

PFX Password: [eessss

I™ Do this automatically For files like this fromnow on.

Cancel I

4y Your private key is intended to remain on the server.

While we try to make this process as secure as possible by - —
using SSL to encrypt the key when it is sent to the server, Convert Certificate

3. HTTPS errors

SSL error no cypher overlaps.

(D Secure Connection Failed

An error occurred during a connection to sbscecloudserver .com. Cannot
communicate securely with peer: no common encryption algorithm(s). (Error
code: ssl_error_no_cypher_overlap)

e The page you are trying to view cannot be shown because the authenticity
of the received data could not be verified,

e Please contact the website owners to inform them of this problem.

The Private Key or the Key Pair has not been imported in cert.jks or is invalid. Other errors types give the same screen
with another error code.

Take a look at this code error. It concerns the certificate and something with it that goes wrong.

It is usually because one of the fields of the certificate is not valid or blank. Have a look to your certificate Properties and Request.

Verify that all the fields are correct. Report to section how to do a Request for more information.

4. Notice concerning Terminal Service Plus and Microsoft IS web server

Please refer to our documentation about using IIS with Terminal Service Plus
However, here is some important information about IIS and certificates:

When using IS, the certificate has to be installed in the keystore cert.jks. This must be done in the same way as if we
were using Terminal Service Plus Web Server, and as described in the previous chapter.

Don't bind the 443 HTTPS port IN IS, as this is the Terminal Service Plus Web server that handles the HTTPS protocol,
the certificate and its encryption.
Not any bind has to be created on port 443. So, IS must only have port 81 bound.

We are free to use IIS Request Tool to create the Private Key and the CA Request. It is simple to export the Private Key
from IIS (I1IS/Default site/Certificates) in the .pfx format and import it in cert.jks as described in the previous chapter.

Back to HTTPS, SSL & Certificates Tutorial Summary
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How to setup Apache reverse proxy support of
Websockets

1. first of all change following variable to false www\software\html5\settings.js > W.xhrreverse = false; (if you don't
change it to false, it will always try xhr instead websockets, what we don't want anymore)
2. install Apache with proxywstunnel support (older Apaches without proxywstunnel are unsupported!)
3. allow in Apache config (httpd.conf etc.) following modules. LoadModule proxymodule modules/modproxy.so LoadModule

proxyhttpmodule modules/modproxyhttp.so LoadModule proxywstunnelmodule modules/modproxywstunnel.so

4. let's assume you want to access html5 main portal via subfolder "/htmlI5/" As example http://youripor_domain.net/html5/
And Tsplus is installed in intranet on server "intranetxyz" then add to the config (httpd.conf etc.) following

ProxyPass /html5 http://intranetxyz:80 ProxyPassReverse /html|5
http://intranetxyz:80 ProxyPass "ws://intranetxyz:80/socket.io/websocket_https"
ProxyPass "ws://intranetxyz:80/socket.io/websocket"

ProxyPass "ws://intranetxyz:80/socket.io/flashsocket_https"

ProxyPass "ws://intranetxyz:80/socket.io/flashsocket"

5. Restart Apache to take changes effect.
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TSplus Virtual Printer

The TSplus virtual printer is a new alternative to classic remote desktop printing solutions, which can be unreliable,
hardware dependent and difficult to manage. The virtual printer's unique compression algorithm improves the transit
speed of remote print jobs by minimizing data transfer while maintaining image quality.

Terminal Service Plus - Documentation

Note: The TSplus HTMLS5 client is not supported and it requires the TSplus Universal Printer.

Benefits

[ ]
[ ]
[ ]
[ ]

Single-user and multi-user environment support.
Zero configuration is required.

Works with any virtual machines.

Mixed 32 and 64-bit environment.

Pre Requisites

TSplus virtual printer OS compatibility list, in 32 and 64-bit::

®* @ & 2 o 9 9 o 2 2

Windows Vista

Windows 7

Windows 8

Windows 8.1

Windows 10

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

The TSplus Virtual Printer is compatible with:

[ ]
[ ]
L
L

The TSplus generated client
The TSplus RemoteApp client

The TSplus RemoteApp plug-in when using the Web Portal

The Microsoft Remote Desktop client

It is not compatible with:

The TSplus HTML5 client

+ Hard Coded Thin-client devices where the client side setup cannot be installed.

Two Parts

The TSplus Virtual Printer is made up of two components:

+ A server side component that comes installed on TSplus 12.70 Edition.

+ A Desktop component that is installed on the end-user’'s Windows Workstation.

Both setups are available directly in the server side in the “C:\Program Files (x86)\TSplus\UserDesktop\files\addons”
folder and named “Setup-VirtualPrinter-Server.exe” and “Setup-VirtualPrinter-Client.exe”:
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v Ordinateur ~ Disque local (C:) ~ Program Files (x86) ~ TSplus ~ UserDeskkop v files v addons

N L{i}] I Rechercher dans : addons

Organiser v

Inclure dans la bibliothéque

J Microsoft SDKs
. Microsoft Silverlight

Microsoft SQL Server
Microsoft Visual Studio
Microsoft.NET

Mozilla Maintenance Service

Partager avec v  Nouveau dossier

_‘_] Mom ~

Modifié le

I Type I Taille l I

<] latest_vp_exe.log
=] latest_vp_msi.log
1. Setup-VirtualPrinter-Client. exe

Q Setup-VirtualPrinter-Server .exe

28/04/2020 16:47
28/04/2020 16:48
04/05/2020 17:01
04/05/2020 17:01

Fichier LOG 4Ko

Fichier LOG 120Ko
Application 9205 Ko

Application 14 724 Ko

MSBuild
MuGet
r . pgAdmin 4
. RDS-Tools
. Reference Assemblies
RoboSoft4
p: TSplus
Clients
Mi java
De UniversalPrinter
. UserDesktop
D . files
Ce . lego
Jlego - Backup avant MAJ lego ex
__lego
A Rés addons
apilangs

ico _'.I

4 élément(s)

~ R

The Client setup is also available from your TSplus web server, using the link below:

"yourtsplusserveriporpublicdomain"/addons/Setup-VirtualPrinter-Client.exe

Getting started
TSplus virtual printer is automatically installed during the first TSplus installation, and directly available

Once TSplus is installed, you will need to install the “Virtual Printer Client” on user’'s computer.

during the trial period.

When you connect remotely to your TSPlus server using either Microsoft RDP client (mstsc), TSplus generated client
or Web Portal RemoteApp plug-in, you will be able to print from your remote session to your local printer using the

“Virtual Printer” printer. By default, the local printer selected is the local default printer.

You have 2 ways to change the local printer mapped to the “Virtual Printer” printer based on your

situation:

1.1f you are using the full desktop, then you can select which local printer to be used by using the virtual printer icon in the systray:

Send To OneNote 2016
OneNote

Microsoft XPS Document Writer
Microsoft Print to PDF

Fax

¥ CanonTS6100 series

2:26 PM
4/16/2020

A bm T Q) o FRA

L]

2.1f you don't have access to the full desktop, you wil need to use the *“Virtual

Printer Tool” named

“VirtualPrinterTool.exe” located in “C:\Program Files (x86)\TSplus\UserDesktop\files”. Note: you can either assign the

application to the user, or make it run automatically on logon through the Virtual Printer advanced

settings:
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@b Virtual Printer Tool - Select your default local print...  — X
[5. Canon TS6100 series v
0. Send To OneNote 2016
1. OneNote

3. Microsoft Print to PDF
4. Fax
5. Canon TS6100 series

Configuration

To access to the TSplus Virtual Printer control panel, please navigate through the AdminTool: ADD-ONS > Virtual Printer

T TSplus - Administration Console = X

TSE S Remote Access Management Console

HOME
q’ TSplus Advanced Security - Protect your server

APPLICATIONS
Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.

PRINTER Restrict users access and lock them in a highly secured environment.

WEB
@ Two-Factor Authentication - Confirm your users’ identity

FARM

B & @ 0O

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device.

2, SESSIONS
R svsTemMT00LS

@ Virtual Printer - Print on your local printer
£§3 ADVANCED Setting up both server and client to allow local printing from remote sessions can be quite challenging.

Virtual Printer makes local printing simple and accessible for every user.
> ADD-ONS
@ﬂ LICENSE
erverGenius - Monitor your server
[il]  serverGenius - Monit

Server Genius helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, I/O, Disks).
Track changes, resources usage and events with real-time email alerts.

From the HOME section, you will be able to:

Install the virtual printer

Update the virtual printer

Check the “Virtual Printer” printer properties

Remove the Virtual Printer

Set the Virtual Printer as the default printer

Check the Virtual Printer status and pending documents

* o o @ 9 90
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G Virtual Printer - TSplus

@ Virtual Printer

1 HOME

(©)  virtual Printer is installed
3 sermNGs

@ You are using latest version of Virtual Printer
@7 LICENSE

@ VirtualPrinter is not the default printer

Virtual Printer Manager
Install the Virtual Printer I Remove the Virtual Printer ‘
Update the Virtual Printer Set the Virtual Printer as the default printer ‘
Virtual Printer properties View Virtual Printer ‘

@ Trial License : 14 days remaining. Click here to activate a new license.

From the SETTINGS > Advanced section, you will be able to set up advanced parameters such as: “Run the virtual printer tool at
logon” which will make the Virtual Printer Tool available on the remote session at logon. This parameter is mainly used to avoid the
extra steps of assigning the “Virtual Printer Tool” to every users who needs it, making it available for everyone directly.
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G Virtual Printer - TSplus

@ Virtual Printer

Y HOME
e\ Name Value
@ SETTINGS Run the virtual printer tool at logon No
Advanced
(@57 LICENSE

From the LICENSE section, you will be able to:

+ Activate your license

To activate it, connect to our Licensing Portal and enter your E-mail address and Order Number to download your
license file. Then, click on the "Activate your License" button and upload it.

+ Check your license status
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(D Virtual Printer - TSplus

@ Virtual Printer

1 HOME
3 sermnes

(@57 LICENSE

(G557  Activate your License

License Status

@57 Trial license 14 days

[ﬁ Serial Number: P19

_D_ Computer name: WIN-ATLOOCNOES6
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TSplus Web App

TSplus Web App is a Progressive Web App (PWA) that leverages modern browser APIs to deliver a seamless remote
access experience without cumbersome software installation or complicated connection clients. Designed to utilize
industry standard HTML5 display and communication protocols, The TSplus Web App appears as a native connection
solution, no matter what type of device you use.

Benefits

The new TSplus WebApp offers improved performance and value using the following improvements over legacy
applications and connection clients:

¢ Faster load times due to the small software footprint.

+ Lower data usage - TSplus Web App leverages common browser based traffic management to minimize data usage.

+« Seamless user experience - from login display to application rendering, the TSplus WebApp offers the user the
appearance of native application use.

+ No more browser tabs or lost sessions due to too many open browser windows. The TSplus Web App behavior
offers the same multitasking options as any other top level application.

Installation - PC

Navigate to your corporate TSplus Web Portal using your preferred common web browser (HTTPS configuration required).

Click on the + button located on the right side of the navigation bar. When prompted, click on ‘Install’.

@ Web Access X +
< C 8@ demodtsplus.net ® % O

Install app?
TSplus - Web Shortcut
E dv.tsplus.net
I L U S m Cancel

Log on

User name:
Password:

O HTML5 @ RemoteApp

The installation only takes a second. It will create an icon on your desktop:
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&

Logon

Installation - Android Mobile Device

Navigate to your corporate TSplus Web Portal using your preferred common mobile web browser. HTTPS protocol is
required on the TSplus server.

The Web Portal will offer the option to add the TSplus Web App to your home screen, by clicking on the "Add TSplus Web App to
Home Screen" message at the bottom of the window:

Or by clicking on the 3 dots menu on the top right of the window and clicking on "Add

After accepting the Add to Homescreen option, the user will see the following screen:

Tap on the ‘Add’ button and the process is complete:
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The TSplus Web App will now be accessible directly from the home screen of your mobile device.

Installation - Apple iOS Mobiles

The Web App installation process on iOS is similar to the Android process. Just navigate to the TSplus Web Portal using
Safari Web Browser. Click on the Share button:

Then click on "Add to Homescreen".

Note: Chrome browser doesn't support the Web App feature on iOS.

Management

You can manage the Web App, by going to the TSplus Admin Tool Web - Web Portal section and clicking on TSplus Web App tile:

Tl TSplus - Administration Console = X

TSELUS Remote Access Management Console

{Y HOME

=|-"l Web Portal Design
[ AppLicaTIONS

[ Web Portal Preferences

(Cp PRINTER
i::  Applications Portal
@ wis o
Web Portal :‘\ TSplus Web App
HTTPS
Web Server "
G; Web Credentials
Lockout
By rarm
[ RemoteApp Client
2, SESSIONS

HTMLS Client
% SYSTEM TOOLS

33 HTMLS Top Menu
83 ADVANCED

{7p ADD-ONS

L@= 11cENSE o

The Web App is enabled by default, but you can disable it. It is possible to modify the Shortcut name, background and
theme colors as well as the icon of TSplus Web App:
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TSplus Web App Management - X

@ Web App is enabled - Click to disable

This functionnality requires your TSplus web server to be accessible
from a domain using HTTPS protocol.

Shortcut name: lTSpIus Web App

Background color: |#2A3443 | ‘ Se!eet
Theme color: l#ZA3443 l Select...
lcon fformat - -

png/.sva/webp >= I\Glenm\www\owa Jcon.pngl Browse...
144144 pixels):

Save

Just click on "Save" to record your modifications.
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Web Lockout

TSplus Web lockout, introduced with Version 12.40, is a user interface for the Web Portal Lockout feature, to unblock
accounts and edit advanced settings:

TI TSplus - Administration Console = X
TS ; Remote Access Management Console
A
ﬁ HOME Reset
[ AppLicaTIONS
Name Locked Consecutive Failures First Failure
(P PRINTER DESKTOP-5RTR462\admin Yes 10 July 17, 2019 13:54:47
DESKTOP-5RTR462\james No 5
@ wes
DESKTOP-5RTR462\john No 1
Web Portal DESKTOP-5RTR462\linda No 2
LS DESKTOP-SRTR462\mary No 3
DESKTOP-SRTR462\root Yes 10 July 17, 2019 14:00:24
Web Server
DESKTOP-SRTR462\william No 2
Lockout
By rarm
2, SESSIONS
Q\ SYSTEM TOOLS
83 ADVANCED
¢7p ADD-ONS
L@= 11CENSE o

Lockout monitors failed Web Login attempts on your TSplus server. It logs attempts and automatically blocks the
corresponding user after the authorized number of failed attempts has been reached.

You will easily see if an Address has been locked under the "Locked" column.
The next column indicates the numbers of consecutive failures for each user.

On the Web Portal, a message indicates the user that too many failed attempts were made:

PLUS

Connecter

O HTMLS @ Remotedpp

Too many failed attempts.
Please retry later.

Users can be quickly removed from this list, unblocked and whitelisted from the easy-to-use management console in the
Web Tab of the AdminTool. Just click on the user you want to reset or unblock and then click on "Reset".
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T TSplus - Administration Console

TSPLUS

{ HOME

[ AppLicaTIONS
(R PRINTER
@ wes

Web Portal
HTTPS
Web Server

Lockout

B rarm

2, SESSIONS
Q) svsTEmT00LS
83 ADVANCED

{> ADD-ONS

Remote Access Management Console

Name Locked

L@= 11CENSE ot

Consecutive Failures First Failure

August 26, 2019 15:33:05

The threshold for users blocking can be configured by the administrator, on the Advanced Settings Tab of the AdminTool:

Tl TSplus - Administration Console

= X

TSPLUS

HOME
APPLICATIONS
PRINTER

WEB

B & @ 0O ®

FARM

SESSIONS

SYSTEM TOOLS

8 L Do

ADVANCED
> ADD-ONS

(@57 LICENSE

Remote Access Management Console

fi) Backup / Restore your Server Parameters

Advanced Settings

2, Product Name

e Security Enabled

~. Session Limit
’i’ Login Interval
—* Contextual menu Lockout Period
% Logs

Value
Yes

1800
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Check the Documentation to configure Lockout Settings.

TSplus Advanced Security Integration with Lockout

If a failed login attempt has been detected on the Web Portal, TSplus Advanced Security will indicate the "Lockout
Event", corresponding to a username on the Security Event Viewer:

v @

"A failed login attempt was detected from Web Portal for user ... 1 Failed login attempt were detected for this user since..."

TSplus Advanced Security BruteForce Defender

TSplus Advanced Security Bruteforce Defender covers the Client I.P. addresses aspect. Hence, it also works for
RDP connections.

Failed Brute-Force connections attempts, are also visible on TSplus Advanced Security Event Log (private IP addresses
are excluded to avoid blocking proxy):

\xJ »

"A failed connection attempt was detected from IP address ... . This IP address is not whitelisted and will be blocked
following several failed attempts to connect. Provided username: Harry."

For More information about Lockout and BruteForce Defender, check [this documentation](/tsplus/TSplus Advanced
Security) and the Brute-Force Attacks Defender documentation
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